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Abstract:


SMEs wishing to build Virtual Organizations face new security constraints when choosing the solution to interconnect their information systems and form the collaborative workspace. Many solutions may be adopted: 1) Externalize the SMEs’ activities to third parties and thus, they do not treat the security issues that emanate from such interconnection. 2) Internalize the SMEs’ activities and thus, they keep control on their own resources once put at the disposal of partners. For internalization, two approaches may be adopted: centralized and decentralized management approaches. Choosing one of these three solutions depends on the ability of these SMEs to realize, or not, their activities and be trustee organizations so that their partners may rely on them. In order to respond to such constraints, we provide SMEs with a tool that evaluates the maturity of their respective security practices and then provides a decision support system. This tool is based on the ISO/IEC 17799 international security standard. In addition, we propose the adaptation of the ISO/IEC 27001 standard to the Virtual Organization context so that SMEs can enhance their maturity level and then they will be more trustee organizations.
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1 Executive summary


When large, medium or small enterprises decide to found a Virtual collaborative workspace, security issues are raised when setting up collaboration. These enterprises and, especially the small and medium enterprises (SMEs), could not accept business losses if problems occur when deploying the distributed environment. Because each organization has to put, at the disposal of its partners, its critical resources and capabilities, a secure shared IT infrastructure must be implemented to support the collaborative workspace. Many approaches may be adopted for the interconnection solution:
1) Externalization or outsourcing of the SMEs’ activities; SMEs externalize their business activities to third parties and thus, they do not treat the security issues that emanate from such interconnection. Collaborative platforms or portals (i.e. Exostar, WebEx) are used for outsourcing.
2) Internalization of the SMEs’ activities which means that each SME keeps control on its resources and manages itself the access to them. For remote users’ accounts (identities and credentials), SMEs providing services may choose to manage them also (centralized management approach) or, leave their management to the users’ home organizations (decentralized management approach) using identity federation and Privilege Management Infrastructures (PMIs).


Thus, SMEs may choose between three different approaches for the deployment of collaborative workspaces. The choice depends on the ability of these SMEs to realize, or not, their activities and be trustee organizations so that their partners may rely on them. But, how they can choose the most adapted solution to a specific context? In order to respond to such question, we provide to SMEs a tool that evaluates the maturity level of their respective security practices and then provides a system to support the decision concerning the solution to adopt. This tool is based on the ISO/IEC 17799 international security standard adapted to Virtual Organizations. So, by evaluating the maturity level of the SMEs’ security practices implemented within their Information Security Management System (ISMS), we can have an idea on the capability of these SMEs to manage their users’ identities and credentials, control access to their own critical resources, etc. 


In addition, we propose the adaptation of the ISO/IEC 27001 standard, providing means to maintain and enhance an ISMS, to the Virtual Organization context so that SMEs can enhance the maturity level of their security practices by implementing new ones for example and then, they will be more trustee organizations and other interconnection solutions may be adopted. 
2 List of acronyms
AA: Attribute Authority

AC: Attribute Certificate
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IAM: Identity and Access Management
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SLA: Service Level Agreement
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SP: Service Provider

VIVACE: Value Improvement through a Virtual Aeronautical Collaborative Enterprise
VO: Virtual Organization
WP: Work Package
3 Virtual Organization 
3.1 Virtual Organization concept

While [7] determines a Virtual Organization (VO) as a temporary network of independent companies – suppliers, customers, and even rivals – linked by information technology to share skills, costs, and access to one another’s markets, [9] defines it as an appropriated kind of cooperative organization to explore business opportunities that one enterprise itself would not be able to work out. [8] also points out the linkage of skills, costs and markets and add that companies quickly unite to exploit a specific opportunity and will disperse afterwards. Due to the fact that VO lacks a universally accepted definition, it is more common to describe a VO by its main characteristics, including the focus on core competencies, sharing risk and knowledge with partners and the extensive use of information technology to coordinate the partners. In the literature it is also commonly agreed that the aim of VOs is to explore business opportunities that could not be handled as a single company [8]. Due to its intrinsic multi-site and multi-entity characteristics, a VO is typically ICT (Information and Communication Technology) mediated.


The different organizations, participating to the VO network, must have a common understanding of joint mission and work toward shared goals. The harmonic interaction between them is pertinent to the successful functioning of the global system. 
The deployment of a Virtual Organization necessitates a “shared infrastructure” and a “responsibility chain”. The “shared infrastructure” allows the different communicating entities to interconnect their Information Systems in order to share and exchange resources and capabilities. While the “responsibility chain” allows the definition of the hierarchical responsibilities in the VO: which one is the project manager, who is the referent on each site, etc.


In order to build the VO network, the concerned enterprises (large, small and medium)  have to deal with different ways of interconnection and choose the most valuable one that insures flexibility (adding and removing enterprises) without disturbing the business processes of the different enterprises. This choice also depends on the enterprise objectives and strategies. In this document, we are interested in Small and Medium Enterprises (SMEs) and in security issues they are facing when building collaborative networks.
3.2 Security issues in SMEs 

When building the VO, the concerned entities (SMEs) have to consider and think about the security issues that they will face when interconnecting their information systems and managing collaborative business processes. In Information Technologies (ITs), security means: 

· Access Control & Authentication
Access control is the process of protecting critical resources in a system. Authentication is being able to prove that a user or application is genuine.

· Intrusion Detection/Prevention
Intrusion Detection/Prevention is the act of detecting (and preventing from) unauthorized accesses.

· Single Sign-On
Single Sign-On (SSO) is a process that permits a user to enter one name and password in order to access multiple applications.

· Cryptography
Cryptography is the conversion of data into a secret code for transmission over a public network. The original text, or "plaintext," is converted into a coded equivalent called     "cipher text" via an encryption algorithm.

· Certification
Certification is the process of validating an identity. 

· Denial of service
The denial of service is to bring the network to its knees by flooding it with useless traffic.

· Security auditing and management
Security Auditing is an independent review and examination of data processing system records and activities to test for adequacy of system controls, to ensure compliance with established security policy and operational procedures, to detect breaches in security, and to recommend any indicated changes in control, security policy, and procedures. 

Security Management is the management of an organization's security policy by monitoring and controlling security services and mechanisms, distributing security information, and reporting security events. 

· Virus protection
Virus protection is the process of using anti-viruses to protect a network or a computer from viruses.


The infrastructure to deploy within the collaborative network, interconnecting the different SMEs information systems, must ensure the most pertinent security services which are: 

· Identification and authentication
Identification is being able to identify uniquely a user of a system or an application that is running in the system. Authentication is being able to prove that a user or application is genuine.

· Access control
Access control is the process of protecting critical resources in a system by limiting access only to authorized users, programs, processes, systems, or other IT products. It prevents the unauthorized use of a resource.
· Confidentiality
Confidentiality service is the process of protecting sensitive information from unauthorized disclosure. Basically it is assurance that information is not disclosed to inappropriate entities or processes.
· Data integrity
The data integrity service detects whether there has been unauthorized modification of data. It ensures that data is the same as that in the source documents and has not been exposed to accidental or malicious alteration or destruction.

· Non-repudiation

The Non-repudiation concept involves a mechanism that is used to prove the identity of involved in a communication or having participated in all or part of the communication. It is an extension of authentication, but is usually used for legal purposes.

The different SMEs, wishing to build the VO, need a unified security framework to interconnect their information systems (applications, tools, resources, etc.). They have to consider the constraints that they will face due to the need of interconnecting different applications or simply authorizing users to access applications that could be deployed on many sites. Applications may have different access control, authentication and encryption security concerns. This will lead to heavy problems for the security administrators within the SMEs. If the application is deployed over many sites, should the user authenticate many times or a SSO solution could be deployed? If the user wants to access two applications and not only one, should he authenticate himself twice, and concerning access control, should a centralized database be build for controlling access to these applications? Or, each application will have a specific access control mechanism?
3.3 The Virtual Organization security policy

All these issues must be clearly identified and implemented through the Virtual Organization security policy which should also be clearly defined and commonly agreed by the involved parties. Every SME is different, and security policies differ per SME. The common IT security approach within the Virtual Organization only serves as an extension to the IT security policy that is already in place within any organization. It is not intended to modify or render invalid what has already been established, but to merely enable organizations to extend their IT security policy in the leanest and most efficient way. The VO security policy is independent from technologies and takes into consideration business, legal and strategic requirements of SMEs. Many approaches may be adopted to map high level policies (defined on the business level) to access control policies enforced within the VO environment. Examples may be seen within the VIVACE project where we have two different approaches to control access to distributed resources:

· WP 3.5 proposes a Distributed Information System Infrastructure [3] combining identity federation and Privilege Management Infrastructure (PMI) concepts, 

· WP 3.6 proposes a VEC-Hub [19] where SMEs may plug their information systems and collaborate with partners. The VEC-Hub may also be based on identity federation and PMIs.
SMEs should also deal with Service Level Agreements (SLAs) in order to allow good quality for the collaborative sessions maintained between them within the collaborative workspace: loss rates, availability rate, mean time to restore are examples of what could be negotiated between partners within a VO.
3.4 Trust within VO network
Building a VO is not only working together but also to trust the other members of the system in order to be able to take the risk of relying on external resources for achieving own strategic goals and/or allow external parties to access an organization’s internal critical resources. Trust is the extent to which one party is willing to depend on something or somebody in a given situation with a feeling of relative security, even though negative consequences are possible [14]. This definition explicitly and implicitly includes the basic ingredients of trust that are:

· Dependence on the trusted party

· Reliability of the trusted party

· Acceptance of Risk related to trusted party not performing as expected. 
Virtuality requires trust to make it work: Technology on its own is not enough. Trust is becoming a crucial concept in order to address scalability in managing security tasks such as authentication, authorization and access control. 
3.5 Interconnection infrastructures 
The services that an SME has to offer to its partners can be managed internally or externalized.

Internally means that these services are performed in-house without the intervention of third party operators. In this case, an SME wishing to interconnect its information system to the ones of its partners, has to manage its information system itself without using the services of a provider and let its partners access its resources and data securely without exposing them to danger (hacking, prohibited accesses, etc). The SME should build and maintain the connection and, ensure the secure exchange of information. In this case, SMEs wish to keep control on their resources once exposed to partners.

Externalization or outsourcing of the IT and network functions means to transfer a non-core and non-strategic function previously performed in-house to an outside provider so it can be realized without the intervention of the SME IT department. By adopting such an approach, the SME asks a third party operator to ensure the interconnection of its information system to the ones of its partners which involves trust in this operator leading to specific contractual agreements signed between SMEs and the third party operator. In other terms, the access to the SME resources is managed by the external operator and thus, the SMEs loose control on the resources they are exposing to partners.
3.6 Collaborative solution and security constraints 

Within the VIVACE WP 3.5, a DISI is deployed to allow different organizations, separated geographically, to communicate, launch simulations and share resources as if they were a single organization [3]. 

Within the WP 3.6, a VEC-Hub is specified where information systems may be plugged and then, exchanges between SMEs may be launched. The VEC-Hub forms a foundation for the operational environment of the Virtual Enterprise. This gives everyone, within the heterogeneous IT environment of the partners, the ability to securely and traceably find, consolidate and publish information and collaborate in a common context. 

And within the WP 0.3, we are aiming at tailoring and adjusting secured networking solutions to allow the SMEs to plug to DISI without risking security breaches or to interconnect their information systems to the Collaborative hub (VEC-Hub). Each organization has to open its information system to its partners and thus, security concerns are raised when setting up collaboration. The adoption of a solution for the interconnection of the different organizations Information Systems depends on the organizations’ experience in deploying and managing security means for collaboration over open networks. If administrators within these organizations are experienced and sufficiently mature, each organization will manage the interconnection of its information system to the ones of its partners; internalization of services is adopted. Else, a third party will do this work; externalization of services is adopted. SMEs wishing to be part of a Virtual Organization must justify a methodological know-how on information security management and meet severe information security constraints. Else, no organization will accept to open its information system to an SME for exchanging resources and competencies within the collaborative environment.

Information Technologies (ITs) are used to interconnect the different organizations information systems to build what is called the distributed information system for VO. The solution to adopt for this interconnection depends on the know-how of organizations on information security management. This solution necessitates an Identity and Access Management (IAM) solution to ensure the user provisioning, authentication, access management, delegated administration, and, logging and auditing mechanisms within the VO network.
4 Identity and Access Management (IAM) solution within VOs
4.1 The IAM concept


IAM is an administrative process coupled with a technological solution which validates the identity of individuals and allows owners of data, applications, and systems to either maintain centrally or distribute responsibility for granting access to their respective resources to anyone participating within the collaborative framework. Administrators have to define users’ accounts for remote or local users wishing to access local resources. Access control policies should also be defined to control access to the resources. 


Within a VO environment, entities (partners, suppliers, etc.) need to collaborate in order to exchange resources and competencies over the Web. Collaboration services have the potential to generate vast operational efficiencies for most businesses by driving down coordination costs. However, to reap these benefits, organizations must alter the way they do business, creating an environment that optimizes collaboration services to link people, processes, and information. Actually, one of the major catalysts for organizational efficiencies is the meshing of rich collaboration services with business activities which will enable users within Extended and Virtual Enterprises (EE and VE) to negotiate, clarify, troubleshoot, and brainstorm within the context of business activities. 

Collaboration may be evaluated according to the level of maturity of the tools used to ensure collaboration between partners [15]. For example, when using an email client or instant messaging to collaborate with partners, the collaboration is considered of level 1. The collaboration is based on semi-structured information (office or engineering based documents) in the scope of a program. But, when using web based business applications (such as Windchill) to collaborate, collaboration is considered of level 2. Articulation of structured collaboration data such as the definition of encoded workflows or business processes is possible. The two levels of collaboration exploit two different kinds of security requirements. While collaboration at level 1 introduces the utilization of Public Key Infrastructures (PKIs), collaboration at level 2 introduces the utilization of identity federation in addition to PKIs [15].


PKI is defined as “the set of hardware, software, people, and policies needed to create, manage, store, distribute and revoke X.509 public-key certificates based on public-key cryptography”. PKI could be used alone or in conjunction with trust management system to ensure trust relationship between the different communicating partners within the VO. It ensures a strong authentication mechanism for use within organizations. Identity federation (figure 1) is the sharing of digital identities to enable applications in different security domains to work together, securely. Federation enables users and applications to work seamlessly as if they were part of the same security domain, while in fact the domains remain largely independent [10]. Identity federation allows an organization to accept identity information and authentication operations from another organization. Within a federation, users can sign-on once with a single digital certificate (or username/password or biometric technique) and access multiple web applications running in many locations. 
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Figure 1 Identity federation circle of trust

Identity federation relies on trust relationships between the participating entities: 

- Identity Providers (IdPs): Systems performing authentication on the remote users’ home organizations

- Service Providers (SPs): Target systems being accessed on the resource provider sites. These systems are providing resources and services to local and remotes users.


Part of that trust has to do with how users’ identities and credentials are issued and managed by an IdP and how resources are managed by each organization. Contractual agreements identify the users’ credentials and attributes to be exchanged between partners for authentication and authorization purposes.


In order to reinforce the authorization scheme on the resource provider site, access control rules based on the users’ attributes (i.e. their roles within SMEs) may be modeled (using the Role Based Access Control (RBAC) [5] [16] model) and enforced using Privilege Management Infrastructures (PMIs) which allow the deployment of authorization engines. The IETF defines the PMI as "the set of hardware, software, persons, policies and necessary procedures to create, manage, store, distribute and revoke Attribute Certificates (ACs)" [11]. A PMI is a collection of ACs, with their issuing Attribute Authorities (AAs), subjects, relying parties and repositories.
The combination of PMI with identity federation allows a Source Of Authority (SOA), an entity managing a resource, to delegate to an AA on a partner site, the task of affecting to its local users the necessary attributes allowing them to access the resource managed by the SOA.
4.2 Approaches for IAM within distributed environments 

In this document, we distinguish three ways of deploying distributed infrastructure for VO environments; this infrastructure is intended to deploy a management solution for users’ identities and access to shared resources. The first approach is about externalizing the management of the resources, provided by an SME and putting them at the disposal of its partners, to a third party operator. The second and the third approaches are about internalizing the management of the resources and this, by adopting respectively a centralized and a decentralized management approach.


4.2.1 Externalization or outsourcing 

The first approach is, as we said before, based on the externalization of services. To externalize the SME’s activities, the technologies “Value Added Networks” and “collaboration platforms and portals” may be used. 
· Value Added Networks


A Value Added Network (VAN) is a private network provider that is hired by an SME to facilitate electronic data interchange or provide other network services. It is used to move data from the SME to other companies. Value Added Networks could be based on technologies like “Virtual Private Networks (VPNs)”, “Multi Protocol Label Switching (MPLS) connections” or “Asynchronous Transfer Mode (ATM) connections”.
· Collaboration Platforms and Portals


A collaboration platform is a flexible and secure platform built to be used by SMEs wishing to interconnect their Information Systems, without worrying about how to do it. Any SME, wishing to collaborate with other SMEs, buys a workspace within the collaboration platform and gives membership to those having the permission to access its resources or applications. In this workspace, the different SMEs will have the possibility to work together in real time and exchange information selectively and safely without having to focus on security concerns. Many collaboration platforms and portals exist today; the most known are: Exostar, eRoom, Groove, WebEx, Sup@irWorld, etc. 

Exostar [17] is a collaboration platform for e-business. One of the major objectives of the Exostar solutions is to create and connect the extended supply chain in a web-based environment that meets the security standards. The advantage of using such a solution is that it doesn’t require any upfront software implementation; this involves a quick realization of the collaboration for a low cost. The technology platform offered by Exostar for such collaborations is the “ForumPass” platform. Team members can access ForumPass anytime and anywhere, they can meet online as often as needed with robust and secure collaboration tools. ForumPass contains a meeting scheduler that can be used to set up meeting arrangements throughout a project. The meeting tool provides the ability to host or attend meetings regardless of whether the attendees are members of the same project or even have ForumPass accounts. In addition, the tool allows virtual meetings, providing hosts and attendees in many different locations and across many continents the ability to meet in real time (figure 2).
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Figure 2 The Exostar collaboration


ForumPass provides a secure managed collaboration environment accessible over Internet using a simple web browser. The security features within ForumPass are: Two factor authentication, specific access privileges for each piece of data, end to end document encryption, passwords policy, and full user auditing.
A full description of Exostar and the other solutions (key features and security features) is provided in [18]. 

The company, managing the Exostar platform, may be one SME of the VO network controlling access to its resources and the ones of its partners and also, it could be an external company acting as the central entity for controlling access to the SMEs resources exchanged within the VO. In all cases, the SMEs participating to the VO have only to provide resources to partners without thinking about how to control access to them. This means, SMEs are not dealing with the security issues that may rise from interconnecting distributed information systems. 
Alternatively, if SMEs wish to keep control on the resources they are exposing to their partners, the two following approaches may be adopted. 


4.2.2 Internalization – centralized management approach

· The first approach consists in a centralized management solution where each SME manages its own resources and the accesses to them. It has also to manage accounts for the remote users coming from the partners’ sites and wishing to access these resources. This solution necessitates more intervention from administrators and hard management tasks. 


4.2.3 Internalization – decentralized management approach

· The second approach consists in a decentralized management solution where each SME manages only its own resources and access to them and, leave the management of the remote users’ accounts to these users’ home site organizations. This solution reduces the administrators’ management tasks but necessitates a certain level of trust between partners. This approach profits from the advantages of the identity federation concept.

Thus, an SME providing resources to its partners’ users and wishing to keep control on them has two options to do it and this depending on the collaboration level they are adopting. Identity federation allows organizations to exchange identity information and attributes about users which reduces the management tasks of administrators within these organizations. Each organization will have only to manage its own users’ accounts and their own resources (refer 4.2.3). But, what happens if we are delegating the task of authenticating and accrediting users to an organization which do not have the experience and the capacity to realize this task? In this case, the organization providing resources will be relying on a non trusted organization and it will be risking the loss of its critical resources. So, a more secure approach is adopted (refer 4.2.2); each organization providing resources will have to manage its resources and also the accounts for the remote users coming from the partners’ sites and wishing to access its resources. 


In [12], we have defined a questionnaire that allows us to collect responses to some questions related to: collaboration between participating organizations, identity management, access management, identity federation, security services, etc. Here, we are providing an enhanced version of this questionnaire. 

As an organization wishing to collaborate in order to build a VO with your partners,

· Would you accept to open your information system to partners?
· What level of risk do you accept?

· Are you using a method for risk analysis? Do you have a risk treatment plan? 

· Is there any security policy defined within your organization site?

· How do you manage your local users’ identities? Do you have a user provisioning system?
· How do you manage your local users’ accounts? Have you already deployed a tool for identity management?

· What authentication system do you use for local users (usernames/passwords, biometric techniques, identity certificates, etc.)?

· Is there any PKI implemented?

· Is there an SSO solution implemented on your site? If not, do you intend to implement one? 
· Do you accept to join an identity federation and deploy a solution to ensure it between your site and your partners’ sites? or, do you prefer to let a third party operator manage the interconnection between your respective sites?

· Do you have any resources that you want to put at the disposal of your partners, or you are only a service consumer? 

As an organization having resources and wishing to share them with partners, 

· Is there any access control policy defined for your own resources?

· How do you define access control policies? As a part of a global security policy or no global security policy is deployed? 

· Do you have any critical resources to put at the disposal of partners which necessitates a high level of security? 

·  What types of resources do you want to protect (web pages, web services, databases, etc.)? Do you want to let your partners use any of your business applications?

· How do you authorize your local users to access your local resources (services, applications, etc.)?

· Is there any Attribute Authority (AA) implemented?

· Within the VO network, do you want to keep control on your resources (manage them and access to them) or do you prefer to rely on a central VO administrative entity to do this job?

· If remote users (from your partners’ sites) wish to access a resource, how do you intend to control these remote accesses? 

· Do you intend to manage locally the remote users? Do you prefer to create accounts for them locally and give them permissions to access your resources?

· Do you prefer to let the administrators of the users’ origin sites manage their users’ accounts and benefit from the advantages of deploying an identity federation solution between your sites? 

· If identity federation is adopted, what types of attributes (Distinguish Name, Names, Roles, etc.) will you use to take authorization decisions whenever a remote user is requesting one of your resources?

· If you decide to use “Roles” attribute for user authorization, which access control model do you intend to utilize to express access control policies based on roles (RBAC, OrBAC or another one)? 

· How users’ roles will be defined? Have you already defined a semantic for roles? Do you have a specific local role engineering and management process?
· Do you intend to consider “contexts” and “views” within your access control policies in addition to “roles”?

· The users’ attributes will be simple ones or protected within Attribute Certificates (ACs)? Is there any legal policy within your organization prohibiting using ACs?
· Where do you intend to store the access control policies that you define to protect your critical resources? Will you distribute them between many sites or centralize them where the resources exist?

· Do you want to protect these policies within ACs?

· Have you already deployed an authorization engine to control access to your resources? If not, do you intend to deploy one? Or do you prefer to leave the authorization internal to each application? 
· How will your partners discover your services? Do you intend to implement a discovery service (is there already one which is implemented)?
Concerning the information integrity and confidentiality whenever it is exchanged between your respective sites,

· Do you want to encrypt the information sent between your site and your partners’ sites?

· Is there any legal or regulatory policies controlling the usage of encryption algorithms within your organization or the country you are in?

· What IT solution do you intend to deploy to deal with the information security constraint (Virtual Private Networks (VPNs), dedicated leased lines, etc.)?


Our purpose is to identify the organizations’ objectives and define the most adapted solution to interconnect their information systems within a distributed environment. This questionnaire reflects the organizations’ trends with regards to the information systems interconnection mechanisms and if, for example, they prefer to deploy an identity federation solution to collaborate with their partners or prefer to rely on third parties to manage the collaboration between them based on a collaborative platform. By analyzing the provided responses to this questionnaire, we identify the organizations trends with regards to building a secure VO. 


4.2.4 Discussion

The adoption of one of the three detailed approaches (outsourcing, centralized or decentralized) depends on the level of trust that each organization has in its partners and their ability to manage their own services without external intervention. An organization wishing to offer resources to its partners (acting as an SP) must trust them so it opens its information system and delegates to them the task of authenticating their own users and managing their credentials. Consider that an organization (acting as an IdP) has not a secure infrastructure: there is no global security policy, no management system is deployed to ensure information security whenever it is exchanged within and outside the organization boundaries and there are no deployed mechanisms for auditing and monitoring the systems. In this case, the SP will not trust the IdP and will not accept to open its information system and let users, coming from the IdP site, access its critical resources unless it authenticates and authorizes them itself. 
So, we can not say that externalizing the SMEs’ activities is better then internalizing these activities. We can not also say that when internalizing these activities, a decentralized approach (combining identity federation and PMI) is better than a centralized one (SME managing its resources, local users’ accounts and remote users’ accounts) or vice versa. It depends on the participating organizations and the level of trust that they have in their partners. Organizations need to have the means to evaluate their respective security levels. Thus, they can decide which solution to adopt (externalization, internalization (centralized or decentralized)) for the interconnection of their information systems. 


The pertinent questions that each organization should ask itself are: “are the administrators in that organization well experienced and have they the capacity to ensure effective security services (especially authentication and authorization) within their security domains? Can it rely on their authentication systems and attribute authorities in order to deploy a distributed solution for identity and access management?


Responding to these questions necessitates the utilization of mechanisms that allow each organization to quantify trust that it has in its potential partners and evaluate their capacity in deploying reliable security services. The concept of Information Security Management System (ISMS) is introduced; it allows defining how information systems are managed within each organization, on which basis and which security practices are deployed. 
5 Information Security Management System 


An ISMS includes all the policies, procedures, plans, processes, practices, roles, responsibilities, resources, and structures that are used to protect and preserve information. It includes all of the elements that organizations use to manage and control their information security risks [13]. An ISMS follows the information security CIA (Confidentiality, Integrity and Availability) triad. The aim of an ISMS is to establish the organization's information security policy and objectives, and then assess these objectives are met. It provides a systematic approach to manage sensitive information in order to protect it and encompasses large scale employees, processes and information systems.  

Traditionally, when an organization implements an ISMS, it is under its entire control (data, computing, people, etc). So, the organization can manage it effectively. But when this organization is part of a VO network, VO partners may own some of the VO resources and some tasks may imply an agreement between all the parties. As a consequence, it becomes harder for an organization to maintain its ISMS.  Standards and conformance to them allow us to set up a common ISMS view and help to avoid security breaches. The ISO/IEC 17799 [1] security standard brings a modelling framework for ISMS within a unique organization. ISO/IEC 27001 [1] specifies the requirements for establishing, implementing, operating, monitoring, reviewing, maintaining and improving a documented ISMS within the context of the organization's overall business risks. 
5.1 ISO/IEC 17799

ISO/IEC 17799 is a code of practice for information security management. It gives a summary of best practices, organized in chapters or topics, on information security management for use by those who are responsible for initiating, implementing or maintaining ISMS. It provides a set of controls to address information security risks, covering the confidentiality, integrity and availability aspects. It was first published in December 2000. An enhanced version of ISO/IEC 17799 appeared in late 2005. Since April 2007, ISO/IEC 17799:2005 is known as ISO/IEC 27002; it becomes part of the ISO/IEC 27000 series without any changes. ISO/IEC 17799:2005 (ISO/IEC 27002) contains eleven main sections specifying 39 control objectives and 133 security controls. 
· A control objective is defined as a statement of the desired result or purpose to be achieved by implementing control procedures within a particular IT activity. 
· A security control is defined as the policies, procedures, practices and organizational structures designed to provide reasonable assurance that business objectives will be achieved and that undesired events will be prevented or detected and corrected. 


The ISO/IEC 17799:2005 chapters treat the topics of: “Security policy”, “Organizing information security”, “Asset management”, “Human resources security”, “Physical and environmental security”, “Communications and operations management”, “Access control”, “Information systems acquisition, development and maintenance”, “Information security incident management”, “Business continuity management” and “Compliance”.
· Security policy 

This chapter provides guidelines and management advice for improving information security.
· Organizing information security

This chapter facilitates information security management within the organization.
· Asset management

This chapter carries out an inventory of assets and protects these assets effectively. 
· Human resources security

This chapter minimizes the risks of human error, theft, fraud or the abusive use of equipment. 
· Physical and environmental security

This chapter prevents the violation, deterioration or disruption of industrial facilities and data. 
· Communications and operations management

This chapter ensures the adequate and reliable operation of information processing devices. 
· Access control

This chapter controls access to information. 
· Information systems acquisition, development and maintenance

This chapter ensures that security is incorporated into information systems.
· Information security incident management

This chapter defines a plan to act when incidents occur and disturb the right operation of the security system. 
· Business continuity management

This chapter minimizes the impact of business interruptions and protects the company’s essential processes from failure and major disasters. 
· Compliance

This chapter avoids any breach of criminal or civil law, of statutory or contractual requirements, and of security requirements. 

ISO/IEC 17799 gives recommendations about information security management but it doesn’t say how to deploy an ISMS. It only provides best practices that may be used by organizations. ISO/IEC 17799 says what kind of elements make up an ISMS. However, it is ISO/IEC 27001 which explains how to create and maintain an ISMS.
5.2 ISO/IEC 27001


The ISO/IEC 27001 management standard, entitled "Information Security Management - Specification with Guidance for Use", instructs the organization’s security responsible how to apply ISO/IEC 17799 and how to build, operate, maintain and improve an ISMS.  ISO/IEC 27001, formerly known as BS7799-2, was first published in November 2005. 
The basic objective of this standard is to help establish and maintain an effective information management system, using a continual improvement approach known as the Plan-Do-Check-Act model (Figure 3). 
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Figure 3 PDCA model applied to ISMS processes

a) PLAN

· Define the ISMS scope and express security needs

· Risks analysis

· Security measures choice and planning

· Security policy definition

b) DO

· Implementing security measures

· Defining crisis management plan

· Defining recovery activities plan
c) CHECK

· Perform monitoring procedures

· Conduct periodic reviews to verify the effectiveness of the ISMS

· Review the levels of acceptable and residual risk

· Periodically conduct internal ISMS audits

d) ACT

· Implement identified ISMS improvements

· Take appropriate corrective and preventive action

· Maintain communications with all stakeholders

· Validate improvements
ISO/IEC 17799 and ISO/IEC 27001 allow the modelling, the establishment and the improvement of an ISMS within the boundaries of a unique organization. We are interested in adapting the security approach proposed by these two standards to the context of Virtual Organizations. Our approach is detailed in the next paragraphs.
6 Our approach 
6.1 Adapt ISO/IEC 17799 to VOs

ISO/IEC 17799 provides a huge list of best practices related to information security which are too general and too complex for most of the aeronautical SMEs wishing to be part of the VIVACE collaborative environment. In order to adapt ISO/IEC 17799 to VOs, we identified the security controls that should be implemented. The IT administrators within the different organizations must deploy these controls, accordingly, and as a unit, to reduce security breaches that could be exploited by hackers to access the VO information system. In the next paragraphs, we will detail the necessary ISO/IEC 17799 chapters and the control objectives that should be ensured in order to build a secure VO [2] [12]. 
· Security policy chapter 
· Information security policy objective 
The VO must define a comprehensive information security policy, consistent with its business objectives, meeting its business requirements and complying with laws and regulations. The VO information security policy is an extension of the information security policy of each of the organizations. It is not intended to modify or render invalid what has already been established. A VO information security policy must reflect its business needs and be accepted by the group of partners.
· Organizing information security chapter
· Internal Organization objective
The implementation of the organization global information security policy should be controlled through the deployment of a management framework within the IT infrastructure. Security roles (project manager, referents and administrators) are defined and affected to persons within the organization network to form the VO responsibility chain.

· External Parties objective

The external parties control objective to be achieved, external accesses should only be authorized if they do not expose the VO resources to harmful attacks. The VO IT managers must maintain the security of their organizations information systems whenever there is access from external parties or when dealing with customers. 
In VO, management processes should be applied dynamically to face the fast changes of the enterprise security policy (users leave, users arrive, security requirements vary, etc.) which are part of the identity management services. 
· Communications and operations management chapter
· Network security management objective
Security policies should be defined to protect the VO shared information, the infrastructure that supports the network itself and sensitive data that should pass over public networks. Routers, firewalls, proxies, NIDS must be deployed and configured to protect the VO network; VPN solution is adopted to ensure the protection of sensitive information exchanged through the web.

· Exchange of information objective
Exchange of information and software between partners within the VO or between the VO sites and external parties must be protected and controlled through formal agreements.
· Monitoring objective

As information system security problems may occur, the VO IT administrators must have the possibility to detect these problems; operator and fault logs must be maintained. Monitoring information processing systems allows the detection of unauthorized activities. The system should also be monitored to check the effectiveness of controls applied, and to verify that information processing activities comply with the VO access policy.

· Access control chapter 
· Business requirements for access control objective 
As access control must be driven by business needs, the VO IT administrators must define an access control policy to control access to information and to business processes. Access control rules should comply with information authorization policies. Access control models based on roles may be used to express the access control rules. 
· User access management objective

Within a VO infrastructure, users’ access should be managed effectively in order to let only authorized users access the shared resources. Formal procedures should be in place to control the allocation of access rights to information systems and services. User registration, privilege management and review of the user access rights are to be done effectively in order to realize our objectives. 

The solutions for identity and privilege management exposed before allow us to respond to these constraints.
· Network access control objective
Users must be provided with an “access only” right to the services that they are authorized to use. For remote users, the IT administrators must define the authentication mechanism (digital certificates, tokens, passwords, etc.) to control their accesses. Requirements for physical protection, access controls, cryptographic techniques and virus protection should be included in the VO policies. 
As segregation between networks is adopted; security mechanisms such as routers and firewalls are deployed. Filtering and routing rules must be defined and deployed on the edge routers to control access from, and towards the organization information system. 
· Information systems, acquisition and maintenance chapter
· Cryptographic controls objective
The VO IT administrators must be sure that the used cryptographic controls are respecting laws and regulations of the countries in which organizations, participating to the VO, exist.

· Compliance chapter 
· Compliance with legal requirements objective

The VO managers must make sure that the VO information system complies with statutory, regulatory and contractual security requirements. Depending on the country laws for securing information, cryptography techniques are chosen. 

Because we aim at evaluating security practices that may change during the lifecycle of a VO due to its “highly dynamic” characteristic and we are not evaluating final products, the concept of maturity level is adopted and combined to the concept of information security best practices. 

6.2 The “maturity level” criterion 


“Maturity” reflects the state of an entity with respect to its main attributes; for example, an activity is mature if it is well established and it has reached the “objective” state. The “maturity level” gives an indicator considering the security practices and their efficiency in avoiding security problems. To provide organizations with a solution responding to their expectations (to evaluate the maturity of their respective security practices), we have developed a framework based on ISO/IEC 17799 security standard that includes a tool. This tool is intended for organizations that want to join a VO so they can choose the interconnection solution that must fit with their needs and objectives.

The maturity level is treated by reference models such as the Capability Maturity Model Integration (CMMI) [4] and ISO/IEC 15504 [1]. CMMI is a process improvement approach that provides organizations with the essential elements of effective processes. It can be used to guide process improvement across a project, a division, or an entire organization. It is intended to enable the assessment of the organization maturity dealing with software development; it assesses an organization against a scale of five process maturity levels. Each level ranks the organization according to its standardization of processes:

· Level 1 - Initial

At maturity level 1, processes are usually ad hoc and the organization usually does not provide a stable environment. 

· Level 2 - Repeatable

At maturity level 2, software development successes are repeatable.

· Level 3 - Defined

The organization set of standard processes is established and improved over time.

· Level 4 - Managed

Using precise measurements, management can effectively control the software development effort. Organizations at this level set quantitative quality goals for both software process and software maintenance.

· Level 5 - Optimizing 

Maturity level 5 focuses on continually improving process performance through both incremental and innovative technological improvements.


ISO/IEC 15504 is an independent effort by ISO/IEC inspired by the Capability Maturity Model (CMM). The purpose of ISO/IEC 15504 is to harmonize a number of different models (CMM, CMMI, etc.) and assessment methods such as Bootstrap [20] and Software Capability Evaluation version 3.0 (SCE 3.0) [21]. ISO/IEC 15504 contains a reference model defining a process and a capability dimensions. The process dimension defines processes divided into five categories (customer-supplier, engineering, supporting, management, organization). For each process, ISO/IEC 15504 defines a capability level on the following scale:
· Level 0 – Incomplete process

· Level 1 – Performed process

· Level 2 – Managed process

· Level 3 – Established process

· Level 4 – Predictable process

· Level 5 - Optimizing process


These two standards approaches to information security are process-oriented; they allow an organization to evaluate and enhance the maturity of its processes. They consider that if an organization has mature processes then they can provide to clients mature solution. We are adopting a best practice-oriented approach based on ISO/IEC 17799 with the utilization of maturity levels. This approach allows us to focus on the ability of an SME to ensure a certain level of security within its network and not to consider the assessment of a global SME and its capability to define mature processes on an enterprise level. We propose five levels, ranging from 1 to 5, for the maturity of security practices in order to evaluate the efficiency of the deployed security practices in ensuring security services within the organization network. The five defined levels are:
· Level 1 - Initial

The security level within the organization network is very low: the level of risks facing the organization assets is very high which may cause their loss or their destruction.

· Level 2 - Minimal

The security practices deployed within the organization allows it to benefit from a minimal level of security protecting its assets. Although some security practices are deployed, it is not sufficient for an organization to consider that its infrastructure is protected from attacks.

· Level 3 - Acceptable

The security practices deployed within the organization are in an acceptable level; we can say that the organization assets are protected from attacks. 

· Level 4 - Managed

For level 4, the organization administrators are effectively protecting the organization network and assets. A high level of security is ensured within the organization network. In other terms, the administrators are effectively managing security issues.

· Level 5 - Optimal

Level 5 indicates a very high level of security; the organization has deployed the necessary security practices to protect itself from harmful attacks. Such level of maturity reflects the administrators’ high experience in security issues; it is reached only if the organization considers security as a catalyst of its effective business strategy. 

Actually, we are working on the “maturity level evaluation” tool that allows the evaluation of the security practices deployed as a part of an SME information system.  This tool is in the form of a questionnaire, based on ISO/IEC 17799, allowing us to evaluate the deployed security practices on each SME site and to take a decision concerning the solution to adopt to interconnect the different SMEs information systems. The questions intended to the organizations administrators are associated to the five maturity levels depending on their criticality and the security issues they express. The more the question expresses criticality in terms of security, the higher is the associated maturity level.
Our tool decomposes security practices into the six chapters we have identified within the ISO/IEC 17799 standard which are “security policy”, “organization of information security”, “communications and operations management”, “access control”, “information systems, acquisition and maintenance” and “compliance” (refer to paragraph 6.1). This tool reflects the experience that has each of the administrators of the different organizations in terms of IT security and security issues. 
6.3 The maturity level evaluation tool 


The tool defines 158 questions (statements distributed over six chapters dealing with information security) reflecting the state of the organization information system security. In fact, the RUsecure Information Security proposes a set of 314 policies [6] compliant with the 133 security controls of ISO/IEC 17799. This reflects the large amount of information needed to model an efficient organization ISMS and shows the importance of our tool used to evaluate the deployed security practices. Questions are not related to specific technologies: they are targeted so they can take into consideration different organizations’ constraints and their distinctive characteristics. For the totality of the questions proposed for the six chapters, refer to Annexes. 

Using our tool, we can evaluate the maturity level of the security practices deployed within each SME. And based on such evaluation, the SMEs decide which interconnection solution they must adopt in order to deploy the secure shared infrastructure allowing them to exchange and share resources over the web. Our tool is a kind of decision support system giving SMEs the ability to choose the best adapted solution within a specific context. An agreement between partners defines the “Objective” level, i.e. if an organization has its maturity level lower than this, it means it doesn’t have the necessary elements to manage itself its infrastructure within the VO. It needs a third party to manage the interconnection of its information system to the ones of its partners. This approach makes each organization trust both all its partners and the global solution when it opens its information system to the VO network.

Because we are interested in choosing the best identity and access management solution that may be used to interconnect the SMEs information systems, we show a snapshot of the tool (figure 4) corresponding to the “access control policy” security control which is one of the controls identified by the “Business requirements for access control” objective (refer to paragraph 6.1). 
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Figure 4 The "Access control policy" security control
This figure shows a list of questions; we must respond to the questions by “1” for “yes, this practice is implemented”, “0” for “no, this practice is not implemented” and “0.5” for “this practice is partially implemented”. 
Once we have responded to the totality of the questions, the tool calculates the maturity level per security control in the first step; values range from 1 to 15 because a maturity level value is reached when all underlying levels are available (for example, the maturity level 3 is reached within an organization when the security practices affected to level 1, 2 and 3 are all available). So, the first value produced is obtained by summing the rank of all underlying levels.
In the second step, the tool calculates the maturity level for each one of the six security chapters: the average maturity level (column “eval Average” in figure 5) and the minimal maturity level (column “eval Min” in figure 5).
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Figure 5 maturity level per security theme
The average maturity level value (ranging from 1 to 15) corresponds to the average of the different values of maturity of all the controls defined within the specific ISO/IEC 17799 security chapter. It corresponds to the maturity level of the security practices deployed within the organization infrastructure and related to a security theme (ISO/IEC 17799 chapter).

The minimal maturity level value (ranging from 1 to 15) corresponds to the minimal value between the maturity values calculated for all the controls defined within the specific ISO/IEC 17799 security chapter. 

These two values are simply translated to a “1 to 5 scale” to obtain the average maturity level value (ranging from 1 to 5) and the minimal maturity level value (ranging from 1 to 5).

Finally, the tool displays final values on a kiviat graph (figure 6). The calculated average maturity level value is compared to the “Objective level” value identified by the different partners (figures 5 and 6). In figure 6, the maturity level values are shown on a graphic where the axis values are limited between 1 and 7 (and not between 1 and 15) and this, only for clearness.
By evaluating the result provided by our tool (figures 5 and 6), we can deduce:
1) The SME we are evaluating (as an example) doesn’t have mature secure practices. The calculated value for the average maturity level “2.5” is lower then the objective level “3” identified by the different partners which means that this SME isn’t sufficiently mature and experienced to manage itself the interconnection of its information system to the ones of its partners. 
[image: image7.jpg]The Organization's security practices maturity

Security Policy
i

Compliance Organizing Information Security

Information systems
acquisition, developmentand maintenance

Communication and operations.
management

Access control —— objective level (1 to 15)

—<—evalMin (1 to 15)

—+—eval Average (1 to 15)





Figure 6 "maturity level evaluation" graphic
Thus, this SME can’t adopt the approach of internalizing its activities and it can’t manage itself the access of remote users to its critical resources that it is wishing to share with partners within the VO environment. By providing these results, the tool is helping SMEs to take a decision concerning the solution to adopt for IAM within the VO to build. 
2) Depending on the SMEs’ strategies and the trust they have in their partners and the results given by the maturity evaluation tool, these SMEs may decide to control by themselves the interconnection of the information system of the non-mature SME (in terms of security issues) to their information systems or to ask a third party operator to do this task. We have to remember that this tool helps to take a decision and the final decision is always taken by the concerned SMEs.
Till now, we have treated the question: what security practices are implemented within the ISMS of each SME and, based on the ISO/IEC 17799 standard we have evaluated the maturity level of these security practices which has an influence on the collaborative relationships between SMEs. But, what about enhancing this maturity level? How we can help SMEs to increase this level so that they can be more trustee organizations? 

Because increasing an SME maturity level means to deploy the necessary security practices within its ISMS in order to take into consideration new security issues and reduce the risk level facing the SME assets, we propose to adapt ISO/IEC 27001 to Virtual Organizations. 
6.4 Adapt ISO/IEC 27001 to VOs

In order to adapt ISO/IEC 27001 to VOs, the PDCA model applied to ISMS processes within a Virtual Organization environment is as follows:
Plan - Establish the ISMS
Define the ISMS scope:
An ISMS for a VO network is a generalized one which includes processes, policies, responsibilities that should be defined on the VO level. The scope of the VO ISMS depends on the collaborative business processes that will be conducted, the assets that should be managed and exchanged between partners, and the technologies that are used within the VO network. 
Define the VO information security policy:
A global information security policy should be defined on the level; it is the extension of the different security policies defined on the different partners’ sites and it should be consistent with these different policies. This policy has to establish an overall sense of direction for action with regard to information security, take into account business and legal requirements. This policy should be defined according to the ISO/IEC 17799 directives.
Identify the threats and vulnerabilities within the partners’ organizations:
Any threats or vulnerabilities present within an organization information system will affect the VO global security level when these different information systems are interconnected to form the collaborative network. So, these threats and vulnerabilities should be identified clearly in order to avoid security breaches within the distributed information system.

Identify and categorize the VO assets:
The assets (resources, capabilities, competencies, etc) that each organization puts at the disposal of its partners should be clearly identified so we can identify the assets exchanged within the VO environment and which should be controlled and managed efficiently based on the VO information security policy. These assets may be all or a part of the assets of each one of the organizations building the collaborative environment. A classification of the organizations assets must be performed so that information will be protected by a certain level of security depending on the information criticality. 
Identify the approach to use for risk analysis and assessment:
A methodology is identified for the assessment of risks within a VO network which should be suitable with the VO ISMS, and with the information security legal requirements identified. In addition, we should define the level of risk accepted by organizations when critical resources are put at the disposal of partners for exchange purposes.
Analyse risks:
Analyse the business impacts that might result from security failures taking into consideration the consequences of loosing confidentiality, integrity or availability of the common assets exchanged within the VO. Assess risks using any risk analysis method (ISO/IEC 27001 does not prescribe a specific method) and determine whether the risks are acceptable or should be treated based on the defined criteria for accepting risks. 
Prepare a Statement of Applicability:
A Statement Of Applicability includes the control objectives and the security controls that should be implemented on each partner site in order to treat risks within the VO network. Identify the control mechanisms (objectives and controls) that are already implemented within the partners’ information systems. Here we can use the tool [12] that we have defined which helps us to know which controls are already in place and their maturity.
Obtain management authorization to implement and operate the ISMS:
The ISMS, that should be implemented within the VO and which extends the ISMS implemented within the different organizations, must be validated by the management committee of the VO. The project manager (manager of the VOl) and the referents (representatives of organizations within the VO) must give the authorization to implement the ISMS once it has been modelled and validated.
Do - Implement and operate the ISMS
Formulate a Risk Treatment Plan:
A Risk Treatment Plan (RTP) identifies the management actions, resources and responsibilities for managing risks related to information security. This plan should be defined on a high level and include the mechanisms allowing partners to control risks and minimize their level. 

Implement the Risk Treatment Plan:
Once defined, the RTP should be implemented. This means to define the responsibility chain (who should do what in order to manage information security risks) and provide these persons by the necessary resources allowing them to do their jobs. 

Implement the proposed control mechanisms: 

In order to meet the control objectives identified in the “Statement Of Applicability” document, the identified security controls should be implemented within the organizations information systems so that we can have an ISMS on the VO level controlling the different parts of the different organizations information systems.
Implement procedures and other controls enabling the detection and fast response to information security incidents:
Organizations participating to the VO must define the recovery activities that should be taken when information security incidents occur (a non authorized user accesses to a critical resource, a web server where resources are stored goes down, etc.) within the collaborative environment. 
Check - Monitor and review the ISMS
Regular reviews of the effectiveness of the ISMS:
Within the VO environment, regular reviews of the effectiveness of the ISMS should be undertaken to verify that the VO security policy and objectives are met and this by considering the audits conducted, the security incidents that have occurred and feedback from partners. 

Review the residual risk level and the acceptable risk level:
Because VOs are highly dynamic (business processes and objectives change continually, new threats appear when a new partner wants to join the VO, legal or regulatory environment changes because the new partner is coming from a new country where regulations are different), risks should be reassessed regularly and especially when changes occur. In addition, these changes within the VO could have an influence on the acceptable risk level which could be higher or lower depending on the VO security constraints.
Review the management of the ISMS regularly:
Regularly, and especially when changes occur in the VO network (a new partner arrives, a partner leaves, new security constraints are identified, etc.), the management of the VO ISMS should be reviewed so that the partners are sure that the scope of the ISMS is still adequate and improvements in the ISMS process are identified. This means that any changes in the VO network may have consequences on the implemented ISMS which should be improved to respond to the new security constraints. 

Conduct internal and external intrusion detection tests to measure the effectiveness of the deployed controls:
Organizations may undertake preventive actions by conducting internal and external intrusion detection tests allowing them to identify any security breaches within the deployed ISMS and this before that bad intentioned users exploit these vulnerabilities.
Act - Maintain and improve the ISMS
Implement the identified improvements in the ISMS:
The improvements, which have been identified within the check phase, must be implemented in the VO ISMS and this in order to let the ISMS be adequate and able to respond to the VO security constraints.

Ensure that the improvements achieve their intended objectives:
Once the improvements have been implemented, a reassessment of the newly deployed security controls must be conducted in order to be sure that the improvements have achieved their intended objectives.
6.5 Discussion 


The ISO/IEC 27001 approach for the establishment and the maintenance of ISMS within a VO will be efficient if the different partners (SMEs) within the VO are sufficiently experienced and mature in terms of security issues. For example, analysing risks, implementing the proposed control mechanisms, implementing the identified improvements in the ISMS, etc. necessitate a minimal level of maturity of the administrators within these SMEs in order to be realized accordingly to requirements and recommendations of the two ISO standards. So, our maturity evaluation tool is used for two purposes: to decide which interconnection solution to adopt for building the VO, and to know if administrators within the SMEs are able to follow the recommendations of ISO/IEC 27001 in order to enhance information security within their security domains and which has an influence on the interconnection of these security domains. 
7 Conclusion

Virtual collaborative environments allow enterprises distributed geographically to exchange and share resources over the web; security issues are raised when setting up collaboration. Enterprises, wishing to collaborate with partners, do not accept to risk the loss of their critical resources and they have an objective which is to deploy a secure shared workspace where they can collaborate in a secure manner. Within this document, we have detailed the approaches that may be adopted by SMEs for deploying the collaborative environment: externalization and internalization of their business activities are treated. Any approach may be adopted and we can not say that any of them is better then the others. It only depends on the ability of these SMEs to manage the interconnection of their information systems to the ones of their partners and their maturity in managing security issues. A mature SME, from our point of view, is the one able to meet the VO security requirements defined by the different partners and its capability of managing itself its own security process (define, control, enhance, etc.).

In this document, we detailed our approach for supporting the SMEs in choosing the most adapted solution for building the virtual collaborative environment. Our approach is based on combining the information security best practices provided by ISO/IEC 17799 with the maturity level concept. A tool, based on ISO/IEC 17799 is proposed for evaluating the maturity level of the security practices deployed within the ISMS of the different SMEs. In addition, we have adapted the ISO/IEC 27001 standard to the Virtual Organization context so we can help SMEs to enhance their maturity level and thus, giving them the ability to manage their own resources by themselves without relying on external entities. 
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9 Annexes

9.1 Security policy chapter 
This screenshot represents the list of questions concerning the “Information security policy” control objective.
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5 1|1 Information security policy document | 2 Same of the organization information security policies are written

5 1|1 Information security policy document | 2 Indvidual managers develop individual policies covering parts of the information security

5 1|1 Information security policy document | 3 Security policy document is written and managerent approval is obtained for the documented policies

5 1|1 Information security policy document | 3 The organization has defined a program for the communication of ts security policy to its employees

5 1|1 Information security policy document | 4 Security level measurement exists

5 1|1 Information security policy document | 4 The Security policies contralling information exchange between the organization and its partners are documented and communicated to its employees and partners
5 1|1 Information security policy document | 5 |Nor-corpliances with the organization information security policy are automatically reported to take action

5 1| 1 Information security policy document | 5 ' The organization stakeholders receive a formal training about the organization secuity policy; they also know their responsibilties to ensure the organization security
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5 1 2 Review of informational Security Policy | 1 |No review or evaluation of the secuity policy is performed; policies are witten in reaction to specific events
5 1| 2 Review of informational Security Policy | 2 To define a cansistent security policy, an informal risk assessment process is cartied out

5 1| 2 Review of informational Security Policy | 3 Reviewing the security policy takes into consideration the risk assessment results and impact of the business efficiency

5 1| 2 Review of informational Security Policy | 4 The security policy effectiveness is quantified; security incidents are counted

5 1| 2 Review of informational Security Policy | 4 When there are business processes changes, infrastructure changes and business strategies changes, the policy is reviewed, extended or modified
5 1 2 Review of informational Security Policy | 5 The company business processes integrate risk assessment and, review and evaluation of securty policies

5 | 1 | 2 |Review of informational Security Policy | 5 |The organization performs an external benchmarking of its security policy




Figure 7 "information security policy" control objective
9.2 Organization of information security chapter 
These two screenshots represent the list of questions concerning the “internal organization” control objective.
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Only when secuity incidents occur, the organization IS managers discuss the IS security issues
An informal coordination of IS security initatives and responses to securiy threats is executed within the organization

Coordination of IS security intiatives and responses to IS security threats are the charge of a permanent function

A document for the organization IS governance is formally written: it contains the IS security govemance mechanisms and responsibilties
This docurnent is approved by the organization Executive Comrittee

Yearly, the mechanisms for IS security governance are re-assessed

Any breach of the organization IS security governance is systematically investigated and reported to the Executive Managerent

IS security contrals, policies, procedures and standards are implemented within the organization by a cross-functional committee of executive directors and
managerent representatives from relevant parts of the organization

Each system within the organization site is secured individually
The employees' respansitilties and their roles in ensuring the information security within the organization are partially documented in the functions descriptions
Responsibilties for some specific security processes are assigned to specific employees

Security roles are well dentified within the organization

An information owner is ultimately responsible for the securiy of the assets he owns

The IS security manager is a qualified IT professional

A clear specification and a formal documentation of the delegation of securiy responsibilities to individuals or senice providers exist

\Any breach of security responsibilities is investigated and reported to the organization executive management




Figure 8 "internal organization" control objective
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Before emplaying persons to operate sensitive systerns and handle confidential information, they must sign confidertialty agreements
As a condition to be hired, a person s required to sign confidentialy agreements

Al staff working on site are required to sign non-disclosure agreements prior to be given access to the information processing facilties
Confidentiality agreements are reviewed when ermployees are due to leave the organization or contracts are due to end

Confidentiality agreements are reviewed every time there are changes to terms of employrment or contract

The irplernertation of the Information Systern (IS) security policy is reviewed when security incidents are detected
Independent reviews of IS securiy policy is realized anly for the areas of highest security fisks

The organization has defined processes to review the IT securty policies and activities

An intemal audit allows the organization administrators to verify whether the organization security policy is respected or not

Managerent has implemented a review process for ensuring that crical IT pracesses have specific assurance plans

Aformal process is in place to ensure the competence of review/assurance function by continually evaluating balance between intemally and exterally available skills
The internal audit works with extemal auditors and advisers to check that practices comply with the securty policy and procedures, and that the security policy is

consistent with industry best practices in terms of feasibility and effectiveness

The results of independent reviews are integrated quickly into processes within the organization




Figure 9 "internal organization" control objective
This screenshot represents the list of questions concerning the “external parties” control objective.
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Risks faced by the organization information assets are considered in a non-generalizable manner (case by case)
Preventative measures are taken to avaid the theft ofthe organization crtical information assets

The organization information system opened to third parties for infarmation sharing is outside the organization intermal network

Arisk assessment process and users' roles defintion are done to minimize thid parties access risks

Third parties must sign agreements concerning information security before they have access to it

The security control to deploy in order to minimize thrid parties access risks are reviewed continuouslyn for compliance with the organization secuity policy
Agreements and contracts signed between the organization and third parties identify what types of extemal accesses are authorized

The organization grants access to its information systern to thrid parties only after being sure that they are trusted parties

A continuous monitoring for thrid parties access to organization information assets is realized

Contracts between the organization and thrid parties are limited to legal considerations and provided services
Contracts define what the two parties have as responsibilties concerning intellectual property rights, installation, monitoring and maintenance of hardware and software
Contrates require that thrid parties must respect the organization securiy policy

Contracts with third parties contain information on audits to realize and access control agreements

Contracts with third parties establish an escalation process for problem resolution and for reporting, notfication and investigation of security incidents and breaches
Third parties senice providers must provide their senvices to the organization with conforrmity to the security sewice levels accepted and identified within cotracts

‘Whenever changes in business conditions occur, the security requirements to implement vary dynamically




Figure 10 "external parties" control objective
9.3 Communications and operations management chapter 
This screenshot represents the list of questions concerning the “networks security management” control objective.
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Only the parts of the organization networks spanning the organization boundaries are identified and the corresponding flows are fitered
Corntrols are implemented to address the confidentiality, integity and availability requirements of the transritted data

Responsibilties and procedures for the management of network equipments are established

Networks are categoized based on confidentialty, integrity and availabilty requirements, and managed accordingly

Aisk assessment is performed to identify how network sections must be categorized based on the data transritted

Controls are consistently applied across the network infrastructure and regularly aligned with the business requirements

The organization users don' have any information on the securiy attributes of the network senices
Basic security information on the network senices, that users can access through the intranet, are provided

The organization policy gives the necessary information on the security features of the network senices to the concered users

The practices deployed within the organization are checked continuously with the organization security policy to detect any non-conformity. If non-conformity is

detected, reports are generated to take the necessary action

Continuously, the mechanisms used for control are reviewed and tested to evaluate their efficiency




Figure 11 "networks security management" control objective
This screenshot represents the list of questions concerning the “exchange of information” control objective.
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Exchange agreements.

The classified (critical, confidential) information and software exchanged with other parties are listed and stored
Information to exchange must be labelled in order to identify the critical ane that must be exchanged securely; the organization secuity policy identifies the need for
such labeling

The organization has defined the procedures to follow in order to exchange information and software between the organization and its partners

Whenever applicable, formal agreements are established prior to exchanging information and software with other organizations

Whenever faults in information exchange o transrmission occur, there are predefined procedures that can be used to notify all the parties involved

The agreernents for information exchange signed between parties define clauses relative to the sensitivity of the exchanged business information

All mechanisms used for control are evaluated and their efficiency is reviewed continuously




Figure 12 "exchange of information" control objective
This screenshot represents the list of questions concerning the “monitoring” control objective.
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Audit logging is generated only for accessing the organization servers and its critical business applications remotly; audit lngs include the user ID, date and time of the
o logging with details are generated for the organization local network and its business applications; audit logs include records for the successful and rejected
system access attempts s well as the terminal identity and the date and time for log on and log off

The organization policy identifies that logs generated from auditing must be backed up and archieved in accordance with laws

Audit logs include records of successful and rejected data and other resource access atternpts

An annual assessment of isks is conducted to ensure that the security policy and the deployed practices are efficient to eliminate the risks of unauthorized actities

Al control mechanisms are audited to evaluate their eficiency

Users report faults in information system senices to a specialized senice desk
Alog of the faults is maintained

The organization has defined procedures describing how fault lags and reports are maintained and used

The organization realizes intemal checks to be sure that fault reports are used correctly and in accordance with the organization policies
Whenever faults are detected, measures are taken to correct them

All faults are systematically analyzed. Corrective measures and actions are summarized in an action plan that is updated regularly




Figure 13 "monitoring" control objective

9.4 Access control chapter
This screenshot represents the list of questions concerning the “business requirements for access control” control objective.
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‘Access control policy

Access control mechanisms have been implemented to protect some of the organization critical systems and information assets; organization must approve the user

access which s granted by the organization administrator
Access control mechanisms and policies are based on the condition that everything that is not expressly permitted is forbidden

The access control rules and rights for users and groups are specified within the organization access control policy

A definition and & documentation for the access control business requirernents exist

The organization policy must be cornpliant with legislative and contractual obligations related to the protection of access to data or senices.

Regularly, the practices deployed within the organization are checked with its access control policy

The access control policy is modelled using Mandatory Access Contral (MAC) model

The conformity of the documented mechanisms of access control with legislative concerns and business requirements is checked regularly

The organization access control policy is conform with the policies for information dissermination, classification and authorization, including secuity levels and
information security categories

The access control policy is modelled using access control models based on roles

The organization has deplayed an attribute authority (A%)

The access control policy is modelled using access control models based on roles and taking "contexts” into consideration





Figure 14 "business requirements for access control" control objective
This screenshot represents the list of questions concerning the “user access management” control objective.
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An access to the organization information systern is granted to a user (local of remote) only when he requests it
Users are identified to systerns and senices through unique user IDs or graup IDs

An access to the organization information systern is requested by the user and validated by the application owner

Alist of all users who have been granted access to the organization information system is maintained by the system adrministrator

Only user IDs are used to provide access to critical or sensitive information systems

Formal user registration (and de-registration) procedures are defined for granting (and removing) user access to all information systems and services

Access to critical and sensitive organization information systems is granted, only ifthe users sign statements indicating that they understand the conditions of access
and their responsitilties

Users are reminded, regularly, of their access rights to information systerns and senices

To provide access to critical or sensitive information systems, users roles ( job function within the organization) are used

The accounts of users who leave the organization or change jobs are autoratically disabled on information systers and senices

Privileges are granted to users after they request thern from IT adrministrators
Privileges are granted to users on needs and on case-by-case basis

Privileges are associated to systems and there is a policy that describes and identifies the users roles to which they can be allocated

There is a formal authorisation process that requires a record of al allacated privleges to be maintained; privieges are allocated only ifthis process is complete
The deployed practices are checked regularly for compliance with the organization policy

The service provider organization export its defined roles to partners; partners affect these roles to their own users




Figure 15 “user access management” control objective
This screenshot represents the list of questions concerning the “network access control” control objective.
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In order to access remotely to critical business applications, users must use secure connections
A formal authorization procedure allows remote users to access the organization networks and services

A clear and documented policy defines what, how, when and under what conditions the organization networks and senices can be accessed remately

The organization senices and systers may be accessed remotely using secure remote access tools (e.g. dedicated VPN clients)

Rermote users have direct access to the organization senices that they have been specifically authorized to use

Secuity practices and mechanisrms are regularly checked for cornpliance with the organization policy

Access to citical business applications and senvices is authorized to users having specific attributes (e.g. roles) defined by the senvice provider organization and affected

to users by their origin sites

The effectiveness of all contral mechanisms is reviewed and tested on a continual basis

Rermote users authenticate themselves when accessing the organization network through diak-up methods
Rermote users must autherticate themselves thraugh strong authentication mechanisms such as digital identity certificates, hardware tokens or biometric techniques
when accessing the organization network and services

The user authertication mechanisms and methods are selected based on the results of a detailed risk assessment of the level of the required protection

User authentication is logged and logs are reviewed weekly

Cormpliance of practices with the organization user authentication policy is checked on a regular basis

APublic Key Infrastructure (PKI) is deployed on the organization site

A Single Sign On (SS0) system is deployed on the organization site

Rermote users are authenticated on their origin sites; a circle of trust is buit between the users origin sites and the senvices provider organization

Control mechanisms are reviewed and tested continually

Ciitical systems and business applications are protected from external threats by deplaying firewalls
Systers senving sensitive information and providing critical senices to extemal pattners must be located in the organization DMZ

Firewalls are managed in accordance with securty best practices

The organization policy requires the definition, the implementation and the enforcement of several securty perimeters to protect the systems providing criical senvices to
extemal partners, customers and employees

Awitten policy describes how firewalls and security gateways must be configured and managed

Several separated networks are defined to protect systems of diflerent sensitivity and criticality

Compliance of practices and mechanisrms with the organization network segregation policy is checked regularly

‘security” issues

The organization asks for guidance from leaders in th




Figure 16 “network access control” control objective
9.5 Information systems acquisition, development and maintenance chapter

This screenshot represents the list of questions concerning the “cryptographic controls” control objective.
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Specific rules concerning the implementation of cryptagraphic controls are defined on case by case basis
Users are requested to follow the identified general principles protecting the organization critical business information

A policy on the use of cryptographic controls is documented and details the type of contrals and the business processes to protect
Responsibilties of all personnel involved in the irmplermentation and usage of cryptographic controls are clearly defined and documented
A complete set of policies and standards has been developed concerning the cryptographic controls

The compliance of practices with the cryptographic controls policy is checked regularly

The organization stakeholders receive formal training about the cryptographic controls and their responsibilities with respect to security




Figure 17 “cryptographic controls” control objective
9.6 Compliance chapter 
This screenshot represents the list of questions concerning the “compliance with legal requirements” control objective.
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Specific processes are followed to ensure compliance with legal data protection and privacy requirernents
The organization has defined formal and informal communication regarding data protection

The organization has defined, documented and is sing procedures to protect personal information and transmit it across borders

A classification of data is realized depending on its criticality

The responsibility for reviewing and ensuring compliance with data protection and privacy legislation is established and documented

Data flow of personal information is tightly documented, controlled and moritored

There s extensive knowledge of applicable legal, regulatory, contractual and technical requirements, including their uture trends and anticipated changes

The organization takes part in extemal discussions with regulators and industry groups to understand and influence the applicable legal, regulatory, contractual and
technical requirements




Figure 18 “compliance with legal requirements” control objective
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