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Abstract. We present a logical analysis of trust that integrates in the definition of
trust: the truster’s goal and the truster’s belief that the trustee has the right proper-
ties (powers, abilities, dispositions) to ensure that the goal will be achieved. The
second part of the paper is focused on the specific domain of trust in information
sources and communication systems. We provide an analysis of the properties
of information sources (validity, completeness, sincerity, competence, vigilance
and cooperativity) and communication systems (availability and privacy) and, we
discuss their relationships with trust.

1 Introduction

Future computer applications such as the semantic Web [1], e-business and e-commerce
[13], Web services [24] will be open distributed systems in which the many constituent
components are agents spread throughout a network in a decentralized manner. These
agents will interact between them in flexible ways in order to achieve their design ob-
jectives and to accomplish the tasks which are delegated to them by the human users.
Some of them will directly interact and communicate with the human users. During
the system’s lifetime, these agents will need to manage and deal with trust. They will
need to automatically make trust judgments in order to assess the trustworthiness of
other (software and human) agents while, for example, exchanging money for a ser-
vice, giving access to a certain information, choosing between conflicting sources of
information. They will also need to understand how trust can be induced in a human
user in order to support his interaction with the system and to motivate him to use the
application. Consequently, these agents will need to understand the components and the
determinants of the user’s trust in the system.

Thus, to realize all their potential, future computer applications will require the de-
velopment of sophisticated formal and computational models of trust. These models
must provide clear definitions of the relevant concepts related to trust and safe reason-
ing rules which can be exploited by the agents for assessing the trustworthiness of a
given target. Moreover, these models of trust must be cognitively plausible, so that they
can be directly exploited by the agents during their interactions with the human user in
order to induce him to trust the system and the underlying Information and Communi-
cation Technology (ICT) infrastructure. With cognitively plausible models of trust, we
mean models in which the main cognitive constituents of trust as a mental attitude are
identified (e.g. beliefs, goals).
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This paper follows our previous works [21, 16] with the objective of developing a
general formal model of trust which meets the previous desiderata. It is worth noting
that it is not our aim to propose a model of trust based on statistics about past interac-
tions with a given target and reputational information. In particular, the present paper
focuses on an issue that we have neglected up to now: the issue of trust in information
sources and communication systems. We think that this issue is very relevant for fu-
ture computer applications such as the semantic Web, e-business and Web services. For
example, in a typical scenario of e-business, trust in information sources has a strong in-
fluence on an agent’s decision to buy, or to sale, a specific kind of stocks. Indeed, to take
such a decision an agent has several types of information sources to consult in order to
predict the future evolution of the stock value. These information sources may be banks,
companies, consultants, etc. and the agent may believe that some of these information
sources have a good competence but are not necessarily sincere, others are reluctant to
inform about bad news, others are competent but are not necessarily informed at the
right moment, etc. In a typical scenario of Web services, an agent might want to make
a credit card transaction by means of a certain online payment system. In this case, the
agent’s trust in the communication system has a strong influence on the agent’s decision
to exploit it for the credit card transaction. In particular, the agent’s trust in the online
payment system is supported by the agent’s belief that the online payment system will
ensure the privacy of the credit card number from potential intruders.

The paper is organized as follows. We start with a presentation of a modal logic
which enables reasoning about actions, beliefs and goals of agents (Section 2). This
logic will be used during the paper for formalizing the relevant concepts of our model
of trust. Then, a general definition of trust is presented (Section 3). Section 4 is focused
on the formal characterization of the main properties of an information source: valid-
ity, completeness, sincerity, competence, vigilance and cooperativity. In Section 5 we
show that these properties are epistemic supports for trust in information sources. In
section 6 we provide an analysis of communication systems. We define two fundamen-
tal properties of communication systems: availability and privacy. Then, in Section 7,
we show that these properties are epistemic supports for an agent’s trust in a communi-
cation system. We conclude with a discussion of some related works and we show some
directions for future works.

2 A modal logic of beliefs, goals and actions

We present in this section the multimodal logic L that we use in the paper to formalize
the relevant concepts of our model of trust. L combines the expressiveness of a dynamic
logic [15] with the expressiveness of a logic of agents’ mental attitudes [7, 25].

2.1 Syntax and semantics

The syntactic primitives of the logic L are the following: a nonempty finite set of
agents AGT = {i, j, . . .}; a nonempty finite set of atomic actions AT = {a, b, . . .};
a finite set of atomic formulas Π = {p, q, . . .}. LIT is the set of literals which in-
cludes all atomic formulas and their negations, that is, LIT = {p,¬p|p ∈ Π }. We
note P, Q, . . . the elements in LIT . We also introduce specific actions of the form
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infj(P ) denoting the action of informing agent j that P is true. We call them infor-
mative actions. The set INFO of informative actions is defined as follows: INFO =
{infj(P )|j ∈ AGT , P ∈ LIT}. Since the set Π is finite, the set INFO is finite as
well. The set ACT of complex actions is given by the union of the set of atomic actions
and the set of informative actions, that is: ACT = AT ∪ INFO . We note α, β, . . . the
elements in ACT . The language of L is the set of formulas defined by the following
BNF:

ϕ ::= p | ¬ϕ | ϕ ∨ ϕ | Afteri:αϕ | Doesi:αϕ | Beliϕ | Goaliϕ

where p ranges over Π , α ranges over ACT and i ranges over AGT . The operators
of our logic have the following intuitive meaning. Beliϕ: the agent i believes that ϕ;
Afteri:αϕ: after agent i does α, it is the case that ϕ (Afteri:α⊥ is read: agent i cannot
do action α); Doesi:αϕ: agent i is going to do α and ϕ will be true afterward (Doesi:α>
is read: agent i is going to do α); Goaliϕ: the agent i wants that ϕ holds. The following
abbreviations are given: Cani(α) def= ¬Afteri:α⊥;
Inti(α) def= GoaliDoesi:α>;
Infi,j(P ) def= Doesi:infj(P )>.
Cani(α) stands for: agent i can do action α (i.e. i has the capacity to do α). Inti(α)
stands for: agent i intends to do α. Finally Infi,j(P ) stands for: i informs j that P is
true. Models of the logic L are tuples M = 〈W,R,D, B, G, V 〉 defined as follows.

– W is a non empty set of possible worlds or states.
– R : AGT ×ACT −→ W ×W maps every agent i and action α to a relation Ri:α

between possible worlds in W . Given a world w ∈ W , if (w, w′) ∈ Ri:α then w′ is
a world which can be reached from w through the occurrence of agent i’s action α.

– D : AGT ×ACT −→ W ×W maps every agent i and action α to a relation Di:α

between possible worlds in W . Given a world w ∈ W , if (w, w′) ∈ Di:α then w′

is the unique actual RW1 RW3 next world of w which will be reached from w
through the occurrence of agent i’s action α.

– B : AGT −→ W × W maps every agent i to a serial, transitive and euclidean
relation Bi between possible worlds in W . Given a world w ∈ W , if (w, w′) ∈ Bi

then w′ is a world which is compatible with agent i’s beliefs at w.
– G : AGT −→ W ×W maps every agent i to a serial relation Gi between possible

worlds in W . Given a world w ∈ W , if (w,w′) ∈ Gi then w′ is a world which is
compatible with agent i’s goals at w.

– V : W −→ 2Π is a truth assignment which associates each world w with the set
V (w) of atomic propositions true in w.

Given a model M , a world w and a formula ϕ, we write M, w |= ϕ to mean that ϕ is true
at world w in M , under the basic semantics. The rules defining the truth conditions of
formulas are just standard for atomic formulas, negation and disjunction. The following
are the remaining truth conditions for Afteri:αϕ, Doesi:αϕ, Beliϕ and Goaliϕ.

– M, w |= Afteri:αϕ iff M,w′ |= ϕ for all w′ such that (w, w′) ∈ Ri:α

– M, w |= Doesi:αϕ iff ∃w′ such that (w, w′) ∈ Di:α and M, w′ |= ϕ
– M, w |= Beliϕ iff M, w′ |= ϕ for all w′ such that (w, w′) ∈ Bi

– M, w |= Goaliϕ iff M, w′ |= ϕ for all w′ such that (w, w′) ∈ Gi

The following section is devoted to illustrate the additional semantic constraints over L
models and the corresponding axiomatization of the logic L.
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2.2 Axiomatization

Operators for actions of type Afteri:α and Doesi:α are supposed to be normal modal
operators satisfying the axioms and rules of inference of system K. Operators for belief
of type Beli are supposed to be KD45 normal modal operators, whilst operators for
goal of type Goali are supposed to be KD normal modal operators. Thus, we make
assumptions about positive and negative introspection for beliefs and we suppose that
an agent have no inconsistent beliefs or conflicting goals.

We add the following constraint over every relation Di:α and every relation Dj:β of
all L models. For every i, j ∈ AGT , α, β ∈ ACT and w ∈ W :

S1 if (w, w′) ∈ Di:α and (w, w′′) ∈ Dj:β then w′ = w′′

Constraint S1 says that if w′ is the next world of w which is reachable from w through
the occurrence of agent i’s action α and w′′ is also the next world of w which is reach-
able from w through the occurrence of agent j’s action β, then w′ and w′′ denote the
same world. Indeed, we suppose that every world can only have one next world. The
semantic constraint S1 corresponds to the following axiom.

AltAct Doesi:αϕ → ¬Doesj:β¬ϕ

Axiom AltAct says that: if i is going to do α and ϕ will be true afterward, then it cannot
be the case that j is going to do β and ¬ϕ will be true afterward.

We also suppose that the world is never static in our framework, that is, we suppose
that for every world w there exists some agent i and action α such that i is going to
perform α at w. Formally, for every w ∈ W we have that:

S2 ∃i ∈ AGT, ∃α ∈ ACT ,∃w′ ∈ W such that (w,w′) ∈ Di:α

The semantic constraint S2 corresponds to the following axiom of our logic.

Active
∨

i∈AGT ,α∈ACT Doesi:α>
Axiom Active ensures that for every world w there is a next world of w which is reach-
able from w by the occurrence of some action of some agent. This is the reason why
the operator X for next of LTL (linear temporal logic) can be defined as follows:1

Xϕ
def=

∨

i∈AGT ,α∈ACT

Doesi:αϕ

The following relationship is supposed between every relation Di:α and the correspond-
ing relation Ri:α of all L models. For every i ∈ AGT , α ∈ ACT and w ∈ W :

S3 if (w, w′) ∈ Di:α then (w,w′) ∈ Ri:α

The constraint S3 says that if w′ is the next world of w which is reachable from w
through the occurrence of agent i’s action α, then w′ is a world which is possibly reach-
able from w through the occurrence of agent i’s action α. The semantic constraint S3
corresponds to the following axiom IncAct,PAct.

1 Note that X satisfies the standard property Xϕ ↔ ¬X¬ϕ (i.e. ϕ will be true in the next state
iff ¬ϕ will not be true in the next state).
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IncAct,PAct Doesi:αϕ → ¬Afteri:α¬ϕ

According to IncAct,PAct, if i is going to do α and ϕ will be true afterward, then it is
not the case that ¬ϕ will be true after i does α. The following axioms relates intentions
with actions.

IntAct1 (Inti(α) ∧ Cani(α)) → Doesi:α>
IntAct2 Doesi:α> → Inti(α)

According to IntAct1, if i has the intention to do action α and has the capacity to do
α, then i is going to do α. According to IntAct2, an agent is going to do action α
only if he has the intention to do α. In this sense we suppose that an agent’s doing is by
definition intentional. Similar axioms have been studied in [22] in which a logical model
of the relationships between intention and action performance is proposed. IntAct1 and
IntAct2 correspond to the following semantic constraints over L models. For every
i ∈ AGT , α ∈ ACT and w ∈ W :

S4 if ∀(w,w′) ∈ Gi, ∃w′′ such that (w′, w′′) ∈ Di:α and ∃v such that (w, v) ∈ Ri:α

then ∃v′ such that (w, v′) ∈ Di:α

S5 if ∃v′ such that (w, v′) ∈ Di:α then ∀(w, w′) ∈ Gi,∃w′′ such that (w′, w′′) ∈
Di:α

As far as informative actions are concerned, we assume that they are always ex-
ecutable, i.e.an agent i can always inform another agent j about a fact P . Formally:

CanInf Cani(infj(P ))

Axiom CanInf corresponds to the following semantic constraint over L models. For
every i ∈ AGT , infj(P ) ∈ INFO and w ∈ W :

S6 ∃w′ such that (w, w′) ∈ Ri:infj(P )

We also suppose that goals and beliefs must be compatible, that is, if an agent has the
goal that ϕ then, he cannot believe that ¬ϕ. Indeed, the notion of goal we characterize
here is a notion of an agent’s chosen goal, i.e. a goal that an agent decides to pursue. As
some authors have stressed (e.g. [3]), a rational agent cannot decide to pursue a certain
state of affairs ϕ, if he believes that ¬ϕ. Thus, for any i ∈ AGT and w ∈ W the
following semantic constraint over L models is supposed:

S7 ∃w′ such that (w, w′) ∈ Bi and (w, w′) ∈ Gi

The constraint S7 corresponds to the following axiom WR (weak realism) of our logic.

WR Goaliϕ → ¬Beli¬ϕ

In this work we assume positive and negative introspection over (chosen) goals, that is:

PIntrGoal Goaliϕ → BeliGoaliϕ
NIntrGoal ¬Goaliϕ → Beli¬Goaliϕ

Axioms PIntrGoal and NIntrGoal correspond to the following semantic constraints
over L models. For any i ∈ AGT and w ∈ W :
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S8 if (w, w′) ∈ Bi then ∀v, if (w, v) ∈ Gi then (w′, v) ∈ Gi

S9 if (w, w′) ∈ Bi then ∀v, if (w′, v) ∈ Gi then (w, v) ∈ Gi

We suppose that agents satisfy the property of no forgetting (NF)2, that is, if an
agent i believes that after agent j does α, it is the case that ϕ, and agent i does not
believe that j cannot do action α, then after agent j does α, i believes that ϕ.

NF (BeliAfterj:αϕ ∧ ¬Beli¬Canj(α)) → Afterj:αBeliϕ

Axiom NF corresponds to the following semantic constraint over L models. For any
i, j ∈ AGT , α ∈ ACT , and w ∈ W :
S10 if (w, w′) ∈ Rj:α ◦ Bi and ∃v such that (w, v) ∈ Bi ◦ Rj:α then (w, w′) ∈

Bi ◦Rj:α

where ◦ is the standard composition operator between two binary relations. In accepting
the axiom NF, we suppose that events are always uninformative, that is, i should not
forget anything about the particular effects of j’s action α that starts at a world w. What
an agent i believes at a world w′, only depends on what i believed at the previous world
w and on the action which has occurred and which was responsible for the transition
from w to w′. Besides, the axiom NF relies on an additional assumption of complete
and correct information. It is supposed that j’s action α occurs if and only if every agent
is informed of this fact. Hence all action occurrences are supposed to be public.

We also have specific properties for informative actions. We suppose that if an agent
i is informed (resp. not informed) by another j that some fact P is true then i is aware
of being informed (resp. not being informed) by j.

PIntrInf Infj,i(P ) → BeliInfj,i(P )
NIntrInf ¬Infj,i(P ) → Beli¬Infj,i(P )

Axioms PIntrInf and NIntrInf correspond to the following semantic constraints over
L models. For any i, j ∈ AGT , infi(P ) ∈ INFO , and w ∈ W :

S11 if ∃w′ sutch that (w, w′) ∈ Dj:infi(P ) then
∀(w, v) ∈ Bi,∃w′′ such that (v, w′′) ∈ Dj:infi(P )

S12 if ∃w′, w′′ such that (w, w′) ∈ Bi and (w′, w′′) ∈ Dj:infi(P ) then ∃v sutch that
(w, v) ∈ Dj:infi(P )

We call L the logic axiomatized by the axioms and rules of inference presented above.
We write ` ϕ if formula ϕ is a theorem of L (i.e. ϕ is the derivable from the axioms
and rules of inference of the logic L). We write |= ϕ if ϕ is valid in all L models, i.e.
M,w |= ϕ for every Lmodel M and world w in M . Finally, we say that ϕ is satisfiable
if there exists a L model M and world w in M such that M, w |= ϕ. We can prove that
the logic L is sound and complete with respect to the class of L models. Namely:

Theorem 1 ` ϕ if and only if |= ϕ.

Proof 1 It is a routine task to check that all the axioms of the logic L correspond to
their semantic counterparts. It is routine, too, to check that all of our axioms are in the
Sahlqvist class, for which a general completeness result exists [2].

2 See also [12, 27] for a discussion of this property.
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3 A general definition of trust

In this work trust is conceived as a complex configuration of mental states in which
there is both a motivational component and an epistemic component. More precisely,
we assume that an agent i’s trust in agent j necessarily involves a goal of the truster:
if agent i trusts agent j then, necessarily, i trusts j with respect to some of his goals.
The core of trust is a belief of the truster about some properties of the trustee, that
is, if agent i trusts agent j then necessarily i trusts j because i has some goal and
believes that j has the right properties to ensure that such a goal will be achieved. The
concept of trust formalized in this work is similar to the concept of trust defined by
Castelfranchi & Falcone [6, 5]. We agree with them that trust should not be seen as an
unitary and simplistic notion as other models implicitly suppose. For instance, there
are computational models of trust in which trust is conceived as an expectation of the
truster about a successful performance of the trustee sustained by the repeated direct
interactions with the trustee (under the assumption that iterated experiences of success
strengthen the truster’s confidence) [19]. More sophisticated models of social trust have
been developed in which reputational information is added to information obtained via
direct interaction (e.g. [17, 26]). All these models are in our view over-simplified since
they do not consider the beliefs supporting the truster’s evaluation of the trustee.

On this point we agree with Castelfranchi & Falcone on the fact that trust is based on
the truster’s evaluation of specific properties of the trustee (e.g. abilities, competencies,
dispositions, etc.) and of the environment in which the trustee is going to act, which
are relevant for the achievement of a goal of the truster. From this perspective, trust is
nothing more than the truster’s belief about some relevant properties of the trustee with
respect to a given goal. 3 The following is the concept of trust as an evaluation that
interests us in this paper.

Definition 1 TRUST IN THE TRUSTEE’S ACTION. i trusts j to do α with regard to
his goal that ϕ if and only if i wants ϕ to be true and i believes that:4

1. j, by doing α, will ensure that ϕ AND
2. j has the capacity to do α AND
3. j intends to do α

The formal translation of Definition 1 is: 5 6

Trust(i, j, α, ϕ) def= GoaliXϕ ∧Beli(Afterj:αϕ ∧ Canj(α) ∧ Intj(α))

In our logic the conditions Canj(α) and Intj(α) together are equivalent to Doesj:α>
(by axioms IncAct,PAct, IntAct1 and IntAct2), so the definition of trust in the trustee’s
action can be simplified as follows:

3 In this paper we do not consider a related notion of decision to trust, that is, the truster’s
decision to bet and wager on the trustee and to rely on her for the accomplishment of a given
task. For a distinction between trust as an evaluation and trust as a decision, see [6, 23].

4 In the present paper we only focus on full trust involving a certain belief of the truster. In order
to extend the present analysis to forms of partial trust, a notion of graded belief (i.e. uncertain
belief) or graded trust, as in [11], is needed.

5 Notice that positive and negative introspection of trust follows from similar properties
for beliefs and goals. RW1

6 The meaning of the goal ϕ may be that sometimes in the future ψ holds. RW3.
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Trust(i, j, α, ϕ) def= GoaliXϕ ∧Beli(Afterj:αϕ ∧Doesj:α>)

Trust(i, j, α, ϕ) is meant to stand for: i trusts j to do α with regard to his goal that ϕ.

Example 1. The two agents i and j are making a transaction in Internet. After having
paid j, i trusts j to send him a certain product with regard to his goal of having the
product in the next state:

Trust(i, j, send ,HasProduct(i)).
This means that i wants to have the product in the next state:

GoaliXHasProduct(i).
Moreover, according to i’s beliefs, j, by sending him the product, will ensure that he
will have the product in the next state, and j is going to send the product:

Beli(Afterj:sendHasProduct(i)∧ Doesj:send>).

The following theorem highlights the fact that if i trusts j to do α with regard to his
goal that ϕ then i has a positive expectation that ϕ will be true in the next state.

Theorem 2 Let i, j ∈ AGT and α ∈ ACT . Then:
` Trust(i, j, α, ϕ) → BeliXϕ

In our view trust in the trustee’s action must be distinguished from trust in the
trustee’s inaction. The former is focused on the domain of gains (goal achievements)
whereas the latter is focused on the domain of losses (goal frustrations). That is, in the
former case the truster believes that the trustee is in condition to further the achievement
of his goals, and she will do that; in the latter case the truster believes that the trustee
is in condition to endanger the achievement of his goals, but she will not do that. Trust
in the trustee’s inaction is based on the fact that, by doing some action α, agent j can
prevent i to reach his goal. In that case i expects that j will not intend to do α.

Definition 2 TRUST IN THE TRUSTEE’S INACTION. i trusts j not to do α with
regard to his goal ϕ if and only if i wants ϕ to be true and i believes that:

1. j, by doing α, will ensure that ¬ϕ AND
2. j has the capacity to do α AND
3. j does not intend to do α

The formal definition of trust in the trustee’s inaction is given by the following abbre-
viation.

Trust(i, j,¬α, ϕ) def= GoaliXϕ ∧Beli(Afterj:α¬ϕ ∧ Canj(α) ∧ ¬Intj(α))

Trust(i, j,¬α,ϕ) stands for: i trusts j not to do α with regard to his goal that ϕ.

Example 2. Agent j is the webmaster of a public access website with financial infor-
mation. Agent i is a regular reader of this website and he trusts j not to restrict the
access to the website with regard to his goal of having free access to the website:

Trust(i, j,¬restrict , freeAccess(i)).
This means that, i has the goal of having free access to the website in the next state:

GoaliXfreeAccess(i).
Moreover, according to i’s beliefs, j has the capacity to restrict the access to the website
and, by restricting the access to the website, j will ensure that i will not have free access
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to the website in the next state, but j does not intend to restrict the access:
Beli(Afterj:restrict¬freeAccess(i) ∧ Canj(restrict) ∧ ¬Intj(restrict)).

In this situation, i’s trust in j is based on i’s belief that j is in condition to restrict the
access to the website, but she does not have the intention to do this.

Note that, differently from agent i’s trust in agent j’s action, agent i’s trust in agent
j’s inaction with respect to the goal that ϕ does not entail i’s positive expectation that
ϕ will be true. Indeed, Trust(i, j,¬α, ϕ) ∧ ¬BeliXϕ is satisfiable in our logic. The
intuitive reason is that ¬ϕ may be the effect of another action than j : α.

In the following sections 4 and 5 we will study the properties of information sources
and show how these properties can be evaluated by the truster in order to assess the
trustworthiness of an information source.

4 Basic properties of an information source

We suppose that the properties of an information source can be defined in terms of the
relationships between three facts: an information source j informs an agent i that a
certain fact P is true; an information source j believes that P is true; the fact P is true.
These properties are all expressed in a conditional form. Since we have three facts that
can be related in a similar conditional form, a systematic analysis of these relationships
leads to six different properties of information sources.

Definition 3 INFORMATION SOURCE VALIDITY. Agent j is a valid information
source about P with regard to i if and only if, after j does the action of informing i
about P , it is the case that P .

Formally: V alid(j, i, P ) def= Afterj:infi(P )P
Note Afterj:infi(P )P can also be read in an explicit conditional form: if j does the

action infi(P ), then P is true after the action has been done.

Definition 4 INFORMATION SOURCE COMPLETENESS. Agent j is a complete
information source about P with regard to i if and only if, if P is true then j does the
action of informing i about P .

Formally: Compl(j, i, P ) def= P → Infj,i(P )

Definition 5 INFORMATION SOURCE SINCERITY. Agent j is a sincere informa-
tion source about P with regard to i if and only if, if j does the action of informing i
about P then j believes that P .

Formally: Sinc(j, i, P ) def= Infj,i(P ) → BeljP

Definition 6 INFORMATION SOURCE COMPETENCE. Agent j is a competent in-
formation source about P if and only if, if j believes P then P is true.

Formally: Compet(j, P ) def= BeljP → P

Definition 7 INFORMATION SOURCE VIGILANCE. Agent j is a vigilant informa-
tion source about P if and only if, if P is true then j believes P .

Formally: V igil(j, P ) def= P → BeljP
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Definition 8 INFORMATION SOURCE COOPERATIVITY. Agent j is a coopera-
tive information source about P with regard to i if and only if, if j believes that P then
j informs i about P . 7

Formally: Coop(j, i, P ) def= BeljP → Infj,i(P )
It is worth noting that the previous properties of information sources are not inde-

pendent. For instance, as the following theorem 3 shows, validity can be derived from
sincerity and competence and, completeness from vigilance and cooperativity.

Theorem 3 Let i, j ∈ AGT and infi(P ) ∈ INFO , then:

1. ` Afterj:infi(P )(Compet(j, P ) ∧ Sinc(j, i, P )) → V alid(j, i, P )
2. ` (V igil(j, P ) ∧ Coop(j, i, P )) → Compl(j, i, P )

Note that in theorem 3.1, the derivation of V alid(j, i, P ) requires j’s competence and
sincerity at the instant where the action infi(P ) has been done. This is the reason why
we have Afterj:infi(P )(Compet(j, P ) ∧ Sinc(j, i, P )) in the antecedent.
Example 3. Consider an example in the field of stocks and bonds market. The agent
BUG is the Bank of Union of Groenland. Sue Naive (SN) and Very Wise (VW) are
two BUG’s customers. BUG plays the role of an information source for the customers,
for instance for the facts p: “it is recommended to buy MicroHard stocks”, and q:
“Microhard stocks are dropping”. SN believes that BUG is sincere with regard to her
about p and BUG is competent about p, because SN believes that BUG wants to help
its customers and BUG has a long experience in the domain. SN also believes that
BUG is cooperative with regard to her about q because q is a relevant information
for customers in order to make decisions. VW too believes that BUG is competent
about p. But VW does not believe that BUG is sincere with regard to him about p.
Indeed, VW believes that BUG wants that VW buys Microhard stocks, even if this is
not profitable for VW. This example is formally represented by the following formula:
BelSNSinc(BUG ,SN , p) ∧BelSNCompet(BUG , p) ∧BelSNCoop(BUG ,SN , q)∧

BelVW Compet(BUG , p) ∧ ¬BelVW Sinc(BUG ,VW , p).

5 Trust in information sources

We conceive trust in information sources as a specific instance of the general notion of
trust in the trustee’s action defined in section 3. In our view, the relevant aspect of trust
in information sources is the content of the truster’s goal. In particular, we suppose that
an agent i trusts the information source j to inform him whether the fact P is true only
if i has the epistemic goal of knowing whether P is true and believes that, due to the
information transmitted by j, he will achieve this goal. In this sense, trust in information
sources is characterized by an epistemic goal of the truster and an informative action of
the trustee. The concept of epistemic goal can be defined from the following standard
definitions of knowing that (i.e. as having the correct belief that something is the case)
and knowing whether:

Kiϕ
def= Beliϕ ∧ ϕ KWiϕ

def= Kiϕ ∨Ki¬ϕ

7 This definition of cooperativity does not exclude that i does not want to be informed
about p, like in spamming. RW3.
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where Kiϕ stands for “agent i knows that ϕ is true” and, KWiϕ stands for “i knows
whether ϕ is true”. An epistemic goal of an agent i is i’s goal of knowing the truth value
of a certain formula. Formally, GoaliKWiϕ denotes i’s epistemic goal of knowing
whether ϕ is true now; GoaliX KWiϕ denotes i’s epistemic goal of knowing whether
ϕ is true in the next state.

Our aim in this section of the paper is to investigate the relationships between trust in
information sources and the properties of information sources defined in section 4. The
following theorem 4 highlights the relationship between trust in information sources
and the properties of validity and completeness of information sources. It says that: if i
believes that j is a valid information source about p and ¬p with regard to i and that j is
a complete information source about p and ¬p with regard to i and, i has the epistemic
goal of knowing whether p is true then, either i trusts the information source j to inform
him that p is true or i trusts the information source j to inform him that ¬p is true (with
regard to his epistemic goal of knowing whether p is true).

Theorem 4 Let i, j ∈ AGT and infi(p), infi(¬p) ∈ INFO , then:
` (Beli(V alid(j, i, p) ∧ V alid(j, i,¬p))∧ Beli(Compl(j, i, p) ∧ Compl(j, i,¬p))∧
GoaliX KWip) → (Trust(i, j, infi(p),KWip)∨ Trust(i, j, infi(¬p),KWip))

The reason why in the consequent we have a disjunction (instead of a conjunction)
is that p is either true or false. RW1.Then, j may inform i either about the truth
of p or about the truth of ¬p. From theorems 3.1 and 3.2, similar theorems can be
proved by substituting V alid(j, i, p) with Afterj:infi(p)(Compet(j, p)∧Sinc(j, i, p)),
V alid(j, i,¬p) with Afterj:infi(¬p)

(Compet(j,¬p)∧Sinc(j, i,¬p)), Compl(j, i, p) with V igil(j, p)∧Coop(j, i, p) and,
Compl(j, i,¬p) with V igil(j,¬p) ∧ Coop(j, i,¬p) in the antecedent of theorem 4.

The following theorem 5 is a specific instantiation of theorem 2. It says that: if i
trusts the information source j to inform him that p or i trusts the information source
j to inform him that ¬p with regard to his goal of knowing whether p is true, then i
believes that in the next state he will achieve his goal of knowing whether p is true.

Theorem 5 Let i, j ∈ AGT and infi(p), infi(¬p) ∈ INFO , then:
` (Trust(i, j, infi(p),KWip)∨ Trust(i, j, infi(¬p),KWip)) → BeliX KWip

Example 4. Let us consider again the example of stocks and bonds market. SN has the
epistemic goal of knowing whether q (“Microhard stocks are dropping”) is true:

GoalSNX KWSN q.
SN believes that BUG is a valid information source with regard to her both about q and
about ¬q and that BUG is a complete information source with regard to her both about
q and about ¬q:

BelSN (V alid(BUG ,SN , q) ∧ V alid(BUG ,SN ,¬q))∧
BelSN (Compl(BUG ,SN , q) ∧ Compl(BUG ,SN ,¬q)).

Then, by theorem 4, we can infer that either SN trusts the information source BUG to
inform her that q is true or SN trusts the information source BUG to inform her that ¬q
is true (with regard to her epistemic goal of knowing whether q is true):
Trust(SN ,BUG , infSN (q),KWSN q) ∨ Trust(SN ,BUG , infSN (¬q),KWSN q).

Finally, by theorem 5, we can infer that SN believes that in the next state she will
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achieve her goal of knowing whether q is true:
BelSNX KWSN q.

In the following two sections 6 and 7 we will shift the focus of analysis from infor-
mation sources to communication systems. We will study some important properties of
communication systems and show how these properties can be evaluated by the truster
in order to assess the trustworthiness of a communication system.

6 Basic properties of a communication system

We suppose that the fundamental properties of a communication system j can be de-
fined in terms of two facts: the communication system j satisfies an agent i’s goal that a
certain information will be transmitted to another agent z or, the communication system
j satisfies an agent i’s goal that a certain information will not be transmitted to another
agent z. In the former case we say that the communication system j is available to i
to transmit the information. In the latter case we say that the communication system j
ensures to i the privacy of the information. For simplification, we ignore in this work
other properties of communication systems like authentication and integrity.

Definition 9 COMMUNICATION SYSTEM AVAILABILITY. The communication sys-
tem j is available to agent i to transmit the information P to agent z if and only if, if j
believes that i wants that j informs z about P then j informs z about P .

Formally: Avail(j, i, z, P ) def= BeljGoaliInfj,z(P ) → Infj,z(P )

Definition 10 COMMUNICATION SYSTEM PRIVACY. The communication system
j ensures to agent i the privacy of information P from agent z if and only if, if j believes
that i does not want that j informs z about P then, j does not inform z about P .

Formally: Priv(j, i, z, P ) def= BeljGoali¬Infj,z(P ) → ¬Infj,z(P )

Example 5. Let us consider an example in the field of Web services. An agent called
Bill decides to use a Hotel Booking Service (HBS) in Internet in order to book a double
room at the Hotel Colosseum (HC) in Rome. Bill’s decision is affected by two beliefs of
Bill, the belief that HBS ensures the privacy from a potential intruder of the information
r: “Bill’s credit card number is 01234567891234”, the belief that HBS is available to
inform HC about s: “Bill has made an online reservation”. According to our definitions,
this example is formally represented by:

BelBillPriv(HBS ,Bill , intruder , r) ∧BelBillAvail(HBS ,Bill ,HC , s).

7 Trust in communication systems

We conceive trust in communication systems as a specific instance of the notion of trust
defined in section 3. On the one hand, we suppose that an agent i trusts the commu-
nication system j to inform agent z about P with regard to his goal that z believes P
(trust in a communication system’s action) if and only if, i has the goal that z believes
P and i believes that, due to the information transmitted by j to z, z will believe P .
On the other hand, we suppose that an agent i trusts the communication system j not
to inform agent z about P with regard to his goal that z does not believe P (trust in a
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communication system’s inaction) if and only if, i has the goal that z does not believe
P , i believes that, by informing z about P , j will ensure that z believes P but, i believes
that j does not intend to inform z about P . In this sense, i’s trust in the communication
system j’s action (resp. inaction) is characterized by i’s goal that a certain information
will be transmitted (resp. will not be transmitted) to another agent z so that z will have
access (resp. will not have access) to this information.

Our aim in this section of the paper is to investigate the relationships between trust
in communication systems and the two properties of communication systems defined
in section 6. The following theorem 6 highlights the relationship between trust in a
communication system’s action and the availability of the communication system. It
says that: if i has the goal that in the next state z will believe P , i believes that j is
available to inform z about P , i believes that j believes that i wants j to inform z about
P and, i believes that z believes that j is a valid information source about P then, i
trusts j to inform z about P with regard to his goal that z will believe P .
Theorem 6 Let i, j, z ∈ AGT and infz(P ) ∈ INFO , then:
` (GoaliXBelzP ∧BeliAvail(j, i, z, P )∧ BeliBeljGoaliInfj,z(P )∧
BeliBelzV alid(j, z, P )) → Trust(i, j, infz(P ), BelzP )

Example 6. Let us consider again the example of the Hotel Booking Service (HBS).
Bill has the goal that the receptionist at the Hotel Colosseum (HC) believes that s (“Bill
has made an online reservation”):

GoalBillXBelHC s.
Bill believes that HBS is available to inform the HC’s receptionist about s and that HBS
believes that Bill wants HBS to inform the HC’s receptionist about s:

BelBillAvail(HBS ,Bill ,HC , s) ∧BelBillBelHBSGoalBillInfHBS ,HC (s).
Bill also believes that the HC’s receptionist believes that HBS is a valid information
source about s:

BelBillBelHCV alid(HBS ,HC , s).
Then, from theorem 6, we can infer that Bill trusts HBS to inform the HC’s receptionist
about s with regard to his goal that the HC’s receptionist will believe s:

Trust(Bill ,HBS , infHC (s), BelHC s).

The following theorem 7 highlights the relationship between trust in a communication
system’s inaction and the fact that the communication system ensures privacy. It says
that: if i has the goal that z does not believe P , i believes that j ensures the privacy of
information P from agent z, i believes that j believes that i wants j not to inform z
about P and, i believes that z believes that j is a valid information source about P then,
i trusts j not to inform z about P with regard to his goal that z does not believe P .

Theorem 7 Let i, j, z ∈ AGT and infz(P ) ∈ INFO , then:
` (GoaliX¬BelzP ∧BeliPriv(j, i, z, P ) ∧BeliBeljGoali¬Infj,z(P )∧
BeliBelzV alid(j, z, P )) → Trust(i, j,¬infz(P ),¬BelzP )

Example 7. In this version of the scenario of the Hotel Booking Service (HBS) Bill has
the goal that a potential intruder will not have access to the information r (“Bill’s credit
card number is 01234567891234”):

GoalBillX¬Belintruderr.
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Bill believes that HBS ensures the privacy of information r from potential intruders and
that HBS believes that Bill wants HBS not to inform a potential intruder about r:
BelBillPriv(HBS ,Bill , intruder , r) ∧BelBillBelHBSGoalBill¬InfHBS ,intruder (r).
Finally, Bill believes that every potential intruder believes that HBS is a valid informa-
tion source about credit card numbers:

BelBillBelintruderV alid(HBS , intruder , r).
Then, from theorem 7, we can infer that Bill trusts HBS not to inform a potential in-
truder about r with regard to his goal that a potential intruder will not believe r:

Trust(Bill ,HBS ,¬infintruder (r),¬Belintruderr).

8 Related works

Several logical models of trust in information sources have been proposed in the recent
literature [20, 18, 10, 9]. Some of them take the concept of trust as a primitive [20],
whereas others reduce trust to a kind of belief of the truster [18, 10]. For instance, in
[18] trust is characterized on the basis of two kinds of beliefs of the truster: the truster’s
belief that a certain rule or regularity applies to the trustee (called “rule belief”), and the
truster’s belief that the rule or regularity is going to be followed by the trustee (called
“conformity belief”). Nevertheless, all these models ignore the motivational aspect of
trust in information sources. Moreover, all these models do not consider the epistemic
supports for this form of trust. In the present paper both aspects of trust in information
sources have been taken into account. On the one hand, we have modeled the truster’s
epistemic goal of knowing whether a certain fact is true. On the other hand, we have
modeled the properties of information sources such as sincerity, validity, competence,
etc. and shown that some of them are epistemic supports for an agent’s trust in an
information source, that is, they are sufficient conditions for trusting an information
source to inform whether a certain fact is true (theorem 4). As far as communication
systems are concerned, there are several logical models in the literature which deal with
the properties of a communication system such as privacy, confidentiality, availability,
integrity, authentication (e.g.[8, 4]). Nevertheless, there is still no formal analysis of
the relationships between these properties of a communication system and trust in the
communication system. In this work such relationships have been clarified (theorems 6
and 7).

9 Conclusion

We have presented in a modal logical framework a model that integrates in the defi-
nition of trust: the truster’s goal, the trustee’s action that ensures the achievement of
the truster’s goal, and the trustee’s ability and intention to do this action. In the same
logical framework we have defined several properties of information sources (validity,
completeness, sincerity, competence, vigilance and cooperativity) and discussed their
relationships with an agent’s trust in an information source. In the last part of the paper,
we have investigated some properties of communication systems (availability and pri-
vacy) and discussed their relationships with an agent’s trust in a communication system.
It has to be noted that, due to the complexity of the concepts involved in our analysis
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of trust, we had to accept strong simplifications. For instance, in the definitions of the
properties of information sources and communication systems entailment is formalized
by a material implication, while some form of conditional might be more adequate. Our
future work will be devoted to refine this aspect of the proposed logical formalization
of trust.
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