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Abstract. The paper is about trust in information sources in the con-
text of Multi Agents Systems and it is focused on information and trust
propagation. Trust definition is inspired from Cognitive Science and it is
seen as a truster’s belief in some trustee’s properties which are called: sin-
cerity, competence, vigilance, cooperativity, validity and completeness.
These definitions are formalized in Modal Logic and it is shown that
even if trust, in that sense, is not transitive, we can find interesting suf-
ficient conditions based on trust that guarantee that the truth of an
information is propagated along a chain of information sources.

1 Introduction

In the context of Multi Agent Systems trust plays a quite significant role with
respect to interactions between agents. That is because in many applications
agents only have a partial knowledge of the agents they have to interact with.
For instance, in the context of electronic commerce the buyer has to trust the
seller in the properties of the goods he wants to buy and the seller has to trust
the buyer in the fact that he will be paid for the goods he wants to sell.

In the context of information retrieval the agents have to trust the informa-
tion sources in the fact that the transmitted information is true or in the fact
that information sources are competent or sincere or both competent and sin-
cere. Moreover, in many cases the information transmitted by the information
sources is not supported by direct observations but by information reported by
other information sources. Then, information may be propagated along a chain
of information sources and it is definitely not easy to decide wether we can trust
such or such information source. That is the main issue which is investigated in
this paper.

The analysis of this problem is not easy because the notion of trust itself is
not simple. Even if some authors do not analyse this notion in detail and define
trust by a relationship of the kind: agent i trusts agent j, we consider here that
this is an over simplification and that trust is a complex mental attitude as
people in the field of Cognitive Science [4,5] or in Philosophy [1,13,12] have
pointed out.



In this approach concepts definitions and reasoning rules related to trust have
to be carefully defined. That is why a formalism based on mathematical logic is
adopted in this work in order to investigate trust transitivity and propagation.
Thanks to this formalism it will be shown that even if trust is not transitive,
other properties related to information propagation and to trust propagation
hold.

The paper is structured as follows. In section 2 are informally compared
several trust definitions and the definition adopted in the rest of the paper is
presented. The logical framework which is used for formal definitions and rea-
soning rules is defined in section 3. This formalism is used in section 4 to define
different kinds of trust. Since properties that guarantee the truth of transmitted
information or of trust propagation are quite complex a case study is presented
in section 5 to give to the reader an intuitive understanding of these properties.
The main results of the paper are presented in section 6 in terms of theorems. In
section 7 our work is compared with related works and the last section presents
our conclusions.

2 Informal trust definitions

As mentioned above there are many different trust definitions. In [4, 5] Castel-
franchi and Falcone mention that they have found around 60 different definitions.
However, their own definition is one of the most popular in this field. It is infor-
mally presented below.

The main feature is that trust is a truster’s belief about some trustee’s prop-
erties. This belief is motivated by truster’s goal and the properties he ascribes
to the trustee are such that by doing some action a the trustee will reach the
truster’s goal. More precisely trust is defined by the fact that the truster has the
following beliefs:

— truster’s goal is to reach a situation where the proposition ¢ holds
— the action « has the effect that ¢ holds

— the trustee has the ability and opportunity to do the action a

— the trustee has the intention to do «

This approach has been expressed by Lorini and Demolombe in Modal Logic
in [14,15] and it has been shown that a logical consequence of truster’s beliefs
is that the truster believes that his goal will be reached after o performance by
the trustee.

In this paper the trust definition we have adopted has some similarities with
the above definition. However, there are significant differences. The first one is
that truster’s goal is not involved in trust definition itself even if this goal may
be a motivation for the truster to adopt some beliefs about the trustee. The
second one is that the properties ascribed to the trustee are all in a conditional
form. That is, the truster believes that some fact entails another fact, and at
least one of these facts is about a trustee’s property.



In the specific context of trust in information sources these facts may be
that (1) the trustee has informed the truster about some proposition or that
(2) the trustee believes that some proposition is true or the fact that (3) it is
the case that some proposition is true. The combination of these three kinds
of facts in terms of the entailment relationship leads to six different kinds of
trustee’s properties and six kinds of trust in the trustee’s properties [7-9]. These
properties are presented below.

Trust in sincerity: the truster believes that if he is informed by the trustee
about some proposition, then the trustee believes that this proposition is true.

Trust in competence: the truster believes that if the trustee believes that
some proposition is true, then this proposition is true.

Trust in vigilance: the truster believes that if some proposition is true, then
the trustee believes that this proposition is true.

Trust in cooperativity: the truster believes that if the trustee believes that
some proposition is true, then he is informed by the trustee about this proposi-
tion.

Trust in validity: the truster believes that if he is informed by the trustee
about some proposition, then this proposition is true.

Trust in completeness: the truster believes that if some proposition is true,
then he is informed by the trustee about this proposition.

We can informally see how these trust definitions and the definition proposed
by Castelfranchi and Falcone are related. Let us assume, for example, that the
truster’s goal is to be informed about the truth of some proposition ¢. Then,
if the truster trusts the trustee in his completeness about ¢ and about —¢, the
truster believes that if ¢ is true he will be informed by the trustee about the
fact ¢ is true and if ¢ is false, he will be informed by the trustee about the fact
that ¢ is false. If, in addition, the truster trusts the trustee in his validity about
¢ and —¢, from the fact that he has been informed that ¢ is true, he will believe
that ¢ is true, and, in the same way, if he has been informed that ¢ is false, he
will believe that ¢ is false. Therefore, whatever ¢ is true or false, the truster goal
will be achieved.

To express these definitions and derivations in formal terms we present in
the next section an appropriate logical framework.

3 Logical framework

The logical framework is defined by its formal language L and its axiomatics.
We have adopted the following notations:
ATOM: set of atomic propositions denoted by p, g, r...
AGENT: set of agents denoted by i, j, k, [,...
The language L is the set of formulas defined by the following BNF:

¢:=pl=¢| V| Belig|Inf;i¢

where p ranges over ATOM and ¢ and j range over AGENT.
The intuitive meaning of the modal operators is:



— Bel;¢: the agent i believes that ¢ is the case.
— Inf;¢: the agent j has informed the agent ¢ about ¢.

The axiomatics of the logic is the axiomatics of a Propositional multi Modal
Logic (see Chellas in [6]).

In addition to the axiomatics of Classical Propositional Calculus we have the
following axiom schemas an inference rules.

(K) Beli(¢ — v) — (Belip — Bely)

(D) —(Bel;¢ N Bel;—¢)

(Nec) If - ¢, then F Bel;¢

For the modal operator Inf;; we have the inference rule and axiom schemas:

(EQV) If = ¢ <> 1, then = Inf; ;¢ < Inf; 9

(CONJ) Inf; A Infyitb — Infyi(6 A)

(OBS) Infmqﬁ — BelzInf],ng

(OBS’) —Jnfj’@ — Beli_'ITij’i(ZS

According to Chellas’s terminology, modalities of the kind Bel; obey a normal
system KD and modalities of the kind Inf;; obey a particular kind of classical
system which is not monotonic. Axioms (OBS) and (OBS’) show how these two
kinds of modalities interact.

The justification of (OBS) and (OBS’) is that it is assumed that if an agent
j informs or does not inform an agent i about ¢, then i is aware of this fact.
Roughly speaking, it is assumed that we have perfect communication channels.

The adoption of axiom schema (CONJ) is questionable. It can be adopted
or rejected depending on the fact that performance of both actions Inf; ;¢ and
Inf; 1, on one hand, and performance of the action Inf;;(¢ A1), on the other
hand, have ”"equivalent” effects with respect to the issues we want to analyze. If
an effect of the action Inf; ;¢ is denoted by Ef fect(¢), this ”equivalence” holds
as long as we have: (CLOS) Ef fect(¢p)ANEf fect(y)) — Ef fect(¢A1)). In the con-
text of our trust definitions the effects we are interested in, which are mentioned

in the following section, are either E f fect(o) def ¢or Ef fect(9) def Bel;¢. For
both of them the property of closure under conjonction (CLOS) holds. Therefore,
the axiom schema (CONJ) does not lead to any counter intuitive consequence
in our context. Nevertheless, it is worth noting that it is not needed to prove
any theorem in this paper and, then, it could be rejected as well. Last comment:
if in an other context (for example, if we are interested in resources that have
been used for communication) we have to count the number of communication
actions that have been performed, then the (CLOS) property does not hold any
more and (CONJ) should be rejected.

We have not accepted the following inference rule:

(CLOS) If - ¢ — Y, then F Infj,m — Infj7i1/)

The reason is that it could lead to consequences that are counter intuitive.
Let’s consider, for example, a situation where, if j informs ¢ about p V ¢, then
pVq is true, while the fact that j informs i about p does not entail that p is true.
That could be the case, for instance, if p means that it is snowing and ¢ means
that it is raining, because there are much more situations where it is raining
than situations where it is snowing.



If we accept (CONS), in a situation where j has informed ¢ about p, from
(CONS) we could infer that it is also true that j has informed 7 about p V ¢ and
that pV ¢ is true.

4 Formal trust definitions

The different kinds of trust which have been informally presented in section 2
are formally represented in this framework as follows.

Sincerity.
Sinc(j, i, ¢): if agent j has informed agent i about ¢, then j believes ¢.
Sinc(j,i,¢) < Inf;:¢ — Bel;é

TrustSinc(i, j, ¢): agent i trusts agent j in his sincerity about ¢.
TrustSinc(i, j, ¢) Bel (Inf;i¢ — Bel;o)

Competence.

Comp(j, ¢): if agent j believes ¢, then ¢ is true.

Comp(j,¢) = Bel;é — ¢

TrustComp(i, j, P): agent 1 trusts agent j in his competence about ¢.
TrustComp(i, j, gb) " Bel; (Beljo — ¢)

The ”dual” of these properties are formally represented below.
Cooperativity.

Coop(j, i, d): 1f agent j believes ¢, then j informs agent ¢ about ¢.

C’oop(j,z,qb) = Belj¢—> Inf;¢
TrustC’oop(z J,®): agent i trusts agent j in his cooperativity about ¢.
(i,]

TrustCoop(i, j, ¢) = et Bel;(Beljp — Inf;;¢)

Vigilance.

Vigi(j, ¢): if ¢ is true, then agent j believes ¢.

Vigi(j,9) = ¢ = Bel;¢

TrustVigi(i, 7, ¢): agent 1 trusts agent j in his vigilance about ¢.
TrustVigi(i, j, QS) = Bel (¢ — Bel;¢)

We also have the following less specific kinds of trust.

Validity.
Val(j,i,¢): if agent j has informed agent i about ¢, then ¢ is true.
def

)i
Val(j,@qﬁz = Infji¢p— ¢
(i,

TrustVal @): agent 7 trusts agent j in his validity about ¢.
def

TrustVal(i,j,¢) = Bel;(Infj:¢ — ¢)

The ”dual” of validity is completeness.

Completeness.

Cmp(j, ®): if ¢ is true, then agent j informs i about ¢.

Cmp(j,6) = ¢ = Infyi6

TrustCmp(i, 7, @): agent 1 trusts agent j in his completeness about ¢.

TrustCmp(i, j, ¢) Bel (¢ = Inf;.d)



Some of these properties are not independent. We can easily show that we
have:

(V) F TrustSinc(i, j, $) A TrustComp(i, j, @) — TrustVal(i, j, @)

(C) F TrustVigi(i, j, ®) A TrustCoop(i, j, ¢) — TrustCmp(i, j, d)

These definitions can be used to characterize the effects of the fact that
an agent has informed or does not have informed another agent, depending on
different kinds of assumption about the trust relationship between these two
agents. We have the following properties.

(E1) F TrustSinc(s, j, ¢) — (Inf;i¢ — Bel;Bel;¢)

(E2) F TrustVal(i, j,¢) = (Inf;i¢ — Bel;¢)

(E3) F TrustCoop(i, j, ¢) = (—Inf;.¢ — Bel;~Bel;¢)

(E4) F TrustCmp(i, j, ¢) = (—Inf;¢ — Bel,—¢)

Property (E2) (resp. (E4)) shows sufficient conditions about trust that guar-
antee that performing (resp. not performing) the action Inf;;¢ has the effect
that ¢ believes that ¢ is true (resp. false).

5 From case studies to generalization

Before to show in formal terms in which situations information and/or trust can
be propagated along a chain of information sources a case study is presented in
order to give an intuitive understanding of the general results which are presented
in the next section.

John wants to invest money in stocks and bonds. Peter who is a journalist in
the field of finance has told to John that Franck, who is a trader, told him that
the stock value of the company AXB is going to increase. John trusts Peter and
Peter trusts Franck. The question is: can we infer that John trusts Franck?.

It is tempting to answer: ” yes”. However, to answer this question we have to
make more precise the kind of trust we have in mind.

Let us assume that we are thinking to trust in validity. Then, if the sentence:
”the stock value of the company AXB is going to increase” is denoted by p, the
sentence ”John trusts Peter” means: " John believes that if Peter tells to John
that p, then p is true”, the sentence ” Peter trusts the Franck” means: ” Peter
believes that if Franck tells to Peter that p, then p is true”, and the sentence
” John trusts Franck” means: ” John believes that if Franck tells to John that p,
then p is true”.

According to this definition of trust, from the fact that John trusts Peter
(i.e. TrustVal(John, Peter,p)) and Peter trusts Franck (i.e. TrustVal(Peter,
Franck,p))) we cannot infer that John trusts Franck (i.e. TrustVal(John,
Franck,p)). The first reason is that John is not necessarily aware of what be-
lieves Peter, and in particular he may not be aware of the fact that Peter trusts
Franck. In formal terms we may have: = Bel jonn (TrustVal(Peter, Franck,p)).

Even if it is assumed that Peter has told to John that he trusts Franck (i.e.
Infpeter,john(TrustVal(Peter, Franck,p))) it is not necessarily the case that
John believes that what Peter told him is true. In other words, it may be that



John does not trust Peter in his validity about the fact that Peter trusts Franck
in his validity about p (i.e. =“TrustVal(John, Peter,Val(Peter, Franck,p))).

Indeed, it may be that John trusts Peter as a reliable information source
about the value of the stocks but that he does not trust Peter as an evaluator
of other information sources.

The reason why John does not trust Peter as an evaluator may be, for ex-
ample, that John believes that Peter has the capacity to evaluate the trader’s
competence about p but Peter does not have the capacity to evaluate the trader’s
sincerity about p and it could happen that the trader Franck tells to Peter that
the stock value of the company AXB is going to increase while Franck believes
that it is going to decrease.

This simple example shows that trust in informations sources’ validity, as it
has been defined, is not transitive. In formal terms, it can easily be checked that
the set of sentences: TrustVal(John, Peter,p), TrustVal(John, Franck, p) and
—TrustVal(Peter, Franck, p) is consistent.

Nevertheless, we can try to find if there are other kinds of trust relative to
information transmission that ”guarantees” the truth of the information which
is transmitted.

Let us use g to denote the sentence: ” Franck has told p to Peter and, if Franck
has told p to Peter, then p is true”.

Now, it is assumed that John trusts Peter in his validity about q.

If John is aware of the fact that the trader Franck has told p to Peter and of
the fact that Peter has told ¢ to him, we can infer that John believes that p is
true.

To check the validity of this derivation and to understand how it can be
generalized to an unlimited number of information sources we introduce the

following notations: i: John, ¢1: Peter, i5: Franck and:

def
q = Inflé,ilp/\ (Infimilp %p)

In that example we have: Inf;, ;,p, Infi, iq and Bel;(Infi, iq — q).

If it is assumed that i (John) is aware of what é; (Peter) told him ¢, we also
have: Bel;Inf;, ;q. Then, we can infer Bel;q and, by definition of ¢, we have:
Bel;(Inf;, :,p A (Infi, i,p — p)), which entails Bel;p.

Let us consider now a variant of the previous examples where some agents
play the role of information sources and others play the role of evaluators of the
information sources. Let us assume, for example, that Franck has told to Peter
that if another agent, who is called Carlo, tells to John that p, then p is true.
The reason why Franck ascribes this property to Carlo may be, for example,
that he knows that Carlo is a manager of the company AXB. Let us assume in
addition that Jack, who is a consultant in stocks and bonds, has told to John
that Franck is a reliable evaluator of Carlo, and John believes that Jack is a
reliable evaluator of Franck. Can we infer in that case that John trusts Carlo in
p and that John believes p?

To find a formal answer to this question we adopt the following notations:

eo: Jack, j: Carlo and:

def
p = Infjip—0p



def

r Infimilp/ —p'

(Inflé,ilpl) A (Infemil T) A (Infemilr - 7“)

It is assumed that John trusts Peter in his validity about s and John is aware
of the fact that Peter has told him s and Carlo has told him p. Then, we have:

Bel;Inf;p, Bel;Inf;, ;s and Bel;(Inf;, ;s = s).

From these assumptions we can infer: Bel;(s), which, by definition of s means:
Bel;((Infi, i, D')ANInfey iy ?) NI fey iy7 — 7)), which entails: Bel;((Infi, i, 0 )A
r), which, by definition of r, means: Bel;((Inf;, ,p") A (Infi,,p" — p')), which
entails: Bel;p’, which, by definition of p’, means: Bel;(Inf;;p — p), and from
Bel;Inf;;p we can infer: Bel;p. That gives a positive answer to the above ques-
tion.

def
S =

Before to present a general analysis of trust and information propagation we
introduce the following general notations.

In the case of the second example the information transmitted by an agent i
to another agent iz_; is denoted by @, ;1. Then, we have: $5; = p and $ g =
Infi, iy P21 A\ Val(ia, i1, P21). Roughly speaking we can say that the information
transmitted by i1 to ip represents the fact that i; has received the piece of
information represented by @31 from iy (i.e. Infi, i, P2.1) and the fact that s is
a valid information source for 41 with respect to o1 (i.e. Val(iz,i1,P21)).

If we have three information sources: i3, i2 and i1, we have (see figure 1):

P30 = p, o1 = Infiy i, P32 A Val(iz, iz, P32) and P1o = Infi,;,Pa1 A
Va,l(ig, il, @271)

The fact that ¢ trusts ¢; in his validity about @, o is represented by:
Beli(Infil,,@LO — @1’0).

) P32=0p ) D1 ) D19
13 12 11

— T T  Ta

Fig. 1. Chain of information sources.

For the third example ¥, 1 is used to denote the information transmitted by
an agent i to another agent i;_1. Then, we have: U5 1 = Val(j,7,p) and ¥, o =
(Infi2,ilkpg,1) A\ (InfEQ,ilVal(ig, 1, lpg’l)) A\ V(ll(eg, i1, Val(ig, i1, Wg’l)). In that
case we can say that the information transmitted by i1 to i represents the fact
that 41 has received the piece of information W, 1 from iy (i.e. Inf;, ;,¥21) and i
has received from the evaluator es a piece of information which means that i is a
valid information source for 41 with respect to Wa 1 (i.e. Infe, i, Val(ia, i1, %21))
and the fact that the evaluator e is a valid information source for i; with respect
to the fact that 49 is a valid information source for i; with respect to P21 (i.e.
VGZ(BQ, il, Val(ig, il, Wg,l))).



In the case of a generalization of the third example to three information
sources, the information transmitted by an information source to another one is
represented by the following sentences (see figure 2).

@312 = V(ll(], i, p), Lpg’l = (Infi37i2W3,2)/\(Infe3yi2 V(Il(ig, iQ, Lpg’Q))/\Val(eg, iQ, Wgyg)
and WI,O = (Infiz’ilgfg’l) AN (Inf62’i1 Val(ig, i1, 472@)) AN Val(eg, i1, !pg’l)

The fact that ¢ trusts ¢; in his validity about ¥; o is represented by:
Beli(Infil,iQ/LO — W1,0)~

€3 €2 J

Val(z'27 il, W271)

Val(’ig, ig, Lpg)g

V3o = Val(j,i,p) o1 Y10

Fig. 2. Chain of information sources and of of their evaluators.

6 Trust in information sources propagation

In this section general results about information and trust propagation are pre-
sented in the form of theorems. We first prove the following Lemma 1.

Lemma 1 If ¢ isin L and i and j are in AGENT, we have:
- Infm-(;ﬁ A BeliVal(j, 7, (Z)) — Bellqﬁ
F—Inf;¢ A Bel;Cmp(j,i,¢) — Bel,—¢

Proof. This Lemma is a direct consequence of (OBS), (OBS’) and of validity
and completeness definitions. QED.

The Theorem 1 shows a property which allows us to infer from an assumption
about the fact that ¢ trusts j in his competence about k’s competence and i
believes that j trusts k in his competence a conclusion about the fact ¢ trusts
k in his competence. However, this is not a property of transitivity because the
assumptions do not have exactly the same form as the conclusion.

Theorem 1 If ¢ isin L and i, j and k are in AGENT, we have:
F TrustComp(i, j, Comp(k, $)) A Bel;TrustComp(j, k, )
— TrustComp(i, k, §)



Proof. From TrustComp(i, j, Comp(k, ¢)) definition we have:

(1) Bel;(Bel;Comp(k, ) = Comp(k, ¢))

From Bel;TrustComp(j, k, $) we have: (2) Bel;Bel;Comp(k, ¢).

Then, from (1) and (2) we have: (3) Bel;Comp(k, ¢).

By definition of TrustComp, (3) is: TrustComp(i, k, ). QED.

The Theorem 2 shows that if agent i; has informed agent ¢ about the fact
that agent i has informed agent i; about the fact that...agent i, has informed
agent i,_1 about ¢, and agent ¢ believes that these agents are valid for what
they have told each other, then agent i believes ¢.

This theorem guarantees some kind of propagation of the proposition ¢
through a chain of information sources from i, to i, provided agent i believes
that they are all valid information sources for what they have told to the next
information source in that chain.

Theorem 2 If ¢ is in L and i, i1, ia, ... i, are in AGENT and we adopt the
following notations:
de . de
L def ¢ and for k in [1,n —1]: $p 1 def Infi 1 i Pryik
we have:
F (Infil,iéﬁl,o)ABeli(Val(il, i, @170)/\‘/&[(1'2, il, @271)/\. . ./\Val(in, in_1, gpn,n—l))
— Bel;¢

Proof. From Val definition definition Val(i1,i,P10) A Val(ia, i1, P21) Is:
(Infil,i@I,O — @170) A (Infi27ild5271 — @2’1), and from @k7k71 definition (15170
is Infiy iy P21. Then, Val(i1,i,P1,0) A Val(iz,i1,P21) is logically equivalent to:
Infi P10 — P21, and we can easily prove by induction that Val(i1,i,P1,0) A
Val(ig, i1, P2,1)A. . AVal(in,in—1,Pnn—1) is logically equivalent to Inf;, ;P10 —
glf)n,n—l-

Then, from Beli(Val(il, %, @1’0)/\‘/@[(7;2, 2'1,@2’1)/\. . ./\Val(in, b1, @n,nfl))
we infer that: (1) Bel;(Infi, i$10) — Pnn-1), and from (1), Inf;, ;P10 and
Lemma 1 we infer: Bel;,(®y, ,—1), that is Bel;¢. QED.

The Theorem 3 shows that if it not the case that agent ¢; has informed agent
1 about the fact that agent io has informed agent 7; about the fact that...agent
in has informed agent i,,_; about ¢, and agent i believes that these agents are
complete for what they might have told each other, then agent ¢ believes —¢.

This theorem can be seen as the dual of Theorem 2 where completeness plays
a similar role as validity.

Theorem 3 If ¢ is in L and i, i1, ia, ... i, are in AGENT and we adopt the
following notations:

Dy n—1 def ¢ and for k in [1,n — 1]: $p 1 def Infi, 1 i Prsik
we have:

= (ﬁlnfil’iélﬁ) A Beli(Cmp(il, 1, @1,0) AN Cmp(ig, i1, @2)1) VAR
/\C’mp(in,in_l,d)n,n_l) — B@li—\(b

Proof. proof is very similar as the proof of Theorem 2.



The difference between the assumptions in Theorem 4 and those in the The-
orem 2 is that each agent iy informs 751 about the validity of agent iy, for the
information @41 5 transmitted by ix41 to him and agent ¢ only trusts agent i,
in his validity. Roughly speaking, here it is not required that ¢ knows the agents
12, 13y «ov ylp.

Theorem 4 If ¢ isin L and i, i1, i2, ... ,in are in AGENT and we adopt the

following notations:
def

an,n—l = ¢ and
. de . .
for k in [1,n — 1],’ djk,kfl Zf (Infik+1’ik,¢k+1’k) A\ Val(2k+1,lk,¢k+1’k)
we have:
- (Infil,i@LO) A\ TrustVal(L il, @1’0) — B@ll¢

Proof. Let us call (H) the formula: (Inf;, ;$1,0) A TrustVal(i, iy, P1).

We prove by induction that for every | in [1,n]: (H) entails Bel;$; ;.

Forl =1, from (H) definition and Lemma 1 we have: Bel;$1 g.

Induction hypothesis: (H) entails Bel; P ;1.

From &;;_1 definition and the induction hypothesis (H) entails:

(1) Belijnfil+1,i1¢l+1,l and (2) BeliVal(ilH, il7 @lJrLl)

From (1) and (2) we have: Bel;®;+1,. Therefore, (H) entails Bel;$;11 .

Then for every | in [1,n] we have: Bel;®;,_1, and in particular we have:
Bel;®,, ,—1 which is, by definition of @,, ,—1, Bel;¢. QED.

The following Theorem 5 is the dual of Theorem 4. The main difference is
that here the meaning of the proposition @ ;1 is that if i51; is a complete
information source, then i, informs ¢, about @41 k.

Theorem 5 If ¢ is in L and i, iy, i2, ... ,in are in AGENT and we adopt the
following notations:

Dy n—1 def ¢ and

. d . .
for k in [1,n —1]: @ p1 = Cmp(igs1,in, Pryrk) = Infinrin@rs1k
we have:
[ (—|Infil7l-@1’0) A TrustC’mp(i, il, ’i, @1’0) — Beli—@

Proof. The proof is very similar as the proof of Theorem 4.

If we call (H) the formula: (—Inf;, ;P1,0) NTrustCmp(i,i1,P1,0) we prove by
induction that (H) entails Bel;—~®; ;1.

We just have to notice that ~®; ;1 is equivalent to: Cmp(ii11,%;, Pry1,0) A
=Infi ., i Piy1,, which entails =Py 11 ;. QED.

The following Theorem 6 has a similar meaning as Theorem 4.

The difference is that for each information source 7, there is another informa-
tion source e, who plays the role of an evaluator of i;’s validity and eg himself
is considered by i;_1 as a valid information source for this evaluation.

Theorem 6 If ¢ is in L and j, i, i1, i2, ... ,in are in AGENT and we adopt
the following motations:



g’n,nfl d:ef ¢ and

. de . .
fork in [Ln_l]:g/k;k—l :f (Infik+1,ikwk-i‘l,k)/\(lnfewrl,ikVal(zk-‘rla lk,w/ﬁ‘l,k))
/\Val(ek_H, Ty Val(ik_H, ik, wk-i—l,k))
we have:

[ (Infil,ikl'll’o) A TrustVal(i,il,%O) — Bellqﬁ

Proof. The proof is similar as the proof of Theorem 4.

Let us call (H) the formula (Inf;, ;¥1,0) A TrustVal(iv, i, ¥ 0).

We prove by induction on [ that for every [ in [1,n] (H) entails Bel;¥; ;1.

For | =1, from Bel;Val(i1,i,%1 ) and Inf;, ;¥ 0, by Lemma 1 we have:
Beligﬁ‘o.

Induction hypothesis: (H) entails Bel; ¥} ;_1.

From (H) and ¥y, definition we infer: (1) Bel;(Infe,,, i, Val(ii41, ik, Yis1,1))
and (2) Bel;Val(ej4+1,91, Val(ii41,i,¥i411)).

Then, from (1) and (2), we infer: (3) Bel;(Val(ij41, 4, ¥i41,1)).

From (H) and Wy ;1 definition we also infer: (4) Bel;(Infi, , i,¥iy1,)-

Then, from (3) and (4), we infer: Bel;W,y1 ;. Therefore, (H) entails Bel; W1 ;.

Then, by definition of ¥,, ,_1, (H) entails Bel;¢. QED.

The following Theorem 7 is the dual of Theorem 6 in the sense that the
evaluator ey41 is an evaluator of ix41’s completeness instead of iyy1’s validity.

Theorem 7 If ¢ is in L and j, i, i1, i2, ... ,in are in AGENT and we adopt
the following motations:

gjn,nfl d:ef ¢ and
def

forkin[Ln=1]: ¥ 1 = ((Unfersr,inCmplinsr,in, Yeg1,6))AVal(eps1, ik,
Cmp(ik+1, ik, Yk+1,k))) = (Infiy i Pkt1,k)
we have:

F (—Jnfil’iWLO) A TrustCmp(z, i1, Wl,o) — Beli—wb

Proof. The proof is similar as the proof of Theorem 6.

Here (H) is (—Inf;, i¥1,0) ATrustCmp(i,i1,¥1 o) and we prove by induction
that (H) entails Bel;=W,, 1.

Indeed, if it assumed that (H) entails Bel;—W;;_1, from ¥;;_1 definition
—W; ;1 is equivalent to (1) (Infe,,, i, Cmp(is1,i1, Yis1,)) A Val(eyr, i,
Cmp(igg1,i1,Yi1,0)) A ~(Infi,, i, i41,1). We can easily show that (1) entails:
(2) Cmp(irg1, i1, Wig1,0) and (3) ~(Infi, , i,Wiy1,). Since (2) and (3) entail (4)
_‘Wl+1,l7 we have Beliﬂ%HJ. QED

In the following Theorem 8 the assumptions are similar as the assumptions
in Theorem 6. The first difference is that here each information source i; trusts
the evaluator ey41. That is, the information transmitted by iy to i_1 expresses
ix’s opinion. The second one is that agent ¢ trusts all the information sources
in their competence about the information they have transmitted to the other
information sources.

Theorem 8 If ¢ is in L and j, i, i1, i2, ... ,in are in AGENT and we adopt
the following motations:



g’n,nfl d:ef ¢ and

. de . .
fork in [17 n_l] : Wk,k—l :f (Infik+1,ik Wk"l‘l;k)/\(lnfekJrl:ik Val(zk-‘rla Uk Wk-ﬁ-l,’f))
/\TrustVal(ik, Ck41, Val(ik+1, Tk, Wk+1,k))

TrustCompAll; def /\ke[l,n_l] TrustComp(i, ik, Ykt1.k)
we have:
F TrustVal(i, i1, ¥1,0) A (Infi, i¥1,0) A TrustCompAll; — Bel;¢

Proof. The proof is similar as the proof of Theorem 6.
Let us call (H) the formula: TrustVal(i, i1, Y1 0)N(Infi, i¥1,0)ANTrustCompAll,.
We prove by induction on [ that for every I in [1,n] (H) entails Bel;¥; ;1.
Forl =1, from (H) we have: (1) TrustVal(i,i1,%1,0) A (Infi, i%,0).
From (1) and Lemma 1 we have: Bel;W; .
Induction hypothesis: (H) entails Bel; ¥} ;_1.
From (H) and ¥, ;1 definition we have:
(2) Bel; (Infelﬂ,il Val(il+1, i, Lpl+l,l)) AN TrustVal(il, €141, Val(il+1, i, Wl-&-l,l))'
From (2) and Lemma 1 we have: (3) Bel;Bel;, Val(ii41,4;, Wiy11)-
From Bel;W;;_, and ¥;;_, definition we also have: (4) BelInf;, , i,¥ii1,-
Then, from (3), (4) and Lemma 1 we have: (5) Bel;Bel;, W41 .
From (H) and TrustCompAll; definition we have: TrustComp(i, i;, ¥i41,1),
and by TrustComp definition we have: (6) Bel;(Bel;,Wi+1,; — Wi4+1,1)-
Therefore, from (5) and (6) we have: Bel;¥41.
Then, for | =n — 1 we have: Bel;¥,, ,_1, that is Bel;¢. QED.
The following Theorem 9 is the dual of Theorem 8.

Theorem 9 If ¢ is in L and j, i, i1, i2, ... ,in are in AGENT and we adopt
the following notations:
Wn,n—l d:ef ¢ and
. de . . .
fork in[1,n—1]: ¥y k1 e ((Infersr,inCmp(inst, in, Yrg1,k))ATTustVal (i,
ekt 1, Cmp(is1, i, Yer1,k))) = (Unfip 1 inYhsik)

TrustCompAll; def /\ke[lﬁn—l] TrustComp(i, ik, " Pit1,k)

we have:
F TrustCmp(i, i1, ¥1,0) A =(Infi, i¥1,0) A TrustCompAll; — Bel;—¢

Proof. The proof is similar as the proof of Theorem 8.

Here (H) is the formula TrustCmp(i, i1, ¥1,0) A= (Infi, i¥1,0) ANTrustCompAll;
and we prove by induction that (H) entails Bel,—~W;;_.

It is assumed that (H) entails Bel,—W; ;1. From ¥;;_; definition ~W;;_; is
equivalent to (1) (Infe,,, i Cmp(iis1,i, Yi411)) A TrustVal(ip, ey1,

Cmp(iry1, 9, Yier0) A =Unfi i Wis)-

We can easily show that (1) entails: (2) Bel;, Cmp(ij+1,4, ¥i+1,) and (3)
—(Infi,, i ¥is1,). From Lemma 1, (2) and (3) entail (4) Bel;, =¥ 1,. Therefore,
Bel;—W; 1 entails (5) Bel;Bel;,—W;11.

From TrustCompAll;, (H) entails (6) TrustComp(i,i;, ~W4+1,) and (5) and
(6) entail Bel,—¥;11,;. QED.



In the Theorems 2, 4, 6, 8 the information represented by ¢ is propagated
under some assumptions from the first information source i,, in the chain until
the agent ¢. It is worth noting that the proposition ¢ may be about some other
information source j. For example, ¢ may be of the form: Val(j,,0) (resp.
Cmp(j,14,0)). In that case the conclusions of these theorems express that ¢ trusts
J in his validity (resp. his completeness) about 0 that is: TrustVal(i, j,0) (resp.
TrustVal(i, j, 0)).

The Theorems 3, 5, 7 and 9 respectively are the dual of 2, 4, 6 and 8 and
from the fact that agent ¢ has not been informed ¢ can infer that ¢ is false.

7 Related works

In [17] trust is represented by a probability associated to a binary relation be-
tween two agents. It is also assumed a priori that the trust relationship is tran-
sitive. These simplifications are assumed by the authors in order to be able to
define a mathematical model to compute the ”percolation” of trust in a graph
of agents.

In [3] the authors have also considered that trust is just a binary relation
between the truster and the trustee and the weight associated to this relation
represents trust level. Then, the objective is to define a method to evaluate this
weight. The method is based on the operators: aggregation, concatenation, and
selection of information coming from different sources.

The authors in [16] investigate opinion propagation in order to determine
agent’s reputation level instead of agent’s trust. It has similar objectives as our
work with respect to the analysis of propagation. However, these opinions are
not analyzed in detail and they are not explicitly considered as agents’ beliefs.

The work presented in [2] is the work which is the closest to our work we have
found in the literature. In an informal analysis trust is decomposed into several
elements: the truster, the trustee and the purpose of trust. Then, these notions
are formalized in the Josiang’s Subjective Logic which, roughly speaking, can be
seen as a combination of probability theory and epistemic logic. However, in this
work trust purpose is represented by atomic propositions and no nested modal
operator is used for reasoning about agents’ beliefs. For example, it is not possible
to represent the fact that some agent has some beliefs about the agents’ beliefs
in a chain of information sources as we did. The main contribution is to propose
a technique to evaluate the level of trust in a context of trust propagation.

The common feature of these works is that it is assumed that trust is transi-
tive and the goal is to find a method to compute how the trust level is propagated
along a network of agents. Also, they all implicitly assume that all the agents
are informed about the trust network, which is not really the case in many real
applications. In [2] the trust purpose is explicit but this purpose is not analyzed
in detail in the case where the purpose is to propagate information. For example,
agents’ properties like sincerity or competence are ignored.



8 Conclusion

Trust in information sources has been defined in terms of truster’s belief about
an entailment relation about some trustee’s properties. It has been formally
represented by formulas of the form: Bel;(Ant; — Cons;), where the antecedent
Ant; and the consequent Cons; can be a communication action Inf;;¢ or a
belief Bel;¢ or a fact ¢.

These trust definitions have been used to define sufficient conditions which
guarantee that information is propagated along a chain of information sources:
Tny In—1s - 5 bk, --- , 91 until agent i. A particular case we have analyzed is when
this information is about another information source j and, in that case, the
effect of information propagation is that ¢ trusts j in some properties.

The conditions that guarantee propagation can be about the fact that each
information source is valid or complete or about the fact that each information
source validity or completeness is evaluated by a valid evaluator or about the
fact that each information source trusts the previous information source in the
chain about his validity or completeness.

An original feature of these properties is that the agent ¢ can draw the con-
clusion that a proposition ¢ is false from the fact that he did not receive an
information about ¢.

We have presented the proofs of the theorems because we think that they
can help to understand the meaning of the information @ ;1 or ¥ _; trans-
mitted between each information source in the cases where this information is
represented by complex formulas. Indeed, the proofs are constructive and they
are by induction on the rank of the information sources. Then, we can imagine
that the agent ¢ when he is reasoning about the information sources does the
same proofs.

The results which have been presented in the theorems could be used as
specifications to implement automated reasoning techniques in order to apply
them to specific applications. It could be that to find efficient implementations
we have to restrict the expressive power of the proposition ¢ which is propagated.
That should deserve further works.

A possible direction for further works is to investigate whether the assump-
tions in these theorems are minimal in the sense that they are not only sufficient
conditions to guarantee such or such kind of propagation, but that they also are
necessary conditions.

Another direction is to consider a more general structure for information
sources than a linear structure. For instance, if agent ¢ infers that agent j is
valid from the fact that ¢ has been informed by i; about j’s sincerity and by io
about j’s competence, the structure of information sources is a tree.

Another direction could also be to consider graded trust instead of ”yes/no”
trust as we did in [11, 10]. For example, in this approach graded validity is rep-
resented by: Belf (Inf; ¢ =" ¢), where h is the regularity level of the fact that
Inf; ;¢ entails ¢ and g is the uncertainty level of agent ¢ about this entailment
level. That could be relevant to express that trust level decreases a long a chain
of information sources.



References

1.

10.

11.

12.
13.

14.

15.

16.

17.

M. Bacharach and D. Gambetta. Trust as type detection. In C. Castelfranchi
and Y-H. Tan, editors, Trust and Deception in Virtual Societies. Kluwer Academic
Publisher, 2001.

. T. Bhuiyan, A. Josang, and Y. Xu. An analysis of trust transitivity taking base rate

into account. In Proceeding of the Sizth International Conference on Ubiquitous
Intelligence and Computing, Brisbane, 2009.

M. Singh C. Hang, Y. Wang. Operators for propagating trust and their evalu-
ation in social networks. In Proceedings of The 8th International Conference on
Autonomous Agents and Multiagent Systems. International Foundation for Au-
tonomous Agents and Multiagent Systems, 2009.

C. Castelfranchi and R. Falcone. Social trust: a cognitive approach. In C. Castel-
franchi and Y-H. Tan, editors, Trust and Deception in Virtual Societies. Kluwer
Academic Publisher, 2001.

C. Castelfranchi and R. Falcone. Trust Theory: A Socio-Cognitive and Computa-
tional Model. Wiley, 2010.

B. F. Chellas. Modal Logic: An introduction. Cambridge University Press, 1988.
L. Cholvy, R. Demolombe, and A.J.I. Jones. Reasoning about the safety of in-
formation: from logical formalization to operational definition. In Proc. of 8th
International Symposium on Methodologies for Intelligent Systems, 1994.

R. Demolombe. To trust information sources: a proposal for a modal logical frame-
work. In C. Castelfranchi and Y-H. Tan, editors, Trust and Deception in Virtual
Societies. Kluwer Academic Publisher, 2001.

R. Demolombe. Reasoning about trust: a formal logical framework. In C. Jensen,
S. Poslad, and T. Dimitrakos, editors, Trust management: Second International
Conference 1Trust (LNCS 2995). Springer Verlag, 2004.

R. Demolombe. Graded Trust. In R. Falcone and S. Barber and J. Sabater-Mir and
M.Singh, editor, Proceedings of the Trust in Agent Societies Workshop at AAMAS
2009, 2009.

R. Demolombe and C-J. Liau. A logic of graded trust and belief fusion. In C. Castel-
franci and R. Falcone, editors, Proc. of 4th Workshop on Deception, Fraud and
Trust, 2001.

A.J.I1. Jones. On the concept of trust. Decision Support Systems, 33, 2002.

A.J.I. Jones and B.S. Firozabadi. On the characterisation of a trusting agent.
Aspects of a formal approach. In C. Castelfranchi and Y-H. Tan, editors, Trust
and Deception in Virtual Societies. Kluwer Academic Publisher, 2001.

E. Lorini and R. Demolombe. Trust and norms in the context of computer security:
a logical formalization. In R. van der Meyden and L. van der Torre, editors, Deontic
Logic in Computer Science. Springer, LNATI 5076, 2008.

E. Lorini and R. Demolombe. From trust in information sources to trust in
communication systems: an analysis in modal logic. In J. Broersen and J.-J.
Meyer, editors, International Workshop on Knowledge Representation for Agents
and Multi-agent Systems (KRAMAS 2008): Post-proceedings, Sydney, 17/09/2008-
17/09/2008, LNAI Springer-Verlag, 2009.

N. Osman, C. Sierra, and J. Sabater-Mir. Propagation of opinions in structural
graphs. In 19th European Conference on Artificial Intelligence (ECAI-10), 2010.
O. Richters and T. P. Peixoto. Trust transitivity in social networks. Technical
report, Darmstadt Technical University, 2010.



