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Abstract. In the �eld of information systems the term \constraint" is applied to statementsof various kinds. Here we start from the analysis of a simple example to characterise thedi�erent kinds of constraints. It is shown that constraints may be necessary truths ordeontic constraints. Moreover, deontic constraints are classi�ed into three di�erent types:deontic constraints about the world, deontic constraints about the representation of theworld (self-completeness), and deontic constraints about the links between the world and itsrepresentation (validity and completeness).We describe a modal logical framework to de�ne the di�erent types of constraints, to char-acterise their violations, and to show how to repair their violations. Two di�erent general



2 J. Carmo et al. / An application of deontic logic to information system constraintsforms of deontic constraints are considered, namely O(�!  ) and �! O , and it is shownthat, except for deontic constraints about the world, the latter is more appropriate. Spe-cial issues related to the de�nition of quanti�ers in the context of modal operators are alsoconsidered.Keywords: Integrity, Information Systems, Modal Logic.1. IntroductionThere are many papers in the literature about integrity constraints in the context of databasesor information systems (IS) [15, 16, 18, 19, 21], but there is no consensus about the meaning ofthe terms \integrity" and \constraints", and their de�nitions are not completely clear.Some authors claim that integrity constraints contribute to the de�nition of the semanticsof data. For instance, Kwast in [12] says that \integrity constraints are formal tools to givemeaning to data in the database", Meyer et al. in [13] say that some of the integrity constraintsare \analytical statements, which describe logical consequences that follow from the words usedin the statements". However, Gertz in [9] claims that \from a practical point of view, thetraditional notion of data integrity, i.e. the semantic correctness of stored data, plays only aminor role with regard to the reliability of [...] data", where he informally de�nes \reliability"in terms of \accuracy and completeness of data".In his very popular text book [3] Date de�nes integrity only in terms of \correctness". Heconsiders that in a database there are relations, called \base relations", that play a speci�c role,and he says: \...it is usual to think of integrity rules as applying to base relations speci�cally.This is because it is the base relations that are supposed to \re
ect reality", and hence it isthe base relations that must be constrained to contain correct, or at least plausible, values....".He also says that \the term \integrity" refers to accuracy or correctness of the data in thedatabase. To say that the database is in a state of integrity means, therefore, that the databaseis correct - meaning, precisely, that it does not violate any known integrity rule". Even if Gertzcomplains that \there neither exists a formalism nor a technique" to guarantee data reliability,an important pioneer work in this direction is that of Motro in [14]. His paper title: \Integrity =Validity + Completeness", clearly shows his personal view of what integrity is. More explicitlyMotro says \answers [to queries] have integrity if they contain the whole truth (completeness)and nothing but the truth (validity)", and he gives a formal de�nition of valid answers and ofcomplete answers to queries expressed in classical �rst order logic for a restricted class of queriescalled \conjunctive queries".There is also a lack of consensus for the de�nition of the notion of constraint satisfaction. In[7] Gardarin and Valduriez say that \a database system must guarantee consistency, a conditionthat exists if the database satis�es a set of rules called semantic integrity constraints or simplyintegrity constraints". As Minker et al. say in [10] \there is a broad body of work on logic andrelational databases, and a general consensus of what databases (facts and rules) and queriesmean. However, there is less work on the meaning of integrity constraints and certainly no



J. Carmo et al. /An application of deontic logic to information system constraints 3consensus [...] . For instance, one may de�ne that ICs must be consistent with the database,or de�ne they must be provable statements, deducible from the database". In [20], van derMeyden refers to \unacceptable" database states, and gives the following example: \for a givenapplication not all relations for a schema are sensible. For example, each social security numbershould identify a unique person, so a relation R with attributes Person and SSN containingtuples (Jones,111-222-333) and (Smith,111-222-333) is unacceptable". Later on he says that\satisfaction of the dependencies 1 provides a way of checking that the data are not incoherent".He mentions that the two de�nitions of constraint satisfaction mentioned by Minker et al. havebeen proposed by Kowalski [11] (de�nition based on consistency) and by Reiter [17] (de�nitionbased on entailment), and we fully agree with van der Meyden when he adds that \the distinctionbetween the two de�nitions blurs somewhat once one considers query processing in the presenceof integrity constraints. In relational databases, integrity constraints satis�ed by a database maybe ignored during query processing [...]. However, ignoring integrity constraints that are satis�edby an inde�nite database under the consistency de�nition may lead to undesirable results".This brief overview shows that integrity constraints may have several di�erent implicit con-notations. The objective of this paper is to make explicit the notions involved in integrityconstraints and to give formal logical de�nitions for each of them. We shall see that in manycases constraints are obligations, and that is why deontic logic plays a speci�c role in the formalde�nitions.In the next section a simple example is used to analyse informally the most usual de�nitionsof integrity constraints found in the literature. This analysis shows that some constraints areabout links between the database and the real world. These links (called \validity" and \com-pleteness") are formally de�ned in section 3, and we describe some key properties for reasoningabout these notions. In section 4, a classi�cation is presented of the di�erent types of integrityconstraints, and for each one we give its formal de�nition and the de�nition of violation, andwe show how violations could be repaired. In this section, the types of derivations we wouldlike to be able to draw in an appropriate logic are also made explicit. The next section, section5, presents a proposal for such a logic, and an analysis of two possible de�nitions of deonticconstraints. In the conclusion we raise the possibility of applying this framework to the moregeneral context of multi-agent systems.2. Analysis of the standard approachAlthough, as we have seen in the introduction, there is no consensus about the notion of integrityconstraints, and about constraint satisfaction, we shall nevertheless in this section refer to a\standard approach" to integrity constraints. Our objective is to analyse, with the help of atypical example, the most signi�cant features of integrity constraints mentioned by the databasecommunity, and then to make explicit the fundamental concepts that are involved in theirde�nitions.1Dependencies are a special kind of constraints that have been extensively investigated in the database �eld.



4 J. Carmo et al. / An application of deontic logic to information system constraintsIt is assumed, in this section, that the database content is represented by a set of closedformulas DB of some �rst order predicate calculus language. In the special case of relationaldatabases DB is restricted to a set of ground atoms. Integrity constraints are represented by aset IC of closed formulas of the same language.Now let's consider the following example where we have the three integrity constraints:IC1': every car uses diesel oil or petrol.IC2': there is no car that uses both diesel oil and petrol.IC3': every ordered car is in the stock.To represent these constraints by formulas we consider a language that contains the predicatesymbols: c(x), d(x), p(x), o(x) and s(x), whose intuitive meanings respectively are: x is a car, xuses diesel oil, x uses petrol, x has been ordered, and x is in stock. Then the integrity constraintsare represented by the formulas:IC1: 8x(c(x)! d(x) _ p(x))IC2: :9x(d(x)^ p(x))IC3: 8x(o(x)! s(x))and we have IC = fIC1; IC2; IC3g. It is also assumed that the database content is representedby the set of formulas DB = fc(a); d(b); p(b); o(c)g.Most members of the database community believe that the database represents a uniquestate of the world. The formal consequence of this assumption is that DB must be a completetheory. Indeed, each formula p or its negation :p must be derivable from DB in the same wayas each formula p is true or false of the unique state of the world represented by the database. In[17] Reiter has de�ned a set of axioms, called CWA, whose addition to DB leads to a completetheory, i.e. the theory DB [ CWA is complete. In our example CWA consists of the setof Unique Name Axioms: :(a = b), :(a = c) and :(b = c), of the Domain Closure Axiom:8x(x = a _ x = b _ x = c), and of a set of Completion Axioms, one for each predicate symbol.The Completion Axioms state that no other objects satisfy a given predicate than the objectsthat explicitly satisfy this predicate in DB. For example, for the predicate symbols o(x) ands(x) the Completion Axioms respectively are: 8x(o(x)! x = c) and 8x(s(x)! false). Noticethat DB 6` p implies DB [ CWA ` :p.In the standard approach the constraints are satis�ed if the database is consistent with theconstraints, i.e. fIC[DBg is consistent, or if the database entails the constraints, i.e. DB ` IC.The second de�nition of satisfaction is di�cult to justify in the case where DB is an incompletetheory. For instance, in the particular case where the database is empty, i.e. DB = ;, it is clearthat we do not have DB ` IC, while there is no intuitive reason to say that constraints are notsatis�ed. However, if the Closed World Assumption is accepted, the two de�nitions coincide,since fIC [DB [ CWAg is consistent i� DB [ CWA ` IC holds.To explain which undesirable situations are implicitly characterised by the notion of incon-sistency, we have to distinguish what is represented in the database and what is true of theworld. For this purpose, a doxastic modality Bdb is introduced here, whose formal de�nition willbe given in section 3. Formulas of the form Bdbp and p, where p belongs to a classical �rst order



J. Carmo et al. /An application of deontic logic to information system constraints 5language, are respectively read: the database believes p, and p is true of the world. Then, usingthis modality, the database content is represented by DB0 = fBdbc(a); Bdbd(b); Bdbp(b); Bdbo(c)ginstead of DB.Now we can use this example to show how constraint violations are characterised in the stan-dard approach, and to make explicit the reasons for not accepting the corresponding situations.Let's take �rst the constraint IC2. The set fIC2[DBg is clearly inconsistent, due to theinformation about the car b. Then this situation is unacceptable. In the standard approach itis said that it is unacceptable because there is an inconsistency, and obviously an inconsistentset of formulas cannot be a representation of the world. Furthermore, it is said that to comeback to an acceptable situation either d(b) or p(b) has to be removed from the database. Ourexplanation of this attitude is that IC2 is assumed to be true of the world, and that is whythe possibility of removing IC2 to restore consitency is discarded. Since the set of formulasfIC2; d(b); p(b)g is inconsistent, at least one of these three formulas is false of the world, andsince IC2 is assumed to be true, either d(b) or p(b) is false of the world. So our explanation isthat the situation is unacceptable because the database contains false data. If we use themodal language, the interpretation of the unacceptability of the situation is that we have eitherBdbd(b)^ :d(b) or Bdbp(b)^ :p(b).If we consider the constraint IC1, fIC1 [ DBg is consistent, but fIC1 [ DB [ CWAg isinconsistent. Indeed, we have DB ` c(a), DB 6` d(a) and DB 6` p(a), and therefore we have:DB [ CWA ` c(a) ^ :d(a) ^ :p(a). Then, this database state is unacceptable. Since, in thestandard approach, it is assumed that IC1 is true of the world, to come back to a situationwhere fIC1[DB[CWAg is consistent there are three possible cases to consider. If c(a) is trueof the world, since IC1 is also true we can infer that d(a) _ p(a) is true of the world, and thereason why the situation is unacceptable is that some true fact, either d(a) or p(a) is missingin the database. Using the modal language we have either d(a)^:Bdbd(a) or p(a)^:Bdbp(a).If c(a) is false of the world, the situation is unacceptable because the database contains falsedata, i.e. we have Bdbc(a)^ :c(a).Finally, if we consider the constraint IC3, the set fIC3[DB [ CWAg is inconsistent, andthe situation is unacceptable. Here, it is not so obvious that IC3 is assumed to be true of theworld. This assumption might be accepted if, for instance, the company that sells the car isorganised in such a way that a car cannot be ordered if it is not already in stock. In this caseIC3 can be assumed to be true of the world, and the unacceptability of the situation is similarto that which arose for for constraints IC1 and IC2. That is, either o(c) is true of the worldand therefore s(c) is also true of the world, and the true fact s(c) is missing in the database,or o(c) is false of the world and the database contains false data.However, though this possibility is usually not considered in the standard approach, it maybe that the truth of IC3 is not guaranteed by the organisation of the company, and that IC3is a norm that should hold in the world, but does not necessarily hold. Carmo and Jones in [1]have called these constraints \deontic constraints", or \soft constraints" (Meyer et al. in [13]also use the term \soft constraint"). In that case the database is used to detect situations where



6 J. Carmo et al. / An application of deontic logic to information system constraintsIC3 is false of the world, that is, situations where the obligation about the world is violated.Here, there is no need to change the database content, nor to remove the constraint IC3. In thiscontext IC3 would be wrongly represented by a formula in classical logic that is inconsistent withDB. On the contrary, instead of an inconsistency, we should be able to represent an obligationviolation using a deontic logic, and, in case of violation there is no need to change the databasecontent. The system should inform users that a violation has occured, and they should performappropriate actions in the world in order to try to repair the violation.There is another kind of constraint that is not considered in the standard approach, andwhich has been introduced by Reiter in [18]. These constraints are about a kind of completenessthat is not de�ned by reference to the world, but by reference to the database content itself. Anexample of a constraint of this kind would be that, if the database believes that some x is a car,then it should believe that x uses diesel oil or it should believe that x uses petrol.The conclusion we draw from this analysis is that in the standard approach consistencychecking is used as a formal technique to detect violations of implicit obligations. These implicitobligations either express that if some facts are represented in the database they should betrue of the world, or that if some facts are true of the world they should be represented inthe database. In the rest of this paper, these two kinds of obligations are respectively calledobligations about `validity`" and obligations about \completeness".Another conclusion is that there are constraints that are known to be true of the world andthat are not falsi�able, and there are constraints that are obligations about the world and canbe violated. These violations can be detected by an information system provided the relevantfacts for these detection are either valid or complete or both.In the following we adopt the view, as does Motro, that integrity is de�ned in terms of validityand completeness, and we present logical de�nitions of these notions and of their properties.3. Information validity and information completenessFirts we must draw attention to a terminological problem. We use the terms \validity" and\completeness", as in Motro [14], with a meaning di�erent from that assigned in formal logic,where \validity" may be used to refer to the property of soundness of a given axiomatisation(if an axiomatisation is sound, all theorems are valid formulas), and the \completeness" of anaxiomatisation means that it generates all valid formulas as theoremsWe use the term \database" to denote the information about the world managed by theinformation system. This information can be formally represented by a �nite set of sentences(i.e. formulas without free variables) DB of a given �rst order predicate calculus language L1.This language is extended with a doxastic modality Bdb. If p is in L1, Bdbp can be read \thedatabase believes p". Let us call this extended language L. L is formally de�ned as follows:� if p belongs to L1, then p and Bdbp belong to L,� if p and q belong to L, then :p, p _ q, and 8xp belong to L,� there is no other formula in L.



J. Carmo et al. /An application of deontic logic to information system constraints 7The other standard logical connectives and quanti�ers are de�ned in the usual way. It isworth noting that there are no nested modalities in L. The explanation is that, althoughtthere are information systems, such as dialogue management systems, that contain in their\database" a representation of users' beliefs, we are here thinking of databases in the standardway, as representing part of the \objective" world, i.e., not including agents' beliefs. The setDBB of database beliefs is de�ned from DB as the set of sentences:DBB = fBdbp : ` DB! pg [ f:Bdbp : 6` DB! pgIt is assumed that the modal operator Bdb is a normal operator, according to the Chellasclassi�cation [2]. The (D) schema is not imposed because it may happen, even if it is anundesirable situation, that the database contains inconsistent facts. Theorems of this logic aredenoted by `B.Let us call W a formal representation of the world in the language L1, i.e. W is a setof sentences of L1 that represents the facts and properties of the actual world that can berepresented in L1. From an intuitive point of view W is intended to represent the actual world,but that does not mean that the information system knows W . Since the actual world is unique,it is assumed that, for every sentence p in L1, we have either W ` p or W ` :p. In general,only parts of the information represented in the database coincide whith what is represented byW . The theory W is introduced in the logical framework to facilitate reasoning about the linksbetween DB and the world.De�nition 3.1. Information validity. For a given state of the world W and of the databaseDB, we say that the database is valid for p i� we have 2:W;DBB `B val(p) (1)where val(p) def= Bdbp! p.This de�nition can be extended to a set of facts of the form p(x), where x may be a tuple ofvariables, by replacing the de�nition of val(p) by: val(p(x)) def= 8x(Bdbp(x)! p(x)).De�nition 3.2. Information completeness. For a given state of the world W and of thedatabase DB, we say that the database is complete for p i� we have:W;DBB `B comp(p) (2)where comp(p) def= p! Bdbp.This de�nition can be extended to a set of facts of the form p(x), where x may be a tuple ofvariables, by replacing the de�nition of comp(p) by: comp(p(x)) def= 8x(p(x)! Bdbp(x)).2According to Chellas (De�nition 2.14, page 47 in [2]), we use the notation T `B f to denote the fact thatthere exists in T a �nite number of formulas A1; : : : ; An such that `B A1 ^ : : : ^An ! f .



8 J. Carmo et al. / An application of deontic logic to information system constraintsThe conditional form of val(p) and comp(p) leads to apparently surprising consequences.For instance, for the database DB we considered in section 2, DB is valid for d(a) because wehave DBB `B :Bdbd(a) and W;DBB `B Bdbd(a) ! d(a). For a similar reason, if we haveW ` :s(c), DB is complete for s(c), because we have W;DBB `B s(c) ! Bdbs(c). But wecan easily be convinced that these de�nitions are the right ones if we consider a database statewhich is not valid (respectively not complete) for p. Indeed, :val(p) (respectively :comp(p)) isequivalent to Bdbp ^ :p (respectively (p ^ :Bdbp), which �ts our intuition.The following theorems express interesting properties that allow the derivation of the validityor completeness of some formulas from a set of assumptions about the validity or completenessof other formulas.Theorem 3.1. For all formulas p and q in L1 we have:`B val(p)^ val(q)! val(p^ q) (3)`B comp(p)^ comp(q)! comp(p^ q) (4)`B comp(p)^ comp(q)! comp(p_ q) (5)We also have properties that show how the validity and the completeness of formulas arerelated.Theorem 3.2. For all formulas p and q in L1 we have:`B (Bdbp _Bdb:p)! (val(p)! comp(:p)) (6)`B :(Bdbp ^Bdb:p)! (comp(p)! val(:p)) (7)Theorem 3.3 expresses some notable negative properties.Theorem 3.3. There are formulas p and q in L1 such that:6`B val(p)^ val(q)! val(p_ q) (8)6`B val(p)! val(:p) (9)6`B val(p_ q)! val(p) (10)6`B val(p^ q)! val(p) (11)6`B comp(p)! comp(p _ q) (12)6`B comp(p)! comp(:p) (13)6`B comp(p_ q)! comp(p) (14)6`B comp(p^ q)! comp(p) (15)



J. Carmo et al. /An application of deontic logic to information system constraints 9To prove Theorem 3.3 we just need to exhibit counter examples. For instance, for (8), we cancheck that if DB = fp _ qg and f:p;:qg � W , we have val(p) and val(q), but we do not haveval(p_ q). For (9), a counter example is given by DB = f:pg and fpg � W . More surprisingis the property (11). A counter example is given by DB = fpg and f:pg � W . To understandthe reason why we have (11) we have to come back to the de�nitions of val(p^ q) and of val(p),which are Bdb(p^ q)! p^ q and Bdbp! p, respectively. We then see that from the assumptionval(p^ q) we can infer p ^ q, and therefore p, only if we are in a situation where the databasebelieves p^ q. If the database believes p and does not believe q we cannot infer p^ q, and p maybe false.The notions of validity and completeness we have de�ned are about the links between therepresentation of the world and the representation of the database content. It is interesting tocompare these notions with the notions of consistency and \self-completeness" that are de�nedas follows.A database is consistent i� for every sentence p in L1 we have either DB 6` p or DB 6` :p,and a database is self-complete i� for every sentence p in L1 we have either DB ` p or DB ` :p.In [4] it has been shown that the database is consistent i� for every sentence p in L1 wehave DBB `B :(Bdbp ^ Bdb:p), and it is self-complete i� for every sentence in L1 we haveDBB `B Bdbp _ Bdb:p. Even though these two latter notions are independent of the stateof the world, they are related to the notions of validity and completeness by the followingproperties: `B val(p)^ val(:p)! :(Bdbp ^Bdb:p) (16)and `B comp(p)^ comp(:p)! Bdbp _ Bdb:p (17)Therefore, if the database is valid for every sentence in L1, it is consistent, and if it iscomplete for every sentence in L1, it is self-complete.4. Constraints of di�erent typesThe intuitive meaning of the term \constraint" suggests the identi�cation of a sub-set of aset of possibilities. Using the terminology of the usual semantics of modal logic, the set ofall possibilities is the set of possible worlds, real or imaginary. The sub-sets picked out byconstraints, we suggest, may be of two kinds.First, there are sub-sets which conform to all \hard constraints" - constraints which expressanalytic truths (\All bachelors are unmarried men"), and constraints which express, or areconsequences of, laws of nature. We shall here refer to hard constraints as \necessary truths",for the reason that any possible world which could possibly be a real world must satisfy them:they are unfalsi�able in possible real worlds.Secondly, there are the sub-sets which conform to \soft constraints" - constraints which ex-press norms that indicate how things are in ideal worlds, how things ought to be. We shall



10 J. Carmo et al. / An application of deontic logic to information system constraintshere refer to soft constraints as \deontic constraints", and we note that such constraints areviolable: there may be real worlds in which deontic constraints are not satis�ed. The \unac-ceptable situations" mentioned in the example in section 2 correspond to violations of deonticconstraints. For present purposes we are particulary concerned with deontic constraints whichrequire database completeness or validity.In what follows, we shall see how violations of deontic constraints may be characterised,how an information system can detect that a violation has occured, and how violations may berepaired. The logical framework needed for these purposes will be presented in section 5.We �rst have to make more precise the kinds of agents involved in information management.Data stored in the database comes from standard users of the information system who send toit commands for data insertion or data deletion. According to these commands the informationsystem inserts or deletes data in the database, or eventually, rejects the command. So we canlook upon the database as an agent whose set of beliefs is the set of data represented in thedatabase, where these data in fact represent what standard users believe. In most informationsystems, when standard users send queries to the information system the queries are transmittedto the database agent, who computes answers according to his set of beliefs.The information system can also be viewed as an agent who knows exactly what the contentof the database is. The information system can also receive commands from a special kind ofusers called \database administrators". With these commands the administrators can informthe information system of the deontic constraints for which it should detect violations, and alsosupply additional information that the information system can use in detecting violations. Thisadditional information may contain necessary truths, or information about data validity or datacompleteness, or empirical information that can be used by the information system in the sameway as necessary truths.We introduce here several modalities whose formal de�nitions will be analysed later on. Weuse Op to represent the fact it is obligatory that p. This modality is used to represent deonticconstraints. Necessary truths are represented by the modality N , and Np can be read: p is truein every possible real world. The information known by the information system is representedby the modality Ks, and Ksp can be read: the information system knows that p.4.1. Deontic constraints about information validity and information com-pletenessLet us now reconsider the situation which is unacceptable due to inconsistency between DB [CWA and IC1. In our approach the situation can be represented as follows. The formulaIC1 : 8x(c(x) ! d(x) _ p(x)) is classi�ed as a necessary truth, and we have N(8x(c(x) !d(x)_p(x))). Data that are involved in the inconsistency are c(a), d(a) and p(a), and, accordingto the database content, we have: Bdbc(a), :Bdbd(a), and :Bdbp(a).We have seen that the inconsistency of IC1[DB[CWA is indirectly used to characterise thefact that d(a) or p(a) is missing in the database, if c(a) is true of the world, or to characterise thefact that the database contains false data, if c(a) is false of the world. It might be assumed, for



J. Carmo et al. /An application of deontic logic to information system constraints 11example, that the standard users who insert data of the form c(x) are known by the informationsystem to be reliable. Then, from Bdbc(a) we can infer that c(a) is true of the world. Since wehave val(c(x)) the implicit deontic constraints are about the completeness of d(a) and p(a).The formal representations of these constraints which most immediately suggest themselvesare O(d(a) ! Bdbd(a)) and O(p(a) ! Bdbp(a)). A point to be discussed in more detail insection 5, however, is that another possible formal representation of them is d(a) ! OBdbd(a)and p(a)! OBdbp(a). It is worth noting that the situations where the constraints are violatedare the same, whichever of these two formal representations is chosen. Indeed, in both cases aviolation is characterised by d(a) ^ :Bdbd(a) and p(a)^ :Bdbp(a).In general deontic constraints about completeness of facts of the form �(x) can be formallyrepresented by: O(8x(�(x) ! Bdb�(x))) or by 8x(�(x) ! OBdb�(x)). The former will bedenoted by O1=comp(�(x)) and the latter by O2=comp(�(x)). Whenever it is not relevantto make explicit our choice, we shall use the notation O=comp(�(x)). Notice that for bothrepresentations a constraint violation is characterised by 9x(�(x)^:Bdb�(x)), which is logicallyequivalent to :comp(�(x)).Likewise, deontic constraints about validity can be formally represented either by O(8x(Bdb�(x) ! �(x))) or by 8x(:�(x) ! O:Bdb�(x)). These formal representations will re-spectively be denoted by O1=val(�(x)) and by O2=val(�(x)), and we shall use the notationO=val(�(x)) when the distinction is irrelevant.Since the information system knows the database content and the constraints, we �nallyhave:KsBdbc(a), Ks:Bdbd(a), Ks:Bdbp(a),Ks(N(8x(c(x)! d(x)_ p(x)))),Ksval(c(x)),KsO=comp(d(x)), KsO=comp(p(x)).As has been mentioned above, violations of the deontic constraints for the car a are charac-terised by: d(a) ^ :Bdbd(a) and p(a)^ :Bdbp(a).The reasoning of the information system to detect deontic constraint violations should be thefollowing. From the de�nition of val, and from Ksval(c(x)), we have Ks(8x(Bdbc(x)! c(x))),and, if we accept the schema Ks8x�(x) ! Ks�(a), we have Ks(Bdbc(a) ! c(a)). Then, fromKsBdbc(a), assuming that Ks is a normal modality, we have Ksc(a). From Ks(N(8x(c(x) !d(x) _ p(x)))), assuming the logical validity of the schema N� ! �, we have Ks(8x(c(x) !d(x) _ p(x))), and Ks(c(a) ! d(a) _ p(a)). Then, with Ksc(a), we have Ks(d(a) _ p(a)), andfrom Ks:Bdbd(a) and Ks:Bdbp(a) we have Ks((d(a) _ p(a)) ^ :Bdbd(a) ^ :Bdbp(a)), whichentails Ks((d(a) ^ :Bdbd(a)) _ (p(a) ^ :Bdbp(a))). In classical logic �(a) ! 9x�(x) is a validschema, so by the normality of Ks, we have Ks(9x(d(x) ^ :Bdbd(x)) _ 9x(p(x) ^ :Bdbp(x))),that is, by de�nition of comp(d(x)) and of comp(p(x)), Ks(:comp(d(x))_ :comp(p(x))).That means that the information system knows that one of the two constraintsO=comp(d(x))or O=comp(p(x)) is violated. To know which one is violated it has to know, in addition, whetherfacts of the form d(x) or of the form p(x) can be assumed to be complete. For example, if it



12 J. Carmo et al. / An application of deontic logic to information system constraintsknows that the database is complete for facts of type p(x), i.e if we have Ks(comp(p(x)), fromKs:Bdbp(a) it can be infered that Ks:p(a), and the only way to repair the violation is to insertd(a). Similarly, if we have Ks(comp(d(x)), to repair the violation p(a) has to be inserted.4.2. Deontic constraints about the worldLet us now reconsider now the constraint IC3, and suppose that it represents a deontic constraintabout the world. We have O(8x(o(x)! s(x))), and the database beliefs are such that we have:Bdbo(c) and :Bdbs(c). A violation of this constraint for the car c is represented by o(c)^:s(c),because o(c)^ :s(c) implies :8x(o(x)! s(x)).To be able to detect this violation the information system must be able to infer o(c)^:s(c)from Bdbo(c) and :Bdbs(c). That is possible, for example, if it knows that the database isvalid for facts fo the form o(x) and complete for the facts of the form s(x). In that case theinformation system knowledge is represented by:KsBdbo(c), Ks:Bdbs(c),Ks(O(8x(o(x)! s(x)))),Ksval(o(x)), Kscomp(s(x)).Here from Ksval(o(x)) we have Ks(Bdbo(c) ! o(c)), and with KsBdbo(c) we have Kso(c).In a similar way, from Kscomp(s(x)) we have Ks(s(c) ! Bdbs(c)) and Ks(:Bdbs(c) ! :s(c)).Then, withKs:Bdbs(c), we haveKs:s(c). Therefore, we haveKs(o(c)^:s(c)), andKs(:(8x(o(x)! s(x))))As we have mentioned before, to repair this violation it is the world which has to be changed,not the database. The only thing that the information system can do in this situation is to informthe users that a violation of this deontic constraint has occurred for the car c.4.3. Deontic constraints about information self-completenessThe last example serves to illustrate deontic constraints about self-completeness, such as Reiterhas proposed in [18]. For instance, the unacceptable situation due to the inconsistency ofIC1 [DB [ CWA, may be interpreted as a violation of the deontic constraint that informallysays that for every x which is believed by the database to be a car, the database should be awareof whether it uses diesel oil or petrol. This constraint can be expressed by O(8x(Bdbc(x) !Bdbd(x) _Bdbp(x))). Then, the information system knowledge is represented by:KsBdbc(a), Ks:Bdbd(a), Ks:Bdbp(a),Ks(O(8x(Bdbc(x)! Bdbd(x)_Bdbp(x)))).In that case, since we have Ks(Bdbc(a)^:Bdbd(a)^:Bdbp(a)), we also haveKs(9x(Bdbc(x)^:Bdbd(x) ^ :Bdbp(x)) and Ks(:8x(Bdbc(x)! Bdbd(x) _Bdbp(x))). So the information systemcan detect the violation of this obligation without information about the world, or about datavalidity or completeness. To repair the violation there are three possibilities: to delete c(a) fromthe database, to insert d(a) or to insert p(a). It is reasonable not to choose arbitrarily amongthese three possibilities, and a sensible justi�cation would be to make the choice in the light of



J. Carmo et al. /An application of deontic logic to information system constraints 13the facts that are true or false of the world. For instance, if the information system knows thatthe database is valid for the facts of the form c(x), i.e. Ksval(c(x)), it would be odd to repair theviolation by deleting c(a), though that would be acceptable from a formal logical point of view.Rational support for the choice is provided if two of the following properties hold: Ksval(c(x)),Kscomp(d(x)) or Kscomp(p(x)).For instance, if we have Ksval(c(x)) and Kscomp(d(x)), from KsBdbc(a) and Ks:Bdbd(a)we can infer Ksc(a) and Ks:d(a). Then, to repair the violation p(a) has to be inserted. If wehave Kscomp(d(x)) and Kscomp(p(x)), we can infer Ks:d(a) and Ks:p(a), and c(a) has to bedeleted.It may be remarked that, as in the �rst example, the same additional information is requiredin order to know which deontic obligation is violated and how to repair it. Is this an indicationthat the constraint O(8x(Bdbc(x)! Bdbd(x)_Bdbp(x))), on one hand, and the set of constraintsO=val(c(x)), O=comp(d(x)) and O=comp(p(x)), on the other hand, intuitively express the sameconstraint? We can easily see that the answer is \no". Indeed, if we have, for example, DB =fc(a); d(a)g, and p(a) is true of the world, since we have Bdbc(a) ^ Bdbd(a), the constraintO(8x(Bdbc(x)! Bdbd(x)_Bdbp(x))) is satis�ed, while the constraint O=comp(p(x)) is violated,because we have p(a) ^ :Bdbp(a). Nevertheless, it may be that they are not independent.Indeed, the constraint O(8x(Bdbc(x)! Bdbd(x) _ Bdbp(x))) has to be justi�ed by the truth of8x(c(x)! d(x)_p(x))). And, if we adopt the second kind of representation of deontic constraintsabout validity and completeness, from O2=val(c(x)), O2=comp(d(x)) and O2=comp(p(x)), and8x(c(x)! d(x)_ p(x)), we can infer in classical logic: 8x(O:Bdbc(x)_OBdbd(x)_OBdbp(x)),which entails: 8xO(Bdbc(x)! Bdbd(x)_Bdbp(x))), if O is a normal operator. Then, if we acceptthe axiom schema 8xO�(x)! O8x�(x), we �nally have: O(8x(Bdbc(x)! Bdbd(x)_Bdbp(x))).4.4. Violation detection in generalWe can easily generalise from the previous examples that deontic constraint violations are rep-resented by conjunctions of formulas of the form p, Bdbp or :Bdbp, where p is in L1.Indeed, violations of contraints of the form O=val(p) and O=comp(p) are respectively rep-resented by Bdbp ^ :p and p ^ :Bdbp. Violations of constraints of the form O(p ! q) arerepresented by p^:q, and violations of constraints of the form O(Bdbp! Bdbq) are representedby Bdbp ^ :Bdbq, where p and q are in L1.Then, to detect violations, the information system may have to derive consequences of theform p, Bdbp or :Bdbp, where p is in L1. How can the information system derive this information?We can infer Ksp from KsNp, or from Ksval(p)^KsBdbp, or from Kscomp(:p)^ Ks:Bdb:p.Formulas of the form KsBdbp or Ks:Bdbp should respectively be derivable from Bdbp or :Bdbp.We have to pay special attention to the formal representation of sentences of the kind \everyx should satisfy �(x)". They can be represented by O8x�(x). In this case ]] there is a violationwhen :8x�(x) holds, and a violation is detected by the information system when we haveKsO8x�(x) and Ks:8x�(x).A su�cient condition for violation detection is that for some individual a the system knows



14 J. Carmo et al. / An application of deontic logic to information system constraintsthat we have :�(a), i.e. Ks:�(a). Indeed, if Ks is a normal operator, and if :�(a)! 9x:�(x)is a valid formula, as in classical logic, from Ks:�(a) we can infer Ks9x:�(x) and Ks:8x�(x).If the role of the information system is also to repair the violation, it has to know the particularindividual a that causes the violation, and, in that case, the su�cient condition is also a necessarycondition.However, the sentence \every x should satisfy �(x)", can also be formally represented by8xO�(x). Then, 8xO�(x) entails for each individual a the obligation O�(a), and the de�nitionof a violation of 8xO�(x) is that for some individual a we have :�(a). Then a violation isdetected by the information system when we have Ks:�(a) for some a.We see that for both representations Ks:�(a) is a necessary and su�cient condition fordetecting and repairing a violation. For that reason we can consider that the distinction betweenthem is not relevant, and thatO8x�(x) and 8xO�(x) can be considered to be logically equivalent.5. Toward a general logical frameworkIn this section we discribe and discuss a logical framework that would generate the derivationspresented informally in the previous section. The formal language L, de�ned in section 3, isextended to incorporate the modalities Ks, N and O, in the same way as for the modality Bdb.As was mentioned in section 3, the logic of modality Bdb is assumed to be that of a normalmodal logic. So we have: Bdb(�!  )! (Bdb�! Bdb ) (18)The modalities Ks and N are also assumed to be normal. In addition, their logics willcontain the axiom schema (T). Then we have:Ks(�!  )! (Ks�! Ks ) (19)Ks�! � (20)N(�!  )! (N�! N ) (21)N�! � (22)To represent formally the fact that the information system knows the database content, weadopt the schemas: Bdb�! KsBdb� (23):Bdb�! Ks:Bdb� (24)Notice that from (20), (23) and (24) we have KsBdb�$ Bdb� and Ks:Bdb�$ :Bdb�. Forthe formalisation of the deontic modality O we can consider several possibilities. The simplestis to assume that the logic of O is that of a normal modal logic. Then we have:



J. Carmo et al. /An application of deontic logic to information system constraints 15O(�!  )! (O�! O ) (25)The question now is how to represent the di�erent kinds of deontic constraints. We startwith the analysis of deontic constraints about data validity and data completeness.Let's suppose �rst that these constraints are respectively represented by O1=val(p) andO1=comp(p), that is by: 3 O(Bdbp ! p) and O(p ! Bdbp). In that case we can draw counterintuitive conclusions. Consider, for example, a situation where the database should be completefor some given formula p, and there is a deontic constraint about the world which says that pshould hold, and the later constraint is violated, i.e. :p holds, and the database does not believep. This situation is formally represented by:O(p! Bdbp), Op, :p, :Bdbp.For instance, the meaning of the formula p could be that John has a driving licence, and thesituation is that John has no driving licence, and the database does not believe that he has adriving licence, which satis�es the deontic constraint about database completeness, but violatesthe deontic constraint about the world. At this level, this formal description of the situationseems to be acceptable.However, from O(p ! Bdbp) and Op, we can infer OBdbp because O is normal, and thederived obligation OBdbp is violated because we have :Bdbp. Should we have to repair thisviolation, that is to change the database content in such a way that the database believes p?Certainly not, because p is not true of the world. The only obligation that is violated is Op, butthe obligation about the completeness for p is not violated.A similar problem arises in a situation formally represented by:O(Bdbp! p), O:p, p, Bdbp.Here, from O(Bdbp ! p) and O:p we can infer the obligation O:Bdbp, which is violated,since we have Bdbp. Suppose the meaning of p is that John has a gun at home. The obligationthat he should not have a gun at home is violated, but the database content correctly representsthe situation, and there is no violation of the obligation about validity for p.We can conclude that, if O is a normal operator, deontic constraints about validity orcompleteness must be represented in a di�erent way.The second posibility is to adopt the second formal representation O2=val(p) and O2=comp(p),that is: :p ! O:Bdbp, which can be read: if p is false of the world the database should notbelieve p, and p ! OBdbp, which can be read: if p is true of the world the database shouldbelieve p. With these forms for the deontic constraints, the �rst situation is represented by:p! OBdbp, Op, :p, :Bdbp.and we cannot infer the obligation OBdbp about the database content. The second situation isrepresented by::p! O:Bdbp, O:p, p, Bdbp.and we cannot infer the obligation O:Bdbp about the database content. Then, the problemsjust described disappear.3Notice that here p denotes a given �xed formula.



16 J. Carmo et al. / An application of deontic logic to information system constraintsIt may be noted that if we have deontic constraints about the validity and completeness ofsome given formula p, we have: p! OBdbp and :p! O:Bdbp, and then we have :O:Bdbp! p.If we accept the axiom schema OBdb� ! :O:Bdb�, wich seems resonable, with :O:Bdbp! pwe have OBdbp ! p, and from p ! OBdbp we have p $ OBdbp. From :O:Bdbp ! p andp$ OBdbp we also have :O:Bdbp! OBdbp, and from the schema OBdb�! :O:Bdb� we have:O:Bdbp $ OBdbp. If we use P to denote permission - where this operator is de�ned, as isusual, as the dual of the obligation operator - we �nally have: p$ OBdbp and OBdbp$ PBdbp.Were that to be an axiom schema, it would be unacceptable; but these properties hold onlyfor a given sentence for which there are deontic constraints regarding both its validity and itscompleteness.Let us see now how to represent deontic constraints about self-completeness. The �rstpossibility is to represent them by formulas of the form O(Bdbp! Bdbq), or O(Bdbp ! Bdbq _Bdbr), or O(Bdbp! 9xBdbq(x)). However, if we consider a situation formally represented by:p! OBdbp, O(Bdbp! Bdbq), p, :Bdbp, :Bdbq,from p! OBdbp and p we can infer OBdbp, which is violated, because we have OBdbp. Moreover,since O is a normal operator, from OBdbp and O(Bdbp ! Bdbq) we have OBdbq, and theobligation OBdbq is also violated because we have :Bdbq. To repair this second violation thedatabase should be changed in order to have Bdbq. But it is counter intuitive to impose thisdatabase change as long as the database does not believe p. That is, the obligation OBdbq shouldbe conditioned by the fact that Bdbp holds. Therefore, we think that a better formalisation ofdeontic constraints about self-completeness should have the form Bdbp ! OBdbq, or Bdbp !O(Bdbq_Bdbr), orBdbp! O(9xBdbq(x)). With this formal representation the previous situationis represented by:p! OBdbp, Bdbp! OBdbq, p, :Bdbp, :Bdbq.Here, since the database does not believe p we cannot infer that it should believe q, and, asexpected, there is no violation of the constraint about self-completeness.Finally, we may also note that - using these formal representations of deontic constraintsabout validity, completenes and self-completeness - we cannot derive deontic constraints aboutthe world. If the latter are represented by formulas of type O(p ! q), then - since we cannotinfer Op from the other types of constraints - there is no risk of interference in the form of thederivation of intuitively unacceptable obligation sentences.In section 4.4 speci�c issues related to quanti�ers and modal operators have been mentioned.We think that for our purpose we can accept the simplest interpretation of quanti�ers, andassume that in possible worlds structures the same domain is assigned to all the worlds of agiven structure (see [8, 6]). This position is exactly formalised in the axiomatics by Barcanformulas and converse Barcan formulas. That is, for each normal modal operator M : Ks, Bdband O, we accept the axiom schema:8xM�(x)$M8x�(x) (26)It is also assumed that constant symbols have rigid interpretations, that is they are inter-



J. Carmo et al. /An application of deontic logic to information system constraints 17preted by the same domain element in every world of a given structure. With this additionalassumption the following axiom schemas are validated for formulas � where the modal operatorsare normal operators:For every a: 8x�(x)! �(a) (27)�(a)! 9x�(x) (28)In this logic the di�erent types of deontic constraints and their violations are formally rep-resented as follows:1. deontic constraints about validity: 8x(:p(x) ! O:Bdbp(x)), violation: :p(a) ^ Bdbp(a)for some a,2. deontic constraints about completeness: 8x(p(x)! OBdbp(x)), violation: p(a)^:Bdbp(a)for some a,3. deontic constraint about self-completeness: 8x(Bdbp(x)! OBdbq(x)), violation: Bdbp(a)^:Bdbq(a) for some a,4. deontic constraints about the world: O8x(p(x)! q(x)), violation: p(a) ^ :q(a) for somea.The violation of deontic constraints about validity is detected by the information sys-tem if we have Ks(8x(:p(x) ! O:Bdbp(x))) and Ks(:p(a) ^ Bdbp(a)). Indeed, from theschema (27), 8x(:p(x) ! O:Bdbp(x)) ! (:p(a) ! O:Bdbp(a)) is a valid formula, andsince Ks is normal we have Ks(8x(:p(x) ! O:Bdbp(x)) ! (:p(a) ! O:Bdbp(a))). Then,from Ks(8x(:p(x) ! O:Bdbp(x))) we can infer Ks(:p(a) ! O:Bdbp(a)). From Ks(:p(a) ^Bdbp(a)) we have Ks(:p(a)), and with Ks(:p(a)! O:Bdbp(a)) we have Ks(O:Bdbp(a)). FromKs(:p(a) ^Bdbp(a)) we also have Ks(Bdbp(a)). Then the information system knows that thereis a violation of O:Bdbp(a).The violation detection can be made explicit in a di�erent way. From the axiom schema(28), :p(a) ^ Bdbp(a) ! 9x(:p(x) ^ Bdbp(x)) is a valid formula, and since Ks is normal wehave Ks(:p(a) ^ Bdbp(a) ! 9x(:p(x) ^ Bdbp(x))). Then, from Ks(:p(a) ^ Bdbp(a)) we haveKs(9x(:p(x)^Bdbp(x))), and Ks(:(8x(:p(x)! O:Bdbp(x)))).Violation detection for the other types of deontic constraints can be formalised in a verysimilar way.6. ConclusionWe have suggested in this paper that there are two principal categories of constraints: thosewhich express necessary truths, in the sense that they are unfalsi�able in real situations; andthose which express norms, the deontic constraints. The latter have been classi�ed into threedi�erent types: deontic constraints about the world, deontic constraints about the representation



18 J. Carmo et al. / An application of deontic logic to information system constraintsof the world (self-completeness), and deontic constraints about the links between the world andits representation (validity and completeness).A modal logical framework has been proposed to de�ne the di�erent types of constraints andtheir violations. In this framework the modal operators Ks, Bdb, and O are normal operators.The general form of deontic constraints about validity, completeness and self-completeness is:� ! O . We have shown that the form O(� !  ) leads to counter-intuitive consequences,except for deontic constraints about the world. For quanti�ers we have adopted the simplestsolution, which is to assume that for every normal operator M , 8xM�(x) and M8x�(x) arelogically equivalent. This assumption may deserve closer inspection, in particular for the deonticmodal operator.The problems raised by \integrity constraints" in the context of information systems couldbe generalised to the problems of the links between the world and its representation for anykind of agent. The concepts we have introduced and their formal de�nitions could be used, forexample, for the analysis of the following scenario.Consider two agents: a car driver and a policeman. We suppose that the car speed is 65km/h,and that there is a sign that indicates that car speed should be less than 60km/h. The \driver'sdatabase" may contain information about the car speed that is acquired by the driver whenhe watches the speedometer. The driver knows that the speed limitation is 60km/h, and thatthe maximum speed of his car is 180km/h. In his \database" he has the information that thecar speed is 59km/h. However, it is not the case that the driver knows that his database isvalid for the car speed, because the speedometer is not perfectly reliable, and it is not the casethat he knows that his database is complete for the car speed, because the driver is not alwayswatching the speedometer. The \policeman's database" contains the fact that the car speedis 65km/h. The car-speed information in the policeman's database comes from a radar systemthat measures car speeds, and the policeman is always watching the radar. For these reasons,the policeman knows that his database is valid and complete for the car speed. Of course, thepoliceman also knows that the speed limitation is 60km/h.The scenario might be signi�cantly complicated if we want to describe a dialogue betweenthe car driver and the policeman about the car speed, in particular in the case where the agentsdo not necessarily trust each other agents about their sincerity and credibility (see [5] for aformal analysis of these notions).In future work we may extend our framework, in order to be able to formalise this kind ofscenario, with potential applications to multi-agent systems.References[1] J. Carmo and A.J.I. Jones. Deontic Database Constraints and the Characterisation ofRecovery. In A.J.I.Jones and M.Sergot, editors, 2nd Int. Workshop on Deontic Logic inComputer Science, pages 56{85. Tano A.S., 1994.[2] B. F. Chellas. Modal Logic: An introduction. Cambridge University Press, 1988.
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