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Abstract

This paper introduces a propositional dynamic logic in which sequences
of message exchanges between two agents can be represented. It addresses
the issues of axiomatization/completeness and decidability /complexity of
this propositional dynamic logic.

1 Introduction

Encryption systems are an essential tool in computer security: they let agents
transmit information in a hidden form over an insecure network [11, 13]. Tt is
nevertheless true that encryption systems are not enough for the agents to as-
sure that all transactions using the network will be secure. Using pre-established
conventions such as cryptographic protocols, agents can achieve their security
goals: data confidentiality, data integrity, availability of resources, etc. Crypto-
graphic protocols give the description of how agents should exchange messages
on the network. They are usually made up of encryption algorithms together
with agreed-upon sequences of message exchanges. Their use in computers and
communications enable agents to interact with each other and be convinced
of fairness while they execute tasks such as negotiating contracts, voting, dis-
tributing information, etc. Because of the fast expansion of electronic commerce,
cryptographic protocol verification is emerging as a very challenging issue.

Several formal methods have been proposed for verifying cryptographic pro-
tocols. Some of them are based on specialized logics such as the logic BAN
for authentication protocols [3]. This logic formalizes the reasoning carried out
by agents when they execute an authentication protocol and describes how the
knowledge of agents evolves as messages are exchanged. Other approaches, see
[9], are based on alternating-time temporal logic. Alternative ways of reasoning
about cryptographic protocols is to liken their execution to sets of communica-
tion traces. The different ways in which this idea can be formalized are based
on process calculi [1], rewriting systems [12], tree automata [10], etc. Notwith-
standing the capacity of these approaches for analyzing cryptographic protocols
and detecting their defects, the one drawback is that specialized logics (such as
the logic BAN) are limited in the analysis of securitary concepts and alternative
ways (based on process calculi, rewriting systems, tree automata, etc) lack an
appropriate semantics for epistemic concepts.

What we have in mind is to tackle cryptographic protocol verification by
defining a formal language based on epistemic logic and dynamic logic where

*Corresponding author: Laszlé Aszalés, Institut de recherche en informatique de Toulouse,
118 route de Narbonne, F-31062 Toulouse Cedex 4; email address: aszalos@irit.fr.



both the knowledge of agents and the execution of cryptographic protocols can
be represented. In this paper, we focus our attention on the dynamic part of
our formal language. When two agents exchange messages on the network by
executing some cryptographic protocol, each one of them executes its part of the
protocol. This brings us to define our formal language as a many-dimensional
dynamic logic. We start off with the idea of associating with each pair of
programs «, # a modality [« || F], the formula [a|| 3] A being read “whenever the
two agents terminate to execute in parallel @ and 3, they must do so in a state
satisfying A”. The paper is organized as follows. We introduce in section 2
the basic concepts relating to the syntax and the semantics of our logic. In
section 3, we study the commutativity and Church-Rosser properties of our
modalities. We devote section 4 to the mechanization of our logic through a
tableau method. We deal in section 5 with the axiomatization/completeness
issue of a fragment of our modal logic and we briefly sketch the proof that the
satisfiability problem for any given formula of this fragment is decidable.

2 Syntax and semantics

We consider a countably infinite set {pi, ps, ...} of propositional variables and
a countably infinite set {m1, w2, ...} of atomic programs. The set of all formulae
and the set of all programs are defined by induction as follows:

A=ps | A (AVB) | [l f]A

a:=m | A A? | (a;8) | (¢ UB) | send(m) | rec(m)

Like standard propositional dynamic logic [7, 8], a typical feature of our lan-
guage is that it is a multi-modal language with an algebraic structure in the
set of modalities, the formula [a || #]A being read “whenever the two agents
terminate to execute in parallel & and 3, they must do so in a state satisfying
A”. Intended meanings of program constructs are: constant A “continue”, test
A? “continue if A is true, otherwise fail”, composition «a; 8 “do « and then 87,
union U # “do either « or § nondeterministically”, send(m) “send message
m”, rec(m) “receive message m”, where m ranges over a countably infinite set
of message constants. The other standard connectives are defined by the usual
abbreviations. In particular (« || )A is =]« || f]-A. We follow the standard
rules for omission of the parentheses. We may denote formulae by upper case
Latin letters like A, B, C'. Lower case Greek letters like a, 3, v are reserved
for programs. We assume that the function ; is associative with unit element
A, 1.e. we identify two programs if they are equivalent with respect to the least
congruence = on the set of all programs such that (a; 8);y = «; (8;7), ;a =«
and a; A = a. Tt must be remarked that the question whether two given pro-
grams are equivalent modulo = can be decided in polynomial time [2]. We shall
say that « is an elementary program if it is equivalent to a program of one of
the following forms: m, A, A7, send(m), rec(m).

A model is a relational structure of the form M = (Wi, Ws, R, R, V) where
W1 and Wa are nonempty sets of local states, R; and Rs are families of binary
relations on Wy and Wa, ie. Ri(w) C Wi x Wi and Ra(m) C Wa x W for all
atomic programs 7, and V is a valuation on W; x Wy, i.e. V(p;) C W1 x Wa
for all propositional variables p;. When the two agents exchange messages they



execute elementary programs of the form send(m), rec(m). We assume that
agents transmit messages over a perfect channel. Nevertheless, seeing that there
may be a delay between emission and reception of messages, we need to evaluate
formulae at quadruples of the form (s1, ¢1, 9, ¢2), where s1 € Wy is the current
local state of the first agent, ¢1 is the list of all the messages sent by the first
agent but laid unread by the second agent, sy € W5 is the current local state of
the first agent and c2 is the list of all the messages sent by the second agent but
laid unread by the first agent. Such quadruples will be called global states. If
c is a list of messages and m is a message, then by ¢ *m we mean the new list
whose last element is m and whose remaining elements are those of ¢, whereas
by m x ¢ we mean the new list whose first element is m and whose remaining
elements are those of ¢. In the sequel, £ will denote the empty list. Given
a model M we define the accessibility relation (s1,c1, 52, ¢2) Ros(t1,d1, 12, d2)
between global states and the truth-relation (sq,¢q, 82, ¢2) |5, A between global

states and formulae as follows:
® (51,C1,89,C9 R)\”)\(tl,dth,dz) lﬂ S1 = tl, c1 = d1, S9 = tz, Cy = dz.

( )

[ ] (81,61,82,62) R,r||)\(t1,d1,t2,d2) lﬁ SlRl(ﬂ')tl, cC1 = dl, S9 = tg, Cy = d2.
( )
(

® (S51,C1,89,C9 R)\||7r (tl,dl,tg,dg) lﬁ 81 Itl, c1 = dl, SQRQ(W)tg, (&) Idg.

o (s1,c1,82,c2) Razya (t1,d1,t2,d2) iff 51 = 1, c1 = di, s2 = 12, ca =
d2, (81,61,52,62) RA

° (81,61,82,62)R)\”A?(tl,dl,tQ,dg) iffsl = tl, c1 = dl, S9 = tg, Cy =

dQ, (81,61, 82,62) '%AA

® (s1,c1,52,2) Reena(m)||a (t1,d1,t2,da) iff 51 =11, d1 = c1%m, s3 =13, ca =
ds.

L4 (51;61;52;62) R)\Hsend(m) (tl;dl;tQ;dQ) iff s =11, g = dl; S9 = tg, d2 =
Coy % M.

° (51561552562) Rrec(m,)”)\ (tladlatQ;dQ) iff 51 = tl; 1 = dl; S2 = t?; C3
m*dQ.

o (s1,c1,52,2) Rjrec(m) (t1, d1,t2,d2) iff s1 =11, c1 = mxdy, 52 =12, ca =
d.

* Ryjps = (Rajjp © Ryp)-
® Ryalr = (Ryja © Rajjr)-

® Ryafpss = (Roao Rajy;s)U(Rajjy 0 Ryias) Where ¢ and 9 are elementary
programs.

* Ra(auaa)llp = Ra(ay)p U Ra(as)|ls-

* Rajp(piupa) = Ralp(s1) Y Rallp(sa)-

(s1,c1,82,¢9) =, p iff (s1,52) € V(p).

(s1,¢1,82,¢9) | A M (s1,¢1, 52, 2) & A

o (s1,c1,89,¢2) AV Biff (s1,¢1,52,¢9) A or (s1,¢1,82,c¢2) 5, B.



m; | B? | send(m) | rec(m)
o . . .
A? .
send(m) | e .
rec(m) . .

Table 1: Commutativity properties.

° (81,61,82,62) R[Ox”[)’]Alﬁ'fOI' all (tl,dl,tg,dg), if(Sl,61,Sg,Cz)Ra”ﬁ(tl,dl,tg,dg)
then (tl,dl,tQ,dg) '%/‘A

In the definitions above, a(3) always denotes a program with occurrence of
program (3 as a subprogram. As a result, a(y) denotes the result of the replace-
ment of 3 in its place in a with another program 7. Note that, in consequence
of the definition above we have R, g x = Rajx © Rgx. We say that formula A
is satisfiable in model M if (s1,¢,82,¢) |5, A for some s; € W; and for some
s9 € Wa, whereas we say that formula A is valid in model M if (s1,¢, s9,¢) |, A
for all s; € Wy and for all s9 € Wy. A formula is satisfiable if it is satisfi-
able in some model whereas it is valid if it is valid in every model. To make
everything clear, we give an example. In this example, let W1 = {s1,t1,u1},
Wa = {s2,t2}, s1 Ri(m)t1, s1 Ri(m2)u1, and sy Ro(ms)ts. The valuation of propo-
sitional variable p is given by V (p) = {(s1, s2), (t1, s2), (u1,%2)}. We can see that
in this case at (s1,¢, s2,¢) the formula (send(m); (7w U ma) || p?; m3; rec(m))p is
true, but the formula [send(m); (m1 U m2) || p7;ms; rec(m)]p is false, because
(s1,€, 82, 6)Rsend(m);(mUM)”p?;,,a;rec(m) (t1,€,t2,¢) and p is false at (t1,¢,19,€).

m tl
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3 Properties

To understand the meaning of our modalities, a good start is to find formulae
that are valid in every model. The most obvious formulae are of the form:

[P MM 914 & M ¢][e]| A]A

(PIIN[Y1IA = My Kel[ M)A



m; | B? | send(m) | rec(m)
o . . .
A? .
send(m)
rec(m)

Table 2: Confluence properties.

where ¢ and 9 are elementary programs. Table 1 and table 2 give the different
cases when such formulae are valid in every model. Table 1 says, for example,
that formulae like [71 || A][A || m2] A 6 [A]| m2][7m1 || A]A are always valid whereas
table 2 says, for example, that formulae like (71 [| A)[A || mo] A — [A|| mo]{m1 || A)A
are always valid. The proof that every e in table 1 and table 2 corresponds to a
formula valid in every model is left as an exercise for the reader. Let us examine
why formulae like

(send(m) || A)[A]| B?]A — [A|| B?](send(m)]||A)A

are not valid in every model. Let us regard the special case when A is constant
1 “false” and B is formula [A||rec(m)]L. Obviously, in any model M

(s1,€,52,¢) [ (send(m) | M[A[|[A || rec(m)] L7]L
for all s1 € W1, and for all s5 € W5, However
(s1,8,52,¢) Fr A || [ [[rec(m)] L7)(send(m) || A) L
for all s; € W7, and for all s3 € W5. Now, let us examine why formulae like
[x[[AIA[] B7IA  [A| B[« || A]A

are not valid in every model. Let us regard the special case when formula A is
constant 1 “false” and B is propositional variable p. Take the model M where

Wi = {s1,t1}, Wa = {s2}, siRi(m)t1, and V(p) = {(t1,s2)}.

S1 T tl
S92

p

The reader can easily prove that

(s1,€,52,€) P& [m || Al[A||p?]L and (s1,¢€, s2,€) K A || p?][7 || A]L.

4 Tableau method

What we have in mind is to prove that satisfiability in our logic is decidable. In
this respect, we consider in this section a tableau method for the full language.
We will show that our method is complete. Unfortunately, it does not terminate.
As a result, we consider in section 5 a decidable fragment of our language. A
prefix is a quadruple (§, ¢1, 7, ¢2), where £ is a finite sequence of indexed atomic



programs, ¢y is a finite sequence of messages, 7 is a finite sequence of indexed
atomic programs and ¢y is a finite sequence of messages. & is called the left-
prefix of (€, ¢1, 7, ¢2), whereas 7 is called its right-prefix. The left-prefix £ and
the right-prefix n of prefix (€, ¢1, 7, ¢2) encode the accessibility relations Ry and
me2) A

where (€, ¢1,7,¢2) is a prefix and A is a formula. Proofs are written in tree

Rs in a way that will become clear later. A prefived formulais a pair (¢ .,

form, branching downward. Every node of the tree is labelled by a prefixed
formula. An attempted proof of A begins with the tree containing exactly one
node labelled by (x c )= A. Then the tree is enlarged step-by-step using certain
extension rules. Apart from standard rules devoted to Boolean connectives, the
set of branch extension rules contains the following rules:

</\)\>: (57017’7702)<’\||)‘>A [AA]: (6701777762)[’\”’\]14
(6761777702)A (6701777762)A
crne){AT||A)B
2\ (€,c1,m, )< || > -~ (5761777762)[‘4?”/\]3
<' > (E,cl,n,Cz)A [ ] B A
ermen) B ermen B [ @ormen)”
(TA): (6761777,Cz)<7r||’\>A [7A]: (6701,77762)[7"”)‘]14
(E?"n761777762)A (E?"Tnyclv77762)A

At the rule (wA), n is an integer such that &; 7" does not already occur in the
branch. At the rule [7A], n is an integer such that &; 7" already occurs in the
branch. Now we introduce rules concerning the elementary programs of the
form send(m), rec(m).

(5701,77702) <Send(m) || /\>A
(€ crxm,n,cz) A

(€,c1,n.c0) [send(m) || A]A
(€,crm n,05) A

(sA): [sA]:

(r); s INA_ 6y macy[rec(m) | A4

(E;Chﬂ,cz)A (§;01,77,C2)A

() (Eermea)($5 ]| ¥ B)A
T eermen @Il DA | (gcam,ea) M) [ B)A

(€,c1me0) @5 ]| B]A
Gl (eenmen [l Alla|[4; 1A
(,er,m,e) [ ¥][0; ]| B1A

[Us]:

Conmenie(ar Uas) || B)A Eevnes)[a(on U as) || 514
|

e AT oo e ) (€c1,m,e2) [ (@) || B]A
(&,e1,m, 2)<a(a])|| > (&,e1,m, 2)<a(a2)||ﬂ> (6701717702)[0(0[2)”[))]14

At the rules (;) and [;], ¢ and 1 denote elementary programs. Of course we

(Un):

have corresponding rules according to the second agent too. A branch is closed
if one of the following conditions is satisfied:

e It contalns (g,cl,n,CQ)A and (E,cl,n,Cz)_‘A'

e It contains (¢ ¢, , c,)(rec(m)[|A) and ¢1 does not begin with m.



o It contains (¢ ¢, p c.)(A||rec(m)) and cy does not begin with m.

A treeis closed if all its branches are closed. We say that a branch B is satisfiable
in a model M = (Wy, Wa, Ry, Rs, V) if there are two functions f; and fs such
that:

e f1 maps every left-prefix in B to a local state in Wj.

o f5 maps every right-prefix in B to a local state in W5.

o If (¢c1n,c0)A € B then (f1(£), 1, f2(n), e2) [z A
o 1€ and &7 are left-prefixes in B then f1(€)Ry () f1(€; 7).
o If p and n; 7" are right-prefixes in B then fa(n)Ra(7) fa(n; 7).
A branch B s satisfiable if there is a model M such that B is satisfiable in M. A

tree T is satisfiable if one of its branches is satisfiable. A proof of formula A is a
closed tree built with the above rules beginning with the tree containing exactly
one node labelled by (5 . x c)=A. To illustrate the difficulties of the termination

the reader may examine the case where we have a tree with the nodes labelled

with (e xe)(@ | VA e ole (A 9) B, and (e x o) [M [ )¢ || MC. To

1€

prove the correctness and the completeness of our method we follow the line
of reasoning suggested by Fitting [4]. By an easy verification, the reader may
easily prove the following lemma.

Lemma 1 Suppose that T is a satisfiable tree. Let T' be a tree resulting from
a single extension rule applied to T. Then T is also satisfiable.

Let A be a satisfiable formula. Hence the initial tree containing exactly one
node labelled with the prefixed formula () . x )4 is satisfiable. Therefore using
lemma 1, we can conclude that every tree built step-by-step from this initial
tree will be satisfiable. Consequently there is no proof of formula = A. Then we
have the following theorem.

Theorem 2 (Soundness) If formula A has a proof built with the above rules
then A 1s valid.

Let C be a collection of sets of prefixed formulae. C is a consistency property if
it meets the following conditions for each S € C:

1. There is no atomic formulae p such that .S contains both (¢ .,  c,)p and
(&ex,n’set) P

If (¢ ey nyea) (AN B) €S then SU {(¢ ¢, n.ca) A (¢,01,n,c0) B} €C.

If (¢ c1,m,e0) (AV B) € S then SU{(¢ ¢, nea) At € C 0ot SU{(¢,c,,9,c) B} €C.
If (¢.c1,m,ea) (MIAYA € S 0T (. pea) [M|AJA € S then SU{(¢,e,,n,e0)A} € C.
If (¢.c1,m,ea){AT||A)B € S then S U {(¢ c1.n,e0)A; (¢,e1,n,c0) B} € C.
Icf(6,01,n,Cz)[A?||’\]B € Sthen SU{(¢ c, nc) B} € Cor SU{(¢,c,n,c) A} €

A

T (germen)(T | A)A € S then S U {(g;nm c1,p,c0) A} € C for some positive
integer n.



8. I (¢ ey m,eo) [T A]A € S then SU{(¢;nn ¢, p,c0) A} € C for all positive integers

n such that &; 7™ occurs as a left-prefix in S.

9. 1If (¢.c1n.c0)(send(1m) [ N)A € S OF (¢.c,9,c0)[s8md(m) [| A]A € S then SU
{(¢,c1,m,caxm) A} € C.

10. TF (¢ ke n,e0)(rec(m) [| M)A € S or (¢ myc, n,cq)[rec(m) [| AJA € S then
S U {(6761777762)14} E C.

11 I (gey pea){a(ar Uaz) [| B)A € S then SU {(¢ e, p,c0){a(a1) || 3)A} € C or
SU{germen{alaz) | 5)A} € C.

12, 1 (g c1,p,c0) [@(@1Uan) [ B]A € S then SU{(g e1,n ca)[@(@1) [| B4, (g c1,m,c0) [ (2] ]
BlA} e C.

13. If (57617,7762)(30; a||¢; B)A € S then SU {(57617,7702)(30”)\)(01 [|v; BYA} € C or
SU{(germea)AlUNes e || B)A} € C.

14T (¢ ey g en) s || 95 B]A € S then SU{(¢ ¢, e[ [ Al |95 BIA, (£ ,c1m,e0) Al
Y]p;a || B1A} € C.

At the conditions 13 and 14, ¢ and ¢ denote elementary programs. Of course we
require that similar conditions for the second agent corresponding to conditions
5-12 hold too. If S € C then we say that S is C-consistent. The reader may
easily verify the following lemmas.

Lemma 3 Suppose C is a consistency property. Let C' be the set of all subsets
of all members of C. Then C' is also a consistency property extending C and
closed under subsets.

Lemma 4 Suppose C' is a consistency property closed under subsets. Let C" be
the set of all sets of prefivred formulae whose finite subsets are in C'. Then C" is
also a consistency property extending C' and such that for all sets S of prefived
formulae, S € C" iff each finite subset of S belongs to C".

A collection C of sets of prefixed formula is said to be of finite character if for
all sets S of prefixed formulae, S belongs to C iff each finite subset of S belongs
to C. The following lemma immediately follows from lemma 3 and 4.

Lemma 5 Any consistency property can be extended to a consistency property
of finite character.

Now we can prove the following important theorem.

Theorem 6 (Model existence) Let C is a consistency property. If S is C-
consistent, then S is satisfiable.

PROOF. Let C be a consistency property. Suppose that S is C-consistent. We
have to show that S is satisfiable. According to lemma 5, C can be extended
to a consistency property C’ of finite character. We use C’ to create a model.
Let S’ be a maximal members of C’ which is an extension of S. Let Wi be
{€l(e,crmea)A € S'} and let Wa be {nf(¢ ¢, n.ca)A € S'}. Moreover we define R;
as uR;(m)v iff v = u; " for all u,v € W;. We define an interpretation V as
follows: for each wy € Wy, for each ws € W5 and for each propositional variable



p, let (w1, wa) € V(pi) iff (w, e, wye0)p € S for some lists of messages i and
¢s. Now we defined model M = (Wi, W, Ri, R2, V). We claim: for all prefixed
formulae (4, ¢y wa,ea) A 1 (wr,er,wa,e0)A 18 10 S’ then (w1, c1,wa, c2) K, A We
can prove this by induction on the size of A, but we left the details of the proof
as an exercise for the reader.

Consequently, we have

Theorem 7 (Completeness) Let A be a formula. If A valid then A has a
tableau proof.

PROOF. Suppose A has no tableau proof. Then there is no closed tableau for
{(rene)7 A} Remark that {(x . x.)mA} belongs to the set C of all consistent
sets of prefixed formulae. Obviously, C is a consistency property. Therefore
{(re,0,c)7A} is C-consistent. By theorem 6, {(x 1 )A} is satisfiable. There-
fore, A is not valid.

5 Axiomatization of a fragment

From now on, we study the language that results when the formalism does not
include elementary programs like send(m) or rec(m). We wish to define the

relation “A is deducible” | denoted F A, and show that = A iff A is valid. Let £

be the least normal modal logic that contains the axioms given below:

o A A4 A;

[A? || A]B & (A — B);

A A?]B & (A — B);

Ml w5 B1A < [M || ][ ] B1A;

[p;a [| AJA < [@ || Aller || AJA;

[ps || 15 B1A & Lo || Allex || 95 BIAA[A || ¥[p; ¢ || B1A;
[a(ar Uas) [| B]A & [a(en) || BIA A [a(az) || B1A;

[a [| B(Br U B2)]A & [ [| B(BL)IA A e || B(B2)] A

[m1 [ AIIA [ w2] A & [X || o] [m1 [] AJA;

o (m || M)A || 7] A — [A ] ma](me || A)A.

Formula A is deducible, in symbols - A, if A can be derived from the axioms of
L by applying the inference rules of £. Obviously models satisfy the conditions
which are needed to verify the axioms of £ and the rules of inference of £ are
correct with respect to validity. As a result:

Theorem 8 (Soundness of L) Let A be a formula. If - A then A is valid.

The completeness of £ is more difficult to establish than its soundness and we
defer proving it till the end of this section. The canonical frame for £ is the
relational structure of the form F' = (W', R') where:

o W' is the set of all maximal consistent sets of formulas.



e R is a function assigning to each pair («, 8) of programs the binary rela-
tion R;”ﬂ on W' such that S'R;”ﬁt’ iff {A: [a]| BlA€ s’} CH.
The axioms of £ force the binary relations R;”ﬁ to satisfy the following condi-
tions:

. SIRIA”AtI iff s/ =+t
. S'R;ml)\t' iff s =t and A € 5.
. s’R’)\”A?t' iff & =t and A € 5.

o Ryapgip = (Byyn © Ryjiygp) U (B © By o6)-

/ _ / /
* Ro(auan)lip = Baan)s Y Ragan)is-

/ _ ! /
* Rajippiugs) = Ralla(sn) Y Ratip(a)-
* R;rlH)\ © Ri\”nz = R/>\||7r2 °© R;r1||)\'

o If SIR;nII)\tl and S'R’A”Mu' then there is v/ € W' such that t'R'A”Mv' and

u'Rirl”Av'.
Consider any formula A such that I/ A. Hence there is a maximal consistent
set s’ of formulas such that A ¢ s’. Let us define by induction a sequence
(W2, W3 RY RY), (Wi, W4 Rl Ri), ...of relational structures and a sequence
7O, f', ... of homomorphisms that map W x W Wl x Wi, ... to W',
Basis: Let W = {s!} and W3 = {s3} be singleton sets, R}(r) and R(7) be
the empty relations on W) and W2 respectively, and f%(s{,s3) = s'. Tt should
be remarked that fy is a homomorphism of (W{, W, R}, R)) to the canonical
frame for L.
Hypothesis: Let i be a positive integer and f; be a homomorphismof (W#, Wi, R}, RS)
to the canonical frame for £.
Horizontal step: Let (s1,s2, 7, t") be what we will call a horizontal defect in
(Wi, Wi RY, RY) with respect to f; and the canonical frame for £, i.e. sy is in
Wi, s5 is in Wi, 7 is an atomic program and ¢’ is in W’ such that:

. fi(Sl,Sg)R{’r”Atl;
e There is no t1 € Wi such that sy R} ()t and fi(t1,s2) = t'.

Our aim is to put right this defect. Tn this respect, let Wit? = Wi U {t;}
where 1 is a new element and Wit? = Wi. If 7' # m then let RV (') =
Rﬁ (m') whereas let R (m) = Ri(m)U{(s1,1)}. For all atomic programs 7', let
RitL(7') = Ri(n'). Finally, let f;41 be the function that maps Wf"'.l X VV.?""1 to
W' defined in the following way. First, the restriction of f; 11 to W} x Wi must
be equal to the function f;. Second, what remains to be done is to define the
value of fi1(t1,s) and the value of Vi1 1(¢1, s) for each s € Wi. Let (s°,. .., s¥)
be an enumeration of Wi such that s = s, and for all positive integers k, if
0 < k < K then there i1s a unique positive integer [ such that [ < k and there
is a unique atomic program 7’ such that either s* Ri(n')s' or s' Ri(n')s®. Such
an enumeration can be obtained as follows: take the unique Ri-path starting
from s§ and ending with s3; enumerate it backwards; enumerate all the other
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elements in Wi in the order of their creation. We define fi+](t],sk) for all
positive integers k such that & < K by induction in the following way. Let
fit1(t1,s°) = t'. Let k be a positive integer such that 0 < k < K. Suppose
that fiy1(t1,s') is defined for all positive integers I such that { < k. We know
that there is a unique positive integer [ such that I < k and there is a unique
atomic program 7/ such that either s* Ri(7')s' or s' R (7')s*. We consider the
following two cases.

Case 1: s" Ri(n')s'. In this case, f;(s1, sk)R’A”",fi(sl, s') and fi(s1, SI)R{A_”)\fZ’ (t1,s').
Hence there is ' € W' such that f;(s1, sk)R;”Au’ and u’R’A”ﬂ,fi (t1, sl). We de-
fine fiy1(t1, sk) =

Case 2: s' R (n')s*. In this case, f;(s1, SI)RIA”ﬂ,fi(SLSk) and f;(s1, SI)R{A_”)\fZ’ (t1,s').
Hence there is ' € W' such that f;(s1, sk)R;”Au’ and f; (tl,sl)R’Allﬂ,u’. We de-
fine fiy1(t1, sk) =
It should be remarked that f;;1 is a homomorphism of (W; 1, witt Rit1 Rith)
to the canonical frame for L.
Vertical step: Let (s1, 52, m, ') be what we will call a vertical defect in (W], Wi, R}, RY)
with respect to f; and the canonical frame for £, i.e. s; is in Wi, so is in Wi,
7 is an atomic program and ¢’ is in W’ such that:

o fils1,59) Ry ot
e For all to € Wi, if 52R§(7r)t2 then fi(s1,t2) £ t.

This case is treated similarly to the horizontal step. In conclusion, let Wy =
U{Wi: iis a positive integer} and Wy = |J{Wi: i is a positive integer}. Let
Ry be the function that maps each atomic program = to the binary relation
Ri(m) = U{Ri(r): i is a positive integer} and R, be the function that maps
each atomic program 7 to the binary relation Ro(m) = |J{RL(7): i is a positive
integer}. Let V be the valuation on Wy x Wy defined by V(p) = {(s1, s2) : there
is a positive interer i such that s; € Wi, so € Wi and p € V;(s1, s2)}. Finally,
the function f that maps Wi x Wy to W' is defined as follows: if 51 is in Wf
and s9 is in Wi then let f(s1,82) = fi(s1,s2). Let M = (Wi, Ws, Ry, R, V).

Theorem 9 (Completeness of £) Let A be a formula. If A is valid then - A.

Nevertheless, the problem of finding a good axiomatization of the set of all
valid formulae remains open. Now we address the issue of the decidability of
the satisfiability problem for the fragment of our language. Following the line
of reasoning suggested by Gabbay et al. in chapter 6 of [5], we can prove that
if a formula of the fragment is satisfiable then it is satisfiable in a finite model.
As a result we have the following theorem:

Theorem 10 (Decidability) The satisfiability problem for the fragment of our
language 1s decidable.

PROOF. The decidability of our fragment becomes evident as soon as we observe
that

e deducible formulae are recursively enumerable.

e formulae satisfiable in some finite model are recursively enumerable.
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e deducible formulae and negations of formulae satisfiable in some finite
model constitute a partition of our fragment.

Nevertheless it is well worth noting that the satisfiability problem for the for-
mulae of our fragment is nonelementary, seeing that:

e the satisfiability problem for the formulae of K x K, the smallest product
of modal logic is nonelementary [6].

e the satisfiability problem for the formulae of K x K can be reduced to the
satisfiability problem for the formulae of our fragment.

6 Conclusion

We would like to emphasize that so far our main concern has been the connection
between the semantical concepts of validity and satisfiability and the concepts
of axiomatization/completeness and decidability /complexity. More precisely,
we have given a complete axiomatization of a fragment of the language of our
logic as well as a proof of its decidability. Much remains to be done. We wish
to axiomatize and to decide the full language of our logic. In this respect,
it should be remarked, that modalities of one of the following forms are not
normal: [send(m) || A], [A || send(m)]. To illustrate the truth of this, one has
only to mention that formula [A || rec(m)]L is valid, whereas [send(m) || A][A ||
rec(m)]L is not. Important matters in the development of reasoning systems
that are concerned with the evolution of the knowledge of agents that exchange
messages imply that future work will also include encryption algorithms as they
are used in cryptographic protocols as well as epistemic operator as they are
used in the modal logics for reasoning about knowledge.
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