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1 Goal and context

1.1 What are Web services ?

A recent trend in the design of distributed applications is the paradigm of Service Oriented Computing
(SOC). Developed on the top of various communication networks, this paradigm is based on the definition
and composition of independent computational units called services. For example a company may enable
its workforce, business partners and customers the access to some selected corporate resources through a
collection of such services.

The most challenging aspect of services is that they should be build with little knowledge on their
execution environment in order to meet the independence criteria. This implies that each service should rely
on the existence and availability of some other dynamically retrieved service to perform its computation.
For example a service granting the access to a corporate resource should rely on an authentication service
to assess the identity of a client and on an authorization service to decide whether the requested resource
may be granted or not.

Thus communications happen between human agents and services as well as between services. Since we
consider services in an open environment, the medium on which these communications take place must be
considered unsafe in order to reflect the potential vulnerabilities of communications on e.g. Internet. Since a
malicious user could try to mis-use a service to obtain e.g. confidential data, the access to services has to be
regulated by a security policy. The most usual way to securise services on the Internet is to define a security
policy based on the source network of a request and to enforce this policy by a firewall. The drawback of
this method is its inadequation the to the desired behavior of a security policy: One usually wants to define
access to a resource with respect to the requester instead of with respect to her current access point on the
Internet.

A way of defining a more discriminative security policy is to impose all communications to pass through
an open port and to grant or deny access with respect to credentials accompanying a request. This is the
solution adopted for Web Services (WS): They are services that communicate over the port used for Web
browsing. This embedding of communications into HTTP requests also has the advantage of providing a
simple and infrastructure-independent communication scheme via the SOAP protocol. This simplicity has
lead to the evolution of WS from a promising technology to a fast-adopted technology for the development
of Web-based applications.

The possible corporate applications are numerous and range from the access and usage control of a GRID
to the booking of plane tickets on the Web. But there are also numerous possible applications in the domain
of simplified access to administrations, such as on-line declaration and payment of taxes or the on-the-web
accessibility of medical records. While lots of these applications are desirable from a user’s point of view, their
eventual acceptance will depend on the level of security provided by these services. For example while an
immediate on-line access to the medical records of an unconscious person in the emergency unit of a hospital
may permit to save this person’s life, the same access by a potential employer would lead to unacceptable
discrimination.

The aim of our proposal is to build technologies enabling the security analysis of web services that take
into account the potential flaws at communication level, at the access policy level or at the interface between




communications and access policy, e.g. when protocols are executed in order to update the security policy
of a site.

1.2 Objectives

Integration of applications and resources through WS technology is expected to grow dramatically though this
implies an increased degree of exposure to illegal accesses. Protecting critical resources requires a thorough
analysis of new security issues and in particular better understanding and modeling of interactions of WS
underlying protocols and access control policies. In this project we will focus only on 3 critical sub-problems
that we have identified.

Modeling security policies for services The modeling of access control for services encompasses three
questions:

e Definition of an access control model that fits the needs of SOC;
e Decidability of the consistence of a security policy in this model;
e Decidability of the security of a given policy;

Codification of access control models in standards defined mainly two important access control modes:
discretionary access control (DAC) and mandatory access control (MAC). The problem is that neither DAC
nor MAC are sufficient for implementing the needs and the specificities of SOC. Hence, our first aim will be
to elaborate an access control mode that fits well the needs of SOC.

Within this access control mode, we will precisely define what the usual concepts of “protection state”
and “protection system” mean for services. From then, seeing that security policies are defined in terms of
permissions, obligations, and prohibitions, our second aim will be to elaborate methods for automatically
proving that the security policy of a given WS is and will remain consistent.

Finally, we will define what “security” means for a WS. In this context, we will consider the decidabil-
ity /complexity of the security problem for services, i.e. the problem of determining whether or not the
security policy of a given WS satisfies such-and-such security property. We will also study the restrictions
that are needed to make the security problem decidable. More precisely, we want to characterize the services
that we can prove to be safe.

Interaction between services and the security policy. As a first step toward analysis of WS we will
consider the case of cryptographic protocols written in XML. In contrast with existing approaches we will
aim at analyzing the XML implementation instead of a higher level term abstraction of messages. Our goal
is to capture possible flaws that can be introduced by an ambiguous reading of a message. The consequence
will be the ability to conduct the analysis of a protocol directly on its SOAP implementation. The main
difficulty here is that messages contain open-ended data structures such as list and a careful analysis and
model will be needed to preserve known decidability results on the analysis of protocols.

Once the problem of analysis of simple XML-based protocols will be solved we will consider the more
interesting combination of protocols and security policy which is at the core of Web services. While it is
clear that the execution of a service must depend on the security policy of this service, a service may also
change the security policy of a site as in the case e.g. of administrator tools for distant configuration of a
system. The main difficulty of this goal is to combine the two up-to-now independent formalisms of security
policy and protocols.

In this context we will first focus on the expression of security policies into the message-passing formalism
used to describe protocols. Then we will consider the problem of compatibility of security policies when
services are executed without an attacker. Finally we will address the most difficult case of an attacker that
actually tries to break the security policy, first by a passive intruder able to divert and delay messages, then
by an active intruder that is also able to change messages and build new ones from its knowledge.



A further, more prospective goal will be to consider the problem of modular certification of a service.
While aforementioned work is concerned with the certification of a given protocol we will consider the
certification of a service within a set of currently available services. This will permit to monitor on-the-fly
dynamic service compositions with respect to security policies of component services.

Synthesis of WS. Some works on the synthesis (or composition) of a complex services from elementary
WS have already been published but none of them consider the security policy during the synthesis. We
plan to start our work on synthesis of security-related services such as those provided by authentication and
authorization authorities. An extension will be to consider the synthesis of services in general and to devise
a generic procedure that takes into account the constraints introduced by the security policies.

1.3 Existing standards

The purpose of our project is to study security issues related to web services. As mentioned in the preamble,
web service is a generic term for a collection of open protocols and standards used to exchange messages
between applications running on disparate platforms. Hence web services have a role similar to other tech-
nologies ensuring interoperability between distributed applications, like the “remote procedure call” paradigm
used by CORBA or Microsoft DCOM. Nonetheless web services display a distinctive set of features: (1) mes-
sages are exchanged in eXtensible Markup Langague (XML) format and transmitted using the HyperText
Transfert Protocol (HTTP) ; (2) the interface of web services, that is the set of methods available to clients
and their types, is defined in a common XML grammar and can be made public; (3) there is a mechanism
by which interested parties can look up web services information in order to determine whether to use them,
locate these services and inspect their public interface. In the general case, the XML standard used for
messages is the SOAP protocol [62], interface definitions are expressed with the Web Service Description
Language (WSDL) [63] and web services directories are available via the Universal Description, Discovery,
and Integration language (UDDI).

SOAP messages and WSDL description are particular examples of XML documents, hence they can
be manipulated algorithmically, for example using XPath queries. In contrast, UDDI is designed to be
interrogated by SOAP messages and to provide access to WSDL documents describing the protocol bindings
and message formats required to interact with the web services listed in its directory.

SOAP and XML Cryptographic Primitives. SOAP is an XML vocabulary that provides the basic
messaging framework of web services. Basically, a SOAP message is contained in an envelope and made
of two main sections: a body containing the payload of the message, and an optional header containing a
sequence of relevant information about the message, such as routing or authentication information’s.

Confidentiality and integrity of SOAP messages can be obtained by means of XML-based security stan-
dards. Most notably XML-FEncryption, which defines the syntax and processing rules for encrypting XML
content, and XML-Signature its counterpart for creating digital signatures on XML content. These stan-
dards are both W3C recommendations [58, 59]. XML Encryption addresses the issue of data confidentiality
using encryption techniques. The specification is quite flexible: encrypted data are wrapped inside XML
tags and it is possible to encrypt a complete XML file, to encrypt any single element, to encrypt only the
contents of an element or to encrypt an already encrypted element. Similarly, the goal of XML Signature is
to provide support for data integrity and authentication (both message and signer authentication) wrapped
inside XML format.

Web Service Security, Authentication and Access Control. As it is the case with classical dis-
tributed protocols, cryptography is required, but not sufficient, to ensure the security of an application. For
instance, even in the presence of signed messages, a malicious application could use faked identities to access
sensitive information shielded by a web service. A solution to this problem is to build the equivalent of a
firewall at the SOAP level that is able to inspect messages, trying to match user roles with access lists, policy



levels, . ..In practice, such filtering application should skim the headers of a SOAP message and inspect only
the security-related parts of the message body.

The Web Services Security (WSS) specification from OASIS defines the details of how to apply XML
Signature and XML Encryption concepts in SOAP messaging. It provides a standardized approach to ensure
message integrity, user and single message authentication, and confidentiality. WSS describes mechanisms
to include digital signatures, message digests and encrypted binary streams inside a SOAP body.

At a more abstract level, the Security Assertion Markup Language (SAML) is an XML-based framework
for sharing user authentication and authorization information between on-line partners. Actually, SAML
is a prominent standard underlying many of the single sign-on services found in commercial applications.
SAML assumes the principal has enrolled with at least one identity provider that is expected to provide
local authentication services to the principal. As its name suggests, SAML can be used to make assertions
regarding the identity, authorizations, and attributes of a subject to other entities. These assertions are
passed as separate XML messages, either pushed from the Asserting Party to the Relying Party, or pulled
from the Asserting Party by the Relying Party.

The last standard considered in this section deals with another important problem not solved by simple
cryptographic primitives, namely access-control. This is the scope of the eXtensible Access Control Markup
Language (XACML), an XML vocabulary used to define authorization policies. An XACML document
provides a fine-grained description of the authorized operations (e.g. read, write, copy, ...) based on,
among other criteria, access requester characteristics, the protocol over which the request is made (e.g.
HTTPS), or the authentication mechanism in use.

In the course of our research project, we expect to deal with (and partially model) each one of the
standards cited in this section. Actually, these standards may be viewed as the components of a web
services (security) protocol stack, that is the ordered sequence of operations encountered by a message in
the implementation of a service: (1) messages between services are written in the SOAP vocabulary and
transported over HTTP (a message embeds an action, that is the name of a service and a sequence of
parameters); (2) the interface of the action embedded in the SOAP envelope is matched against the service
description, defined in WSDL; (3) the authenticity and integrity of headers and action parameters are tested
using the WSS standard (itself possibly parametrized by a SAML description); (4) finally the action is
performed if it is allowed by the access-control policy, e.g. expressed using XACML.

1.4 Related projects

We now briefly describe the state of the art in the design of validated secure service. Let us first note that
many works have been dedicated to automated analysis of security protocols [12, 47, 13, 22, 26, 29, 43,
45, 48, 50, 52] that can be considered as basic components of security services. Some recent works have
applied standard verification techniques such as model-checking to the verification of web services properties
that are not security-related [54, 57]. Typically [32] shows how to verify whether composed web services
specified in the Web Services Business Processes Execution Language (WSBPEL) [49] can be synchronized
using SPIN model-checker. However very few works address the challenge of validating security properties
of web services.

We shall discuss now these works. The most related project is Samoa [7] from Microsoft Research,
Cambridge. The goal of Samoa is to exploit recent advances in the analysis of security protocols in the
practical setting of XML web services and in particular a logic-based approach to checking SOAP-based
protocols. Samoa proposes a specification language TulaFale extending the m-calculus by XML syntax
for handling SOAP envelopes. TulaFale [8] is compiled into the applied m-calculus, and then the Proverif
resolution-based protocol verifier of Blanchet [11] can be applied to the result in order to verify automatically
authentication and secrecy properties of SOAP protocols. To summarize this work rather focus on XML
encoding of security tokens and messages. It has been applied to relatively simple protocols with few
roles and small series of messages [44]. It is unclear whether the approach will scale up when considering
complex/composed services with many roles. Also Proverif is a tool oriented towards verification; it is not
designed for efficient attack detection. For instance due to some nonces abstraction it may report false



attacks.

The validation tools we will base the project on have been developed by partners and dispose of both the
capabilities of attack detection and positive verification. In particular in the category of attack detection
tools they are the most efficient ones and have been tested on protocols considerably more complex than
those considered in Samoa. We also believe that we can handle in a more complete way algebraic properties
of cryptographic primitives due to recent theoretical results we obtained [14, 15, 17].

The network security and cryptography research group at IBM ZURICH has been actively investigating
web services security especially in the context of Federated Identity Management protocols. They have
given special attention to the incorporation of cryptography in the service development process with the
main goal of achieving specifications that are amenable to formal verification, and allow for a provably
secure cryptographic implementation [4]. Since they have not developed automatic support for designing
validated business process, we think our work complements nicely theirs.

Jan Jirjens and his group from TU Munich have developed UMLsec an extension of Unified Modeling
Language to include security requirements into system models. Theorem proving or model-checking tools can
then be employed to establish practical security guarantees. Jan Jiirjens stresses the challenge of ensuring
security properties for combined layered protocols. He tackled this problem on a banking application [33].
Since the cryptographic protocols are analyzed with SMV model checking tools they had to simplify the
adversary to make it a finite state machine, with the risk of missing some attacks. This would not be required
with our approach. They have recently applied their development technique to a secure-service based system,
the authentication process of a driver against an Automotive System [28]. Their have detected and fixed a
flaw in the system but cannot ensure due to the incompleteness of this finite-state model-checking approach
that the resulting system is safe.

From this survey we draw the conclusion that existing solutions to secure service design do not scale up
for complex validated security services; in particular they do not; 1) provide sufficient automated support;
2) take into account XML specificities; and 3) consider the impact of security policies.

1.5 Competences of partners
1.5.1 Laboratoire d’Informatique Fondamentale de Marseille (LIF, UMR 6166)

Two researchers from the MoVe group, Silvano Dal Zilio and Denis Lugiez, take part in this project proposal.
Their main contributions in the domain deal with the verification of cryptographic protocols and with formal
methods for XML processing. They will also provide their expertise in research problems related to the
project, namely language-based security for mobile code and static analysis methods for concurrent systems.

In the area of verification of cryptographic protocols, Denis Lugiez has participated in the design of
a process calculus focused on the analysis of bounded number of protocol sessions. A prototype analyzer
that relies on this calculus, called TRUST [3], has been developed. More recent works treat the case of
passive intruders in a model enriched with algebraic properties of the cryptographic operations such as the
combination of exclusive-or and homomorphism [40]).

In the area of XML processing, Silvano Dal Zilio and Denis Lugiez have defined an automata theoretic
approach for managing semi-structured data. A new class of tree automata has been defined, based on
previous works of this group on ambient logic. Decidability and undecidability results have been proved
that indicate which kind of restrictions are useful for typing semi-structured data [25]. In particular, this
approach has been applied to the study of the XML-Schema standard [24].

1.5.2 Laboratoire Lorrain de Recherche en Informatique et Automatique (LORIA, UMR
7503)

Three members of the LORIA will be involved in this project, Michaél Rusinowitch and Laurent Vigneron
from the CASSIS team and Olivier Perrin from the ECOO team.

CASSIS team has designed a fully automatic tool CASRUL for detecting flaws in security protocols for
Dolev-Yao model. Protocols are formulated in a high-level specification language. A translator compiles the



protocol and intruder activities into first-order clauses further processed by an automatic theorem prover
[38]. The system has been applied to many protocols: most of the known flaws listed in the Clark and
Jacob authentication protocols library have been detected using an efficient original search strategy: the
lazy intruder strategy [18]. New flaws have also been revealed [20]. CASSIS has published the first decision
procedures for protocols with pairing, unbounded message size, and composed keys [19]. We have also
shown that this problem is NP-complete [53]. We have recently extended this result to handle the algebraic
properties of the XOR operators occurring in the protocols [14] and a theory of exponentiation [15].

ECOO team is concerned with the cooperation of distributed applications. Olivier Perrin has focused on
WS composition, oriented towards reliable computation (in terms of termination of the WS as expected by
the designers) and WS coordination/monitoring.

The coordination (also called choreography) of a set of WS is a protocol that defines the sequences, the
conditions of the messages exchanges, and the data exchanges. A conversation is an instance of a protocol.
Given a protocol, our interest is to check the reliability of the coordination protocol, on a transactional point
of view. In order to get a reliable execution of a composite WS, the transactional behavior of the composite
service is inferred. This behavior describes what happens in case of failure or what kind of compensation
policies can be applied in this case. Conversely, given a transactional behavior for a composite WS, one
wants to check whether the set of chosen WS is compatible with this transactional behavior [9].

The second aspect is WS coordination and monitoring. These are important in order to get the awaited
result, despite the distribution in space, time and organizations of services. A contract can be considered as
a facility to define and check the WS compositions, and we try to detect violations of policies and clauses in
the protocol. For that, we have proposed a event calculus based approach, coupled with non-classical logics
devoted to the formalisation of permissions, obligations and prohibitions.

1.5.3 Institut de Recherche en Informatique de Toulouse (IRIT, UMR 5505)

The research activity on security is a rather new research theme at IRIT. Philippe Balbiani, a full-time
researcher, is working on modal logics and their applications to computer science. His current research is
oriented toward the formalization of obligations and permissions and the translation of these concepts into
more expressive security policy languages. The preliminary work on obligations [5] has already been partially
applied in [23] to model execution of non-atomic actions. Within the framework of the RNRT project MPG6,
“Modeles et politiques de sécurité pour les systemes d’informations et de communications en santé et social”,
he has participated to the elaboration of the access control mode ORBAC [1], “Organisation-Based Access
Control”, which overcomes the limitations of more classical modes like DAC, MAC, or RBAC.

Fahima Cheikh has obtained her master diploma this year at Université Paul Sabatier. She has explored
various extensions of the matrix model which is the primary abstraction model in access control. In particular,
she has studied matrix models where the availability of resources can be expressed, an issue where a lot of
questions remain unsettled.

Yannick Chevalier is a lecturer at Université Paul Sabatier and has worked during the preparation of
his thesis in the CASSIS research group. His main contributions are in the area of symbolic analysis of
cryptographic protocols both in term of flaw detections and of validation as well as in the incorporation of
the properties of low-level primitives into the analysis of these protocols.

1.5.4 Microsoft Research, Cambridge (UK)

Two researchers from the “Programming Principles and Tools” group, Cédric Fournet and Andrew Gordon,
are involved in this project proposal. Their general research interests are in the area of computer program-
ming languages, with a focus on applying type theory and other formal techniques to problems of computer
security.

Cédric Fournet works include the study of secure implementations of communication abstractions, access
control for mobile code, authorization policies and private authentication. Andrew Gordon is a co-developer
(with Martin Abadi) of the spi calculus, an extension of the m-calculus with cryptographic primitives. This
work is at the basis of a type-checker for cryptographic protocols, named Cryptic. They are both leading



the Samoa project [46] on the verification of cryptographic protocols for Internet and Web services security.
Some early outcomes of this project include an implementation of declarative security attributes for web
services and the design of a logic-based approach devoted to the verification of SOAP-based protocols. The
TulaFale tool [8], for instance, is a new specification language for writing machine-checkable descriptions
of SOAP-based security protocols and their properties. This tool has been applied to check the safety of
“industrial strength” toolkits for web services, such as Microsoft’s WSE.

2 Project description

Before proceeding to the objectives of our project introduced in Section 1.2 we review in the first subsection
the security issues related to WS.

2.1 Security issues
2.1.1 Centralized vs distributed systems

Models for centralized access control. Access control is the most fundamental security mechanism in
use. It has the potential to preserve the confidentiality and integrity of information: only authorized users
can read information and only authorized users can alter information. It has also the potential to preserve
the availability of information, seeing that an attacker who gains unauthorized access to a system is likely
to prevent its smooth running. A security policy is a statement of what is permitted and what is forbidden.
In its simplest form, it is represented mathematically as an authorization table which describes the rights
of users over files [41]. Codification of access control models in standards defines two important access
control modes: discretionary access control (DAC) and mandatory access control (MAC) [10, 27]. DAC is
a mode in which the creators or owners of files assign access rights: a subject with discretionary access to
information can pass that information on to another subject. By itself, DAC is insufficient for implementing
the protection of confidentiality. To provide a truly secure scheme in which a system is guaranteed to remain
secure, MAC is required. The key feature of MAC is that users are limited in the actions they can take
according to their security clearances. These clearances represent sensitivity levels: the higher the clearance
of a user is, the more sensitive the information this user can read is. In the late 1980s and early 1990s,
researchers began recognizing the virtues of roles as an abstraction for managing authorizations. Role-based
access control (RBAC) is a mode in which access to computer system objects is based on a user’s role in
an organization. The formal description of the model is given in [30, 55]. It basically says that a role is
essentially a collection of permissions and all users receive permissions only through the roles to which they
are assigned. None of these models is fully satisfactory to model security policies that are not restricted to
static permissions but also include contextual rules related to obligations and prohibitions. To overcome the
limitations of DAC, MAC, and RBAC, several authors [1] have recently considered organization-based access
control (ORBAC). ORBAC is a mode in which the concept of organization and the concept of context are
essential, seeing that each organization has to define its own internal security policy as a set of contextual
rules. In ORBAC, using these concepts, a security policy that applies to a given organization is defined as
a collection of permissions, obligations, and prohibitions.

Access control in a decentralized system. Access control necessarily depends on proper authentication:
if the system cannot be certain of a user’s identity then there is no valid way of determining if the user should
be granted access. Since authorization refers to a “yes” or “no” decision as to whether a user is granted
access to a system resource, an information system must maintain some relationship between users and
resources, possibly by attaching a list of authorized users to each resource, also known as an access control
list, or by storing a list of accessible resources with each user, also known as a capability list. Within the
context of centralized systems, there exists exactly one authority controlling accesses of users to resources
and maintaining access control lists or capability lists. Authentication mechanisms persuade this authority
that users are who they claim to be whereas users know in advance who mediate their attempts to access a



resource in the system. Within the context of decentralized systems like web services, authorities controlling
accesses of users to resources and users wishing to access resources have only a partial view of the situation.
Seeing that authorities are unaware of who will attempt to access the resources they are responsible for and
that users do not know in advance if the resources they are looking for exist, the problem becomes trickier.
Therefore, before SOC becomes reality, there is a number of challenging issues that need to be addressed
including among other things service security and service composition. What we are mainly concerned with
here is the mode in which access to web services by potential users should be elaborated.

Service security. Before granting access to the resources they are responsible for, services set their secu-
rity policies and describe the conditions under which such-and-such resource can be legally used. Seeing that
services do not know in advance the users who will attempt to use them, they interact with these potential
users and with other services via cryptographic protocols in order to obtain their credentials and to char-
acterize their rights. Hence, cryptographic protocols restrict the availability and use of a service and affect
its access control mechanism. Any service, then, must take into account in its security policy considerations
about the cryptographic protocols it uses and service security considers all relevant aspects of confidentiality,
integrity, and availability relating to the issue of combining protocols and policies.

Security in composition. SOC allows for designing a pool of organizations that are able to export
services to users and to cooperate by composing services over networks. Hence, services are independent
computational elements that can be composed in order to build collaborating applications distributed within
and across organizational boundaries. Any service, then, must take into account in its security policy
considerations about the ways in which it accepts to be composed with other services and service composition
addresses the situation when a user request can only be satisfied by suitably combining available services.

2.1.2 Cryptographic protocols and Web services

Within the context of decentralized access control in a distributed environment, several authorities control
accesses of subjects to objects. In order to ensure that all accesses are authorized, messages specifying
the access rights of subjects to objects are exchanged between the different authorities. Given that these
messages are conveyed over insecure networks, it is necessary to use cryptographic protocols capable of
providing both data confidentiality and data integrity.

Since messages exchanged between Web services are written in XML, our first goal will be to extend the
existing work on cryptographic protocols to protocols written in XML. This is necessary to take into account
flaws stemming from an improper parsing of a XML message.

However the work on Web services only starts when considering the impact of its security policy on
the execution of a service and, conversely, the changes in the policy that result from the execution of a
service. There has been considerable research on the use of access control mechanisms and cryptographic
protocols. The innovative challenge of our research work is to develop general techniques and methods for
the combination and integration of access control mechanisms and cryptographic protocols and to imple-
ment automatic methods of validating Web services within the context of decentralized access control in a
distributed environment.

A related issue is to analyze security properties of services involving several different cryptographic
protocols. Very few works have investigated the problem [34, 2]. More generally it remains a challenge to
modularly verify services composed from several security sub-services, protocols, access control managers...

Even more challenging is the goal of automated composition (orchestration) of security services in order
to obtain Web services that satisfy some specified security properties.

2.1.3 Composition of Web services

The notion underlying the service oriented computing architecture is one of a distributed library of applica-
tions. As it is the case for libraries of functions in programming languages the goal is to provide a potential



user with elements that will be combined in the same way that functions in a library are combined to build
more complex functions.

The similarity with a library stops here since, in contrast with a library that should provide a stable
interface, some services may appear or disappear at any moment. To cope with this dynamic environment
one is interested in building tools that automatically compose a new service from services that are currently
available. This is done using e.g. the WSBPEL language to express the functionalities a service provide
and by relying on a broker to semantically compose services in order to obtain one new service offering the
functionalities desired by a customer.

Current approaches to composition of services do not take into account the security policy of services.
This may lead to the construction of a non-executable new service. Our first goal toward the incorporation
of security policies into composition will be to consider the composition of security services provided by
authentication and authorization authorities. Then we will consider the problem of integration of security
policies into a composition algorithm.

2.2 Modeling of security policy for Web services

The ability of services to interact with their clients and other services is one of the main purpose of SOC. This
interoperability necessitates to describe what services and clients are allowed to do, that is, their security
policies. Usually, security policies define the constraints that define what “secure” means for computer
systems. Regarding services, the specificities of their functioning entail that standard modes of access control
cannot cope with the requirements for ensuring confidentiality and integrity of data and communications.
Hence, a new mode of access control has to be elaborated: service-based access control. This new mode
must be able to deal with specific aspects of SOC like the notions of obligation, prohibition, and delegation.
It must also be able to treat the problems brought up by the combination and integration of cryptographic
protocols with security policies. What access control mode fits the needs of SOC?

DAC? We believe that discretionary access control (DAC) does not enable the expression of security
policies that fit the basic needs for enforcing data confidentiality and data integrity in web services, for the
simple reason that, within the context of decentralized access control in a distributed environment, services
do not know in advance who will try to interact with them whereas clients do not know in advance if the
service they want to use already exists. Authentication of clients and services is organized via the notion
of credentials establishing the identities principals claim to have and via the notion of assertions conveying
information about principals. An access control mode that fits the need of SOC must take into account the
fact that the interaction between services and clients is preceded by an authentication step where credentials
and assertions are exchanged through the use of cryptographic protocols in order to provide trust.

MAC? Mandatory access control (MAC) is based on the possibility to limit the actions users can take
according to their security clearances and to the security levels of the objects they try to access to. This
model corresponds to military-style classifications where clearances of users are rarely updated and levels
of objects do not changed once they have been created. It has influenced the development of many other
models. Nevertheless, within the framework of SOC, as new services and clients are constantly added over
the networks, there can be no consensus about the nature of clearances and levels that services and clients
must use to classify the objects they are responsible for. Hence, the use of MAC in web services seems
problematic.

RBAC? ORBAC? The case of RBAC and the case of ORBAC are not better than the case of MAC.
In RBAC, access is granted to a user on the basis of its role in an organization. Seeing that services are
autonomous and independent software artifacts, there is no hope to base their security policies on a fixed
and well-defined set of roles. Moreover, RBAC does not tackle the notions of obligation and delegation that
appears to be essential with respect to the situation when a client request can only be satisfied by suitably
combining available services. At first sight, ORBAC seems really suited to fit the needs of SOC, seeing that,



in ORBAC, each organization defines its own security policy whereas, in SOC, each service elaborates its
own rules for granting access to the resources it is responsible for. Moreover, the notion of obligation is
already built in ORBAC whereas it does not seem to be difficult to integrate in it the notion of delegation.
Nevertheless, seeing that the manner in which the cryptographic protocols are executed between a composite
service and its clients acts upon the accesses that will be granted by the service to its clients and, vice versa,
the rights of clients over resources in a composite service influence the way the service interacts with its
clients, ORBAC is unsuited to constitute the access control mode of SOC.

Service-based access control. In this project, we intend to overcome the limitations of the above-
mentioned modes by considering the concept of service as central. In service-based access control (SBAC),
the specification of a security policy will be completely parametrized by the service so that it will be possible to
handle simultaneously and independently several security policies associated with different services. Roughly
speaking, a service can be seen as an organized group of resources. To control access to its resources, a service
defines its security policy, i.e. a set of rules which determine the credentials and the assertions that potential
clients must produce in order to be granted access. Credentials may specify, for example, the name of a
potential client and one of its public keys. Assertions are, for example, pieces of data produced by recognized
authorities that concern attribute informations about a client or authorization data applying to a client with
respect to such-and-such resources. There are significant application requirements that SBAC will address.
Most of these requirement are related to the notions of obligation, prohibition, delegation, session, and
hierarchy.

Obligation and prohibition. The principal motivation behind SBAC will be the ability to specify, in
security policies, the ways in which a service accept to be used by clients or accept to be composed with
other services that collaborate together to fulfil their clients. Access permissions that are assigned to clients
or other services reflect policy decision. It appears that services must also take decisions regarding the
obligations and the prohibitions they would like to assign to their clients and to the other services. Let
us consider two examples. When a service is used by a client, it may put, as a prerequisite, a preliminary
condition demanding, for reasons that concern its confidentiality policy, that the client be strictly obliged
to do such-and-such action. When a service is requested to form a coalition of services, it may put, as
a prerequisite, a preliminary condition demanding, for reasons that concern its integrity policy, that the
component services of the coalition be strictly prohibited to do such-and-such action.

Delegation. When a service enables a client to access the desired resources, it may need, for reasons that
concern its availability policy, to delegate one part of the task it has undertaken to perform. Hence, security
policies must be able to treat this notion of delegation. The specificities of web services for what concerns
confidentiality and integrity implies that their security policies must also address the intricacies raised by
the combination and integration of protocols and policies for determining the access rights of clients and for
building up composite services. We may address in this respect the situation when a service delegates one
part of its task to another service who requires more credentials and assertions than the service contacted
in the first place.

Session and hierarchy. In SBAC, security policies will not directly grant access to such-and-such client.
They will rather define, for each of their resources, the credentials and the assertions that clients must
produce in order to be granted access. A client will obtain access by producing these credentials and these
assertions, in which case it will inherit all the accesses associated with these credentials and these assertions.
Of course, it will be possible to refine this model by including the concepts of session and hierarchy. Within
a session, a client will be obliged to produce its credentials and its assertions only once. The hierarchy
of credentials and the hierarchy of assertions will be useful because accesses will be inherited through this
hierarchy. This will simplify the security policy specification.
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Safety. A security policy specifies the conditions under which a WS accepts to grant accesses to the
resources it is responsible for. These conditions are defined by the protection state of the WS, i.e. its access
matrix which characterizes the rights of its clients with respect to its resources, and the protection system of
the WS, i.e. its set of rules which characterizes the ways the protection state may change. As a WS execute
the operations allowed by the rules of its protection system in connection with the credentials and assertions
it has received from potential clients or from other services, its protection state changes. Given a security
policy, how can we determine if it is secure? This question embodies in fact two issues. The first issue is
the definition of “secure”. The second issue is the elaboration of an algorithm deciding whether a security
policy is secure. Within the context of the primary abstraction mechanism in computer security studied
by Harrison, Ruzzo, and Ullman [37], a security policy is defined to be secure when its protection system
can never add a specific right to its protection state. Thus, safety refers here to the leaking of rights in the
protection state by the protection system. It has been proved that, within the framework studied by [37],
the safety issue is undecidable. Restricting the number of conditions or the number of operations in the rules
defining a protection system makes the safety issue decidable [37, 36, 35]. Within the context of services, the
safety problem can be defined in a similar way: can the protection system of a WS adds a specific right to
its protection state after executing the operations allowed by its rules? Nevertheless, the use of permissions,
obligations, and prohibitions in policies as well as the combination and integration of policies and protocols
introduce subtleties that complicate the solution of the safety issue. First, it is of the utmost importance
to be able to decide whether the permissions, the obligations, and the prohibitions that a given security
policy entails are together consistent. A similar question has been addressed in [21]. Its solution within the
context of services is still unfound. Second, we should also be able to decide whether the security policies
of a given WS will remain consistent whatever operations allowed by the rules of its protection system are
executed. This problem is surely undecidable, all the more so since a WS interacts with its potential clients
and with other services via cryptographic protocols and since the execution of these protocols may affect its
protection state or its protection system. Hence, we should find restrictions on security policies that make
this problem decidable. Third, we should find algorithms able to decide whether a WS can step-by-step
modify its protection state in such a way that it will contain a given specific right. This problem is surely
undecidable as well and we should find restrictions on security policies that make it decidable.

2.3 Protocols parameterized by security policies

The core of our work will be the combination of policies and protocols. This goal is a long-term effort and
several difficulties need to be solved before its resolution. We first examine the key issues, and we then
detail our research program, which is to consider first protocols (Web services without a security policy),
then static Web services and finally to consider a dynamic system where available services may change over
the time.

2.3.1 Information protection: from access control to cryptographic protocols

A common example. Let us consider the simple example of paper reviewing for a conference. The PC
Chair assigns papers to PC members. They can report on their papers or nominate sub-reviewers, and so
on. Hence a delegation chain is generated, and when a report is sent back to PC Chair, the fact that the
review can be entered in the reports database should be deduced from the policy. Confidential information
should be communicated encrypted with suitable cryptographic primitives. This shows a typical situation
where authorization decisions are intermingled with other operations such as protocol message exchanges.
Moreover in general we have to consider composition of several interacting services. Due to the fact that
composed web services cross organizational boundaries, access control management in SOC is particularly
challenging.

Case of Web services. The WSBPEL language has become a de facto standard for Web service com-
position. However it does not yet address the security aspects. The WSBPEL specification recommends to
implement WS-Security to ensure reliable message exchanges. This is obtained by systematic use of digital

11



signatures, security tokens and various kind of encryption mechanisms. Therefore the secure communication
of different services in a business transaction can be achieved by cryptographic protocols. On the other
hand the security of Web service compositions should also be expressed in terms of clear and coherent access
control policies. This is a difficult issue since a permission given to a process or subject may depend on
specific context information.

Goals. Our objectives are to express policies and protocols in a homogeneous setting so that we will be able
to enforce authorization when executing the protocols. This should allow us to check statically whether the
protocols are executable in conformance with the specified policy. Moreover this analysis should be extended
to detect and prevent the potential attacks of a Dolev Yao intruder, both in passive and active case. This
logical setting will also permit to use policy expressions to be checked dynamically at service invocation, in
order to enforce conformance within a service orchestration. Our aimed contribution here will be the formal
and algorithmic treatment of policy composition in order to identify decidable and tractable situations.

2.3.2 Verification of XML cryptographic protocols

We first consider simple Web service, that is applications exchanging request/response messages under a
specified XML format e.g. SOAP envelope. To allow the verification of properties like authentication and
security, one must provide a formal framework and a translation of Web service into this model. Furthermore
this model must encompass the behavior of a malicious attacker. In the flavor of [7], we shall describe web
services as a process in a process calculus similar to the calculus of [3], which derives from the spi-calculus
a variant of m-calculus designed for cryptographic protocol verification. The formalism will be enriched to
embed the XML format required by SOAP envelope and we shall use the classical Dolev-Yao model for an
attacker who can intercept all messages, decrypt messages with a corrupted key, replay messages and forge
new messages from previous messages. Due to the lack of type verification by web services, there exists type
attacks directly related to the XML format. Contrary to [8] where the verification relies on a translation to
Horn clauses, we aim, assuming that the number of participants and sessions is bounded, at efficient decision
procedures able to verify simple web services. We shall also emphasize trace analysis which is mandatory
to get a comprehensive analysis of the logical failures that will be exhibited by the symbolic analysis. Since
this model works for a finite number of participants and sessions, we shall study its extension to the general
case of an unbounded number of sessions and participants, for which we shall study sensible restrictions that
allow decidability results. We shall study also how classical attacks like dictionary attacks can be defined
and verified in this model. This framework is intended to be a first proposal on which further work will be
done such as investigating composition of web services.

2.3.3 Combining policies and protocols

Expression. Our first goal will be to investigate how one can express access-control policies in the context
of message-passing formalisms, thus extending cryptographic protocols. Some recent works by Microsoft
Research partner [31] have shown how to incorporate policies in the spi calculus by representing them as
logic programs. This will be a starting point for us. Basically we will define too a Datalog-like language
to express authorization and we will embed this logic in the process-oriented formalisms that the other
partners [3, 38] have been developing for several years to specify and verify cryptographic protocols. This
Datalog-like language will be based on the access-control mode that will result from the work on security
policies. Classically we will deduce that a request is valid if it is entailed by the combination of the policy
and the set of available credentials.

Execution without attacker. Then we will investigate decision methods to check whether an execution
of a service combining message exchanges with policies, assuming all honest participants respect the policy.
We should be able to propose automatic check that a service has the credentials to perform an operation at
each step, that each step satisfy the policy that has been specified declaratively in the Datalog framework.
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We aim at using the type information to study orchestration of services. Although the work [31] was also,
focused on typing, no decidability results were given. Type constraints on the type of messages can express
that the composition of the relevant security policies is feasible and type inclusion can express that a type
policy, here the behavior we should expect for the composition, is entailed by another one, the composition of
the security policies. This can also be applied to more general policies (also called commitments), i.e. those
defining the business behavior that has to be ensured by all parties. When two or more parties interact,
they first agree on subsequent interactions. An objective will be to use the typing to perform both static
and dynamic checking in order to prevent undesired behavior and to ensure the consistency of the execution.

Finally let us mention that this logical approach might be also interesting to compute by logical abduction
what are the credentials required or policies required by a calling or called service for invoking a component
service, or what are the policies requirements that a service should satisfy in order to be invoked [39].

Execution in presence of an attacker. The final step of analysis of a combination of protocols and
security policies will be to extend the results that will be obtained on the analysis of XML protocols to
consider the case of an intruder attacking a Web service. We aim to consider a standard Dolev Yao model
of intruder but we will start with the simpler case where the intruder can only eavesdrop communications.
If some decidability result can be derived then we will consider the general case of an active intruder. This
should require a significant extension of the recent decidability results for cryptographic protocols. We have
already identified several possibilities to solve this problem.

The most mature one is to use a language for security policies relying on a type system for XML schemas
in the flavor of [24]. This language will permit us to enrich the type-system of our previous process-calculus
for verifying protocols in XML format. This will combine a type checking algorithm relying on tree-automata
for unranked trees and the symbolic computation that allows to state the reachability of some undesired
state (e.g. disclosing a secret or stating that some message is not authenticated).

Another possibility will be to express security policies in a formalism similar to the oracle rules technique
we have introduced in [16]. These special protocol rules have been employed to approximate the effect of
protocol steps that can be fired an unbounded number of times. We believe that similar rules can be applied
to specify and compute access rights dynamically. For instance, in the former example of a conference
reviewing process, the validity of an authorization is a consequence of an unbounded number of delegations.
We also believe that the associated decidability result for cryptographic protocols will also hold for analysis
of Web services.

2.3.4 On-the-fly policy checking

According to [42] the largest challenge of implementing security for service-oriented computing is the fact
that services being invoked dynamically it is impossible to predict who the service providers will be and
especially which authorization they should have. Hence the security model and the executability and secu-
rity analysis above have to be refined and extended in order to adjust to a rapidly changing environment
allowing for on-the-fly evaluation of authorizations according to the policy of the discovered service. For
instance, if privacy is the property to be ensured, then the new service invocation should not lead to gen-
erate message exchanges containing security tokens or information whose combination with other services
may lead to identity disclosure. Whether the called service is fully or only partially authenticated will lead
either to further trust negotiation between the services or to restrictions on calling service’s accesses. These
mechanisms are still subject for investigation.

However the efficiency of the protocol analysis techniques we have developed in previous project [51],
discovering potential flaws for large protocols in fractions of seconds, show that it should be possible to
design procedure to monitor dynamic service compositions with respect to policies of component services.
These monitors can be automatically defined as additional services and linked to the service composition as
proposed in [6] for QoS parameters.
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2.4 Synthesis of Web services
2.4.1 Semantic composition of services

The Web is moving from having just human-readable information to being a world-wide network of cooper-
ating services. The underlying assumption being that while a single Web service may be useful on its own,
only the automated discovery, composition and usage of these services will permit to provide the end user
with a more readily access to highly sophisticated added-value services. For example, one may consider a
service that automatically and dynamically retrieves hotel bookings services, and is able to interact with
each of these services in order to present the user a small set of hotels meeting its criteria on the localization,
the price and the check-in and check-out dates.

This evolution lead to the adoption of standard languages of description of resources available on the
Web. The Web Services Description Language (WSDL) [63] is concerned with the description of the im-
plementation of a web service in terms of exchanged messages. At a higher level, the Resource Description
Framework (RDF) [61] and the Web Ontology Language (OWL) [60] aim at describing the service offered
by an application in terms of classes of resources and relations between these classes.

While these description languages may in principe cover any kind of data, it has been useful to rely on
a more focused formalism for some specific domains. The most advanced domain concerns mathematics for
which the OpenMath standard [56] already permits to express theorems, proofs, calculus, etc. A signature
that defines a set of operators is defined (e.g. the application of a function). This signature can then be
extended with the addition of new symbols together with their properties. These properties are expressed
by logical formulas and equalities.

2.4.2 Our goal

While the automatic synthesis of complex Web services is out of the scope of this proposal, we plan to
work on the composition of security-related Web services. Authentication and authorization authorities may
indeed be seen as applications delivering well defined services in the form of assertions. We plan to give a
formal semantics of these services and to apply a recent combination result obtained in the context of the
analysis of cryptographic protocols [17] to compose security-related Web services.

We plan to work along the lines of OpenMath: First we will define a set of basic operators describing
the security properties relevant to web services. Second we will express the security policy of web services
as functions on this signature. Finally and given a client and the credentials that this client has to obtain
in order to access a service, we will compose these functions in order to automatically design a sequence of
transactions between this client and several authorities.

This composition will ideally be computed during the resolution of reachability problems similar to those
handled in [17]. In the case these reachability problems are not decidable we will rely on generic description
logic based procedures to try to compose this sequence of deductions.

2.4.3 Impact of this work

The immediate consequence of this work will be the possibility of implementing a user-transparent security
infrastructure in which on the basis of the credentials needed to grant the access of a resource to a client,
assertions will be exchanged between authorities and this client to gather these credentials. The order of
transactions to perform between the client and asserting authorities will be derived automatically from the
needed credentials.

A more far-sighted consequence may be the possibility, at least with respect to some well-identified
domains for which synthesis procedures may be given, to answer complex requests from an end-user such
as the ordering of a book with minimal price or the access to a computation center that provides calculus
primitives adapted to a calculus requested by the user.
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3 Intended results

3.1 Expression of security policy

First Year. We will explore the mode of access control that fits the needs of SOC best, service-based
access control. Then, we will define what it means for a WS to be safe.

Second year. Seeing that security policies will be defined in terms of permissions, obligations, and pro-
hibitions, our aim will be to elaborate methods for automatically proving that the security policy of a given
WS is and will remain consistent.

Third year. Seeing that the interactions of services, via cryptographic protocols, with their clients and
with other services may change their security policies, we will consider the decidability/complexity of the
safety problem, i.e. the problem of determining whether or not the security policy of a given WS satisfies
such-and-such safety property.

3.2 Combination of security policy and Web services

First Year. We shall provide an updated calculus for protocol verification that embeds XML format and
the relevant operations on XML messages. Our previous work on symbolic analysis of cryptographic protocls
should extend smoothly to this case. It will provide a more precise idea of the interaction between the real
format use in services and the security issues related to cryptographic protocol.

Second year. We shall provide a more general calculus with a type calculus for expressing security policies
that relies for XML schemas or a variant of XML schemas. This point is more challenging since the language
and semantics that we shall use should be amenable to automated verification. This raises issues concerning
theoretical results (decidability of our process) and practical ones (efficiency).

Third year. We aim at providing results for the composition of Web services in this framework, including
composition and verification of web services and their security policies. Composition and modularity of
verification is a major issue since little is known in this area except that new problem happens when we
combine services that works well when they are isolated.

3.3 Synthesis of Web services

First year. We shall provide a functionnal description of services provided by authentication and authori-
sation authorities. This implies the definition of operators and properties for assertions defined in the SAML
language.

Second year. We shall provide an automatic composition algorithm for security based services. In conjunc-
tion with the expression of security policies into Web services, this will provide an algorithm for automatic
construction of a sequence of interaction with services to provide an agent with the credentials needed to
use an arbitrary service.

Third year. We shall extend the preceding algorithm to other specific areas. Our main focus will be the
expression of computational services with an emphasis on the library provided by GRID systems for matrix
computation.
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